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R 77 (Save)] £ 7zi& [7 71 )\(File) 1> B2 BT %1% i THR 77 (Save As) JDJEH (2 7 Vv oL
7,

CHEHLTE R FEn
"Frys N 1" R—U31
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% 37 : Compliance Manager (Fortify
Weblnspect® #4 )

Fortify Weblnspectid . WebX—ZD 77" V7 — 32D+ F 2 V7 4 L DR [ 21§ 272012
BRET SNl R 4 OB 21—y = b L £ 9. Fortify Weblnspectid fif T £ ®
HTTPE R &> T A7 457 0—7 L fll ¥ OIS & &5l LEd . SOt vy 2 R—20D
AP Al T 2T O 55 ¥ 23Rk 5 S, 777 — av A O OffE 55 1 43D BHE T 3%
E SN, FITITREBELE MR SN 7. SRERATCE AT LDE R T T
KR

Fortify Weblnspectid . #7 & DB 4 (2 & 281 fill X048 36 23 O fe A FIA 77 V75— 3

SN EDIEFEYMERL LT 22 &3FHfili LT, B B0 217 Db TEET . e BEFAR

[ D% 47 1 &5 AF 1B 9 29243 (HIPAA: Health Insurance Portability and Accountability
Act)id . WebX—2D 77 V77— av & [l 5 2~ VA7 7R R (2. T3 27— N&fE

B B B LR T B0 OFH 1 DK E 3 5 AF1TTuw &9, Fortify Weblnspect T

&\ 770 —y &AM LT 7707 — 2o COHIPAARL HI (2 EOFE FE HEHL L Tu B
ERFAl § 2307 A T AL R— MR T BN T E LT,

f1: 40 &

22— EEMEF1OU L OB —y x> b ELEESE M CEE U237 54 TV AT
TL—MAERR LET. 1282 T 77—y B TIER R DI 74—V NEGH L&Al %
EDAT— AV NEIEE M) EE OB ENTEET . COBH K §2a>T7' 5T A%T
A Mg BRI 1—Y 2> ME . IDE 5472701 JE % 7k 74— 44# (Hidden Form Value) ("
JEH) 2 7% A MR R 7 )L —7" XA—=U4118 #h 32—V =2 fD1D)TT,

T SAT VAT L — MEAE T SRR T B A G CE R BT AN
TEET . MBI 22 NEFE"Z L 77" X—A1 2B I L2 08I B Lz LT, B %
LHFTRELTEEST LM 2 KRB wcm a0 EH O—y = MERKR LT,
22— E F LeEA cEEA TRl EbTEET,

Fortify WeblnspectiZi& £ 4t OFF & OB AF A be T E CE2H > WDa>r754 7>
AT V7 L— e FNTWHET,

BV —OFER O LOFE W OWTIE " a7 54 7 27> 71— FOVE " i D~R—3 |
A5 M LT P&,

WebH A1 bDa>7' A4 7 A% T A MT B2

1. MBS LT avT ATV AT 7 L—elE R &3 H L 7.
2. Web#A{ reAF¥>L &7,

3. Fortify WeblInspect® [Bf #h ~—(Start Page)] . [ #— DA 5k (Generate a
Report) |2 27Vv27L £7

L R— b4 i (Generate a Report) ] 74> FU»BH &£
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V=LA AN
5 3% : Compliance Manager (Fortify Weblnspect®#)

4. AF x> T —ED[| DT —ZR—RH 4 St Tw 334 & DBOZE ¥ (Change DB) |
70y L TT—AR—AZIERN L &7,

AF v HER L ET (4 AT URL. /2P 7 FLATIR ).
Bk ~(Next) 122 Vv oL &4
[2>7°'54 7> X(Compliance) ] % iR L 7.

TRTCDOL A= MIDDRT & £ ZDTIE 2% & il % DL R— Ml il O X7 R
254t B o&7 L R— %5 {Open Reports in Separate Tabs) | #i% 4 L &
KR

9. LA—MER &L T. Adobe PDF]& HTML]OWsh »n#EEiR L &9,
R—27 W7 —4I 2, (PDF) TD L K— Dt & IA & 121& . Adobe Reader 7L [ 731
T,
10. 2> 7 SAT VAT T L— 4R B LET . YR MAST 740 MO T Y7L — h&IE IR § 2
BB R E IV L TE K A DT> 7 L— %5 I/ 3 35, Compliance
Managerzfi] WTHRARLT > 7L — b aelE R T B2 ENTEET .

11. BB 7T (Finished) 1% 7Vv/L £ .

12. Fortify Weblnspectsd L A— hE |l L TR7WCER IR LIz 60 V—u3—D [L A— hOfR
17 (Save Report) 1 71 2> % 27Uy /L TZDL KA— bR fF C& £

® ¥ R
"V T SA T AT T L— MIE K"

©® N o O

AT SA T VAT 7 L— FOIE AR
AT IAT VAT YT L— bEE R 2121

1. [Fortify Weblnspect] x=2—/Y—T. [—)/Tools)]> Compliance Manager]% 7
V7L &9,

Compliance Manager] 7 1> F7HE & # L7 >7'L— bORE I 233K 78 Sh £ 77,

] Compliance Manager
File  Help
[ Mew [ Open | Sawe hd e Up Fonwve Dowen

=l Compliance Description
Mew Compliance Template

< lick here to add a new category. .. =

2. TH Luay7 547277 — MNew Compliance Template)] £ 7L —X %27y
LEd.

Compliance Manager®” 1> RUD R 243 (LR E T V7 HK IR S &7 .
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Y=V HA R
% 3% : Compliance Manager (Fortify Weblnspect®D#4 )

3. METVZT . TH Luar 754 7R 7>71— NNew Compliance Template) ] &2 5
TL—RXE ANE T 27> 71— b (OB TIXTHIPAAI)ICE &R 2 27,
& Compliance Manager > B

File  Help
13 Mew [ Open |l Save Miawve Up e Down

[=] Compliance Description

<Click here to add a new category... =

Compliance Description

Description:  [H1paa)|

Mewr Cornpliance Template

4. T<H LLAT7IV#E N § 212 2 2% 7Y v2..>(<Click here to add a new
category..>)| £V ITL—RXE YL T,
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Y=V HA R
% 3% : Compliance Manager (Fortify Weblnspect®D#4 )

5. ME V7T H LLATTIDL AT LW 2N I L&d . COF Tid L A BTN A 27—
MR 7 (Password Protection)] T i B (&1 S 27— FDN 1] &5 De&iCeF 2074
=4t ¥F 3 2(Maintain security during entry and transmission of passwords)] T .

& Compliance Manager = g
File  Help
] Mewr [ Open s Save arve Up IMave Down

=] Compliance Description
HIP&A

Password Protection

<iZlick here to add a new category... =

Compliance Category

Mame: Password Protection

Maintain security during entry and transmission of passwaords.,

Description:

MNew Cornpliance Ternplate

6. 7ZAL TmE 7y LT, [ A 27— M (Password Protection) ] &4y 7L D o
fo/—FERBH LEd.

7. T<#i LOE A 28 0 4 3121& 2 2% 27 Uv2..>(<Click here to add a new question...>) ]
EWITL—REIVy L ET,

8. [H LA [ (New Question)] £ H7L—X% 27Uy 7L 7,

W TVT I ZTR N SN BZDT ZN 6D X7 %A LTI A AT7— MR H# | 77T Ui
I 9 2R [ efE L § 6 lenTE T,
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V=V AH AN
% 37 : Compliance Manager (Fortify WebInspect® )

9. MM (Question)]=Y7iz, A7 N 2E B 2N 1 L&T. SOl Tla . TA )
SN 2N AT— RO L F AL TARYAZ EL TR 78 ST 2h72(Is each character of
entered password displayed as an asterisk?)] &L YZH B # N\ JJ LTH &9,

- 0

&y Compliance Manager

File  Help
[ Mew [ Open sl Save hove Up i owve Doen

=] Compliance Description
HIP&&
=l Password Protection

15 each character of entered password displayed as an asterisk?
<Zlick here ko add a new question,.. >
<iClick here to add a new category. ., =

Edit Question [ Threat Classes I Yulnerabilities [ Custamn Checks & Agents ]

Cateqgory: Password Protection w

Question: |15 each character of entered password displayed as an asterisk?

Carnrment:

[] Include Broken Links

MNew Cornpliance Template

10. COHE [ %. % i 77 Z. Micro Focus?5E 35 LI2lE 951 . £/ LRI WCHE R Lz A A
BAF 2y T—y xv N AT (F22ENTEET. 2O Tk, BESH M
(Vulnerabilities) 1 57% 2V v2LTh 5. IDTEII(AddByID)]%2YVy/L &7,

AE TN B R I IRAEER Lol /Yy g 328 & 5T, ZOM 55
P E13 BB 252 O M O IR LiciE 55 i (Selected Vulnerabilities) ] £
fzid [BIR L1=F B 25 A(Selected Threat Classes) |Ot 7 s HBE6T

B

11. D & 3Fzy270if jin(Add Check By ID)]17 4> K7, 147241 &N )1 LT DK% 72
VoL 9. 4724151 <A 78N 1278 27— K7 4—)L F(Password Field Masked)] &>

Fzy/DIDFE 5 TY .
AT B OIDEE N TEET(MTIDF DB ML ET).
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Y=V HA RN
% 37 : Compliance Manager (Fortify WebInspect® )

12.

13.

14.

e LicF zvoh BRIV LM 55 # (Selected Vulnerabilities) ] — V71 % 78 Sh &
T

al Compliance Manager =

File  Help
[ Mew [ Open |l Save Ploece Up Pl e Divivr

=] Compliance Description
HIPAL

=l Password Protection

Is each character of entered password displayed as an asterisk?

<Click here to add & new question. .. =
<iZlick here to add & new category... =

Compliance Question

Edit GQuestion [ Threat Classe, Yulnerabilities [ Custom Checks & Agents l

AllVulnerabilities

----- [1°  MPCScftweb Information Disclosure (4603) A
----- O Webalizer webalizer .conf Configuration Disclosure

----- [ webalizer Usage Page Discovery (4629) Add By ID

----- | ‘WeblWiz Guestbook Database Information Disclos

CheckIlD Mame Pass If Detected  Exclude

4724 |Password Fisld Masked | ®m | = |

----- [C]"  webwiz Mailing Information Disclosure (46353 =
----- 1" BadBlue Webserver ext.ini Information Disclosure
----- []'  FTGatePro Information Disclosure {(4665) <

----- []%# Hassan shopping Cart shop,pl Remate File Yiewin
----- De iPlanet Administration &rbitrary File Source Disclos
----- [ Divine Content Server Cross-Site Scripting (4715)
----- R v
a >

Dekail

MNew Corpliance Template

B IR L 7o} §5 1 (Selected Vulnerabilities) ] = V712 IR D2DODF zv /K v/ A0 H

UF &

o M S35 4 && ¥ (Pass If Detected) -7 =y o/h. 77 07—y v F 207 4
CAH S TR 2R T2CLEHM ELZLDTH G A & CO47Y v & IR
LEd. lc&zids a> 7' oA 7> A7 0l 40— TdH 57 71 )\(Privacy Policy.html
e EYOIFAE 5 F 290 2ARRLT 2o 5 5 T 28 G (id COA7y av 2 T
E

o [&4F(Exclude)]-F v 2D/ n—7%B M LT 2EE ZDIBDEFE DF v/ %
RAh 3 285540, COA7y a8 L &7,

W Tl EBEDF 2y /R v/ ALIERF L EH A

AT IGAT VAL R—MNIIEEN 2V 2D VA MNER R T 21213, BERRVV 74503
(Include Broken Links) ] # =v /K v/ 2% A2 L &7

CDF 2R 9o REF NI L TOBIE S . VT SA TV AL E— MEEAT T 28 H oo
PNV IR L A= MR B I B R RSN ET HElN LV IBN T L— N D
B CEEA e TwaEES . Z0E MGkl L T~v—ran 7,

B SA MR . E12E HARLAF 2y DIB NN 246t 4T LTy 3> 754 7> ADH [
WCOWTT7Vr—y a5+ 0 T T 32003 XTOF v o8BI L ET.
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V=V AH AN
% 37 : Compliance Manager (Fortify WebInspect® )

15. BINOEM &A7TVE LR OFIETIER LT 2> 7' 5A TV AT V7 L— 5% N &
£7,
16. WERFE(Save) &2y L 7.

i F O &

o NTIVEIIZIEH W A" 2210 THH 28RN LT [(EABE) &2k [FABE) %
VAPV

o NTIVELFIEH 2N T35 8. #7323V EREE B 24 2V9 /LT v — A v b
A=a—pb BANJEZEIR LET. HE A EBIRLAZEHOLECH AN SN 7,

o XODMAG D&, Wi B 2 E B WCHTMLYY 2%1B N T& &4,

ompliance Category [ |

Mame: |F'assw::|r|:| Prokection |

Maintain security during entry and transmission of passwords,

v pebools . comyguides)password)]

Description:

— W& e T XA MER ZL—7

F 27 1L 7 b VB 2 (Directory Enumeration) T2 il & >Tf | sh 320 —Y =
W=7 HA MEDHZTNTORE M BECR MDA REIENET . il ¥ DF 2yl A
(Accounting &4 5% Bf D7 4L 27 MO ZR Tl & 2)h6Z (Zips &4 D% FI DT 1L 27 bR
KTEDB)ETOTIVTZ Ry MEIZZ V=74 S &9 . ZDZ )L —7121& « Microsoft
FrontPage“>Microsoft Internet Information Server® 2 7 71 )u,(W3SVCnn)iZ [ 1# -} i 5
NTOBTAL I NIBEEDE DM DXL T DT 4L 7 NDF zv 7 b FN T ET,

ffi A BE 2 R TCOT—y = MOFEAN 12 DWW T Policy Manager 242 % © 2 — TR 4h
L. B8 % 7+ X M& & (General Text Searching)] /—FZEB LT . F R DI—Y =
Y hEIZVy LTS,

B o7
Web Application Security Consortiumid . Web++1 bDt ¥ 2 V7 112x) § 2% 8 29 W1k

LR 200, ERFEEOHEZERLTOET. Zh sk BB 77 A(Threat
Classes) | X7 YA RSN T & T,
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Y=V H AN
% 3% : Compliance Manager (Fortify Weblnspect®D#4 )

20 50 Bkt T AHETE M S AF vl & DA B Uiz E dnEH] E 3 211

1. BE VA& 2D Ay R—4 >y bMOWT L) EER L £

2. M%2Vy2L 7T, 2220 M O BIR Sh 128 B 2 5A(Selected Threat Classes) ]
EHET.
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—N

F4E: T a—KT7 a—X&K

ZDY—IZ &1, Base 64. 161 £ MD5 %4 EDAF—LAZFEH LT i 22> a— B LU
FaA—RFT&Ed . LFH #Unicode L FF)ic > a— 3 32 &%, URLOME 28 TR ik ¢
FEMH T AIELTELT,

AF v AE R O N . Tya— NI S5 sn B L b 23 F ) 2k H &S
NG d. LF Ay #a—L . Encoders/Decoders y—v izl Off i, Fa—F
(Decode) 1% 2V 27213 T3,

(=3

£¥ Encoders/Decoders

File Edit Help
= - |@Encnde @Decude |Enn:c:ding: ROT 13 &
Teut Encoding Character Set
1234567230 Select By
(") Character Set Name  (®) Display Name

Westem European (Windows)

Westem European (Windows)
Character Set "Windows-1252"
Code Page 1252

Hex Display

21 3P 3305435 26 37 3R03% 30

(] Prefixed (e

Length: 10

A DLy a—7 47

Y EH| Ty a— R B

1. &R NText)1ZU7SC 75 2N 11§ 3(£1dll OF 1 2)d, A=a—hs oA
(File) 1> [Bf 4{Open)1%E R L TT7 74 VDN & it AN & 7,

2. [C% t vy (Character Set Name) ] £7-i& BR 7R 4% (Display Name) |O W\ ¢ 7%
LTIy a—T 1/ LTy &R LES,
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Y=V H AN
W4 L a—&7F 3K

3. [E¥a—74>7(Encoding) ] YA s alt% 5 OFE JH #1830 L &9 . sfAlco0Tik. I
Ty aA—T 4T AT IR DA—2 1% B L TS0,

4. BEG CT. Br—(Key) ] 74—V P F—2 N T LET. B A F¥—%2N 1T 5L,
[x>a—N(Encode) |+ £ & 77 a— F(Decode) | £ X5 #h 1% D& T .

5. [x¥a—NEncode) 1% 7Vy/L &7,

[FHFANText) ]TV72id. = a— NS 12X 78 AR R S &9 163 R 7~ (Hex
Display) ] = V)72id . T2 a— FER 230 F 5 N OF 305 D163 i 25(F 4R L 723+
Ly CT74—vy SN OR R SN ET

PV 71492 At &(Prefixed) 1 2% R 4 2 &, 161 £ DS FH 1T Oxy v3B I s &9, C
B LUSEL L2 S OF 58 (C++. C#. Java. JavaScriptZ: £)Tld . 163 $ D4 58
[OxJ &4 1 2 9(7= EAIEOXBA3). 56 BH D0IC & >T A —HE Bl T2 eaB il L £
o IxJX16EE 28 L 7,

L H OF 3=k
FH AT a— T B2

1. B+ NText) Iz V7L 55 N 1) 3 2( £ B OF 1 2)hs, A=a—hs T4
(File) 1> [ {Open) 1% IR L T 77 VDN % it A & £,

2. [z¥a—74>7(Encoding) ] VA b &lt% 5 OFf JH #1884 L 9,

3. MR LT, B—(Key) 71— Rz —%A J3 L &7,

4. [Fa—K(Decode)]%x2VvrL 7,

HTTP Editor¢. Weblnspect® > a—7 4> 7 8L U7 a—7 1> 7H e 2F ] + 2264 T
KET. oy OEETT H 2V BE, Ty a—F 427 T AT AV T DATY AT
JXATEET,

Y a— N&N 1230 5 O AE

Iy a— RSN O FH i BRI AT B 2L F AT EN TR G BHVET .,
Ny aR—AD LY =T AV T AF— L FEF—5 VB LT 31y a—F 427 Ax—L%&H
32560 SR CFE A LET. BRI AT B8 435 [dWindows 7 ) v7' R — RiZ
IE—T &K WLODT, H 4l Encoder/Decoders» s at—L 72 0, ZH /S OfF =04 2284
TEEE Ao 12720, COHI IR %[0 8 3 2720 D200 L 3D VET .

o IVI—RNINLLTFHEZANIRAFELTBE, TN ET 3—RNT 33L& Am2—05
[ 74 (File) 1> B «Open)]%l%f}i' L. Encodery—iica—RL 9. 20f% . 7T D
TiEHEH TG ) F— 2 H LT a—rFL&ET,

o Ef B LIczya—T 427 eF—2MH LT FH #x>a— LR RO
VFh #Base 64 R AN H LTy a— R T 3268 T&ET. 208 2O FH %27
V7' R—RNizae—L. ZVy7 R— RFOHN % 28 0ff (. Base 64 %2 | LT7 a—NL Th»
5. LD AR T35 6 3)F— 2 LTHUFTa—FLET.
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Y=V HA RN
4% T2 a—R7 3K

I2A—T AV T XA
Encoder/DecoderCld. IR ODF IZEC# SN -y a—F 4> 7 AA 74518 IN T&x ¥,

IYa—7 4

VIR4T BB

3DES Triple DES. 7—%%3[H| 5 5 4, 9 3DESH; 5 {t, 712 VR LD E— N(L
FH MG 5 S, ZORE S Al S L S, 2045 R Ol 5 7F R M3
[l H OK; 54 2T b £3). ¥ 3128y M &/213192 8y N163L 77 1=
E24 L F)THRUNIE R DER A

Baseb64 8y AT v D3O 2. 4L F DI/ N—7 LTy a—FELU T a—NL
FT. /¥ LFWE, V—ATH224y  DF D6y hEE L ET . ASCIIB LU0
EBCDICO T RTDOANTY NI N B FRPUEEH 228240, il
Dxya—7 47N chH BB 2R B L THET.

Blowfish DES7 VI VX LD b DEL TEH &2 546 7va X 4

DES 7S 5 A HE L 75020000k 2 2 25 & 3754 RX— L D(h DO E D)
LS A ¥ TE B L fEH shTwaT— &g Sk 5 . % 1E T
La— O] Jj 23[F CR S A H a0 EHADH VLT .

Hex 1636 %1 .

MD5 i chn N F1 Lie7—RZxt LT 128y bOTH8 4 1 F/21d T Ave—Y KA
CIAMNEERLET,

RC2 Ronald Rivest?3iX & L7cA] 2§ A A D7 ny /s 5 . 7' oyry A X464

By T, V7 M7 27 TIEDES & V&) 212 7834 & i T,

RC4 Ronald Rivest#i& & LIz A MU—4KE 5 o Ziuid . /31 ME [ O AE 21T
I, A] &S § A XD A b—LHE 5 T9 . RSA SecurPC % EDHRL T D 7 74
WG S Al s a2 &t 2. SSL7 v b a{d FH L 222 4 e Web+
A NEDR D 5749 2D0E SA4L D& A, %4 HIBE L H S £5.

ROT13 BVNFETVIRyNCIBL TR ICHBZLFICE & 2T 7+ A Ml
24§ B &h 2 4l 20 Caesarli 5 .

SHA1 Lx 27Ny 27T YR Lo NISTIZE TR 7 &h . fE #¥EFIPS 180 CE &
SN T3, — [N vy 2B 5 . SHA-11E19944F 12 R AT S 204 ET i
T. ANSIHE # X9.30(/S— R2)IC &5t # Sh Tw 9.
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Y=V HA RN
AT T a—K]7 a—X&

IVa—74

YIEL4T  ER

SHA256 256 Ly Mg S 2 52 F 27/ vy 27T VX A
SHA384 384ty M-S T2€F27/ vy 27T IR A
SHA512 512y ME S b 2 H 22 F 27/ v 27T YR 4,
ToLower KM FH#NLFIWEELET.

ToUpper /N FE#RLFWCEHLLET.

TwoFish LAl ®Blowfishic3E O % 5 46 713 VX 4

Unicode T I9NTr—b 707 A, BLIUE R CHR 4 F T et LTHEA
D ME R E LET .

URL JEREE D F LS OURLTY a—F 4> 7 I T& 2 #ER L. Zh
EHR— T A7 SRS A VRN TCEBENLET

XHTML N ST —RETHFAMRT T, <text>T —Z<ftext>D & HZ A7)l L
ES 2P

XOR XORIGHEAR 1 ORMEAE 24T L &¥ . F—2IBE T 2L E3H VLT
F—LFH OR SPILFE LUOE A 2O F & T2 3— N7 3— R
F I D% Sk LCTORMEL &h £7,
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FBEEHTTPZ7 14X

HTTP Editorid R 21E % -3 E L TH— NS L. )5 & 24 OHTMLTE 5 L
20, 7SI L R T LTCER R LT 220 L3, HTTP Editorid F 81 D/ v
FUTY—ITHBID, fFFHICIEHTML, HTTP. 8 &V E R XV v NOFE 3% 5 ik o5 B ¢
T o

TOF NG A—REB FURRAE AT A—REE § Bk By T B4 (Edit) 1> B
7€ (Settings) ] #iE R L £7,

{5} Hitp Fftor

Ble [t Yew peo
i) B b | Chsend asts @) Show Mstory

Locabory Prm ) taes, s pnascs ooee: 30|

I
[oebect g recuss Bcion] = dpoly | 34

GET / MTIRS1.1

User-Rgent: Mozillasl4.0 [ocompatibler HSIE 5.01; Windows EHI 5.0)
Comnpecciony Heep=-Alive

Hose ' wnw . spidymesios.com

| rcreoner I e ]
Chumioed | M Compression - 4
HITR/1.1 200 OX

Date: Fri, 17 Pek 2006 18:58:13 GMT

dervess Apache

Heep-Riive: timeout=13, maw=100

onpection: Keep-Alive

rapafer-Encoding: chunied

onrent~-Type! texc/homl

1000
£ 1 «AFE BERL FLEE s =i T AEEME s 't 1t LTl BT “REEE
“<html =mlns="http:/ /ey, sl ocg/ 1993/ Khtml™>
[e] | ¥
REsly
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Y=V AN
B 5 HTTP 7 4 &

Z3k © 2—7(Request Viewer)

FEL SR tJ#T(Requestwewer)]k EHTTPE R Aot —YNERIR SN ET. ZDAvE—Y
X IRDL7TEEH LTA4DDE % 2L N TR IR TEET .
o & (Raw) -E R Avt—v 57 FAMER THTFORRLET,
o #F 40 (Details) -~ v&% £74—L Ml 47— WK CER LET.
o 167 # (Hex) - xvt— #1631 £ LASCIDK L TR R L LT,

o« XML -Ay—Y KL OXMLIY 7> V4K R LET. (ZOX7E, E R ICXMLIE L D7 —
B EN TV BB DA R S 7).

iy 2 £ 2— 7 (Response Viewer)

ESK t2—7(Response Vlewer)] EHTTPG & Ave—Y R R S ET . ZOD Ave—
SN IRDETEF ] LTA4DDRE 4 2L N TR R TEET
o E(Raw) -Ju & Avt—Y 27 ¥ ANER CUHT ¥ O R LET,
o« TIVH LB Avk—VETIUFICL VRV LTRRLET .
o 161 H (Hex) -iis & Avt— 2161 £ LASCIDFEFE TR R LET.

o XML -X0—Y R DXMLIAY 7>V &K R LET . (COX7WE L IEE XML X O7 —
ZHE AN TL B A DA E R Sh £7).

HTTP Editor®D A==z

[ 74 (File) ] x=a2—
[ 74 (File) ] A=2—I2lE IRDAT'Y 2> BHVET .
o HIHE R (New Request) -LLi Dt v aoh oD X TCORE R 28 L. or—y 2
URLZYVE v L &7,
o E3R %P {Open Request) -LL i Dt v o (- 7E SN ZHTTPE SR 25 A7 74
WEO—RFTELT,
o ER DR 7 (Save Request) - HTTPE K #{f ff T& &7,
o %I EAF U TE R 2 72 (Save Request As) - HTTPE 3R 2{_ £ C& £
« URL[H # (URL Synchronization) -Ct #1#4R §2&. [ZRLR]av AR vZ AN I L
123 F A HTTP# 3R 47 DRequest-URNZIE il &1 £ 9,

« TN FE1E(SendAsls) -COAT7'y av ZE IR LI &« B R LIz 20Mh OF% & (2
B S HTTP Editorid Z Rk 28 H L € A. I 2 H 7 2¢&. f:lﬂﬁ WER o Rz
LIz Ay —Y 5 S T ACENTEET., COAT Y a3 328 BBAE BLU0 7oy

DR EFEN I NET,
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5% HTTPT7 41X

AE 7 OF VAR TALONCER ZFH) THE T LE TEETH, £ DIEHE
HTTPZ oo 4— N3 JF L OHTTPE R 20U Cx ¥ A

« # T (Exit) - HTTP Editor£f U .

B £2 (Edit) ] A= 2—
B £ (Edit) ] A=2—2& IROATS 2 HBHVET .
o U1 VB O(Cut) iR Liz7F A MEHIFR L. 2V R —RRAFE L&
o IE—(Copy) R LIzT7F A &2 YT R —NRIE L F7
o B OftiF(Paste) -2 Uy R — 067 A M AN L.
« BE(Find) 455 L1272 MM E T 27200K( 70/ R vsR4R R LET.
o #X 5E (Settings) - HTTP EditorOE 3R /X 5 4—&, AL AT A=K, BLUOPT0F /T 4—
RERE C&EET .
BR 7= (View) ] #=2—
R~ (View) ] A=2—12id IRDAT> 2D V&,
o JB & OF 7= (Show History) -i%k 15 LIZHTTPE K 4 — B iC LA v ER R LET.
o 31 ViR L(Word Wrap) -9 XTD 7+ 2 hH E O AW LD £7 .

~ov7(Help) 1 A= 2—
NvZ(Help) ] A= 2=k RO A~y KR H D ET,

HTTP Editor~)LZ7(HTTP Editor Help) -~ V77 71 w4 B & [H X (Contents) | X777 ~
TATWZ R NES .

4 >7 v A(Index) -~V7 7 A Wbl & U > T w2 R(Index) 1 X7 7 77 47 % DET
¥ & (Search) -~ L7 7 7/ VHBH & B E (Search) ] X7 7 7747008 V&9,
HTTP Editoriz 2\ xT(About HTTP Editor) - HTTP EditoricB 3+ 21k 2K~ L &7

3k 7 7+ 3(Request Actions)

[ 3k ©2—7(Request Viewer) XA > @ B3R 773 a>(Request Action) ] Y2 M 514 .
ROATy &l H T& &7,
PUT 7 74 L®7 v7"u— F(PUT File Upload)

PUT £V v FiE. 5 5 L7zRequest-URID R HE I DT> 7 47 150 4 3 5 4T3k L
ES
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B 5 HTTP 7 4 &

P77V EE &IA DI

1. Bk e2—7(Request Viewer) ] X4{ > D Fa v7’ 87> YR b PUTZ 74 VD7 v’
o— RF(PUT File Upload) ] #i% R L £9 .
2. VAPDLNIZR IR SN BT F AR IR Z7AIVD 7NN REN ] LET
- F2ld -
74X %B] {Open Folder)]1 71 a>%2Vy/L T, 7v70— T 3774V 5IER L &
KR

3. BEERAApplY)]%2YyrLEd. Chicdy, 2> 7>V E DR 47 b 7.
Content-Length ™% ¥ (Change Content-Length)

B E—NTE 2= BB R D Aye—V KL 24 % ¥ & HTTP Editorss 2> 7 > V&
%M &t A L C. Content-Length~ v& N Off i U] 28 (CB &I 2 9. Lol ZDEZ
215 (Send As Is) ] 47> = &l il 84 & & HTTP Editorid 2> 7 > VR €2 8 L &€
Ao BIR BIEAT 3 ZHT W COW EHHE #5110 12547 9512l Content-LengthdZ2 &
(Change Content-Length) ] %1% 4R L < & F (Apply) 12 2Vv/L &7

/85 x—2E ODURL > a—7 1>77 2—7 4>7(URL Encode/Decode Param Values)

URLOfE: % (RFC 1738, 944E 121 )ik« URLIWAE H T& 33 %, US-ASCIISL & £ v b
H7 ey MR E LT ET . —J7 - HTML T2 1S0-8859-1 (ISO-Latin) 3 - & v b4 i
ERF A N C& &9, 7-HTMLA T B © & 230 & OF P 2355 58 &h TH O,
Unicode S F v Mk ¢8I0 E g T E 3. COHI IR O B L Tid. JEFE % O
NFEIYI—T A4V LT ZNAEYR— N 37 5790757 (VTR RN CEBENT B
EWITHERDOVET .

WEODOURLT Y a—F 4271k T% 15 5 D% 12 20 F DISO-Latin a— FFEA > FO22HF D
163 Kt o35 JE Rz 0+ el 2~ LET.

o TARYRZEL 5 [*]1=1SO-Latint v hD10iE % D42
o 103 ¥ D42 = 163t 5 D2A
o 7AZXYZZDURL 23— F= %2A

URLZ>a—7 4> 7 % ] 4 3 &, I1ISO-Latin s 7 £ v bD& 2f ] L TE R Avb— 24k
BT EETHRREDF—7— P& 3 2R IERANE R 2 A7 A(IDS) &2/ /SATE &

7. 72&21E IDSIETogin | (ISO-Latin)id it & T& £ 945, COHE #URLTY a—7 427
L7zt DTDH 2N %4C%AF%A4T%49%AE | I3 % L £+ A

A=V AR TR FA—REURLI— NIZE &R 2 2121 PRI A—%E OURLT>Y 2—7 4
>Z7(URL Encode Param Values) | #i# 4% L. & (Apply) 1% 27Vv7L &7
URLZYa—7F 427 &N 1235 A—Z#ISO-Latinic 2 1 4 2121d . PS5 4—%fH OURLF 2—
7 4>7(URL Decode Param Values) ] z# $ L. (& F (Apply) 122V 7L 9.

E 3R OUnicode > a—7 1>7/7 a—7 1>7(Unicode Encode/Decode Request)

Unicode Worldwide Character Standard Cid . 1 5t O XTOE F 23t iR 5 585 O F .
Br FR T AFt s BEURINEL T 2. il — Shlczya—FAF—LA%FH LT
EHBLTOET. 25472 M—2AF 77°Ur—3 32 %0Web+ 1 McUnicode #4H A A & &,
WROLF b & 4255 T XTRIFICIR MNHIK TEB BEHELHVET,
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Unicode#ffi Hl 9 2&. 120 Y 7 b =78 i 72181 DDWeb4A1 ~, T2 ¥ =7 )27 /&
LTHEHOT Sy b 75—4, 55 BIOH A U TR CEET. -2 DR 12> 27
L] TT—REW B T 2284 L1k T&ET,

R Aybv—Y 41K #Unicode 25 & 4 2121k . R OUnicode > 2—7 1>7 (Unicode
Encode Request) ] #i% R L. [&F (Apply)1%#2Vv/L £7,

B3R Ave—Y K #Unicode s 8ISO-Latinic Z # 4 212ix . B3R DUnicode7 a—7 1>
7(Unicode Decode Request) ] #i# 4R L. @& A (Apply) 1% 27Vv2L £ .

)L F 73— NPost DAE ik (Create MultiPart Post)

POST A v Fid H 3R ] DI IR of= 2> 7 47 1%, Request-Line DRequest-URI T
TSN )Y —ADH LORE R VY —RELTZ TR 245, FlE 70— CER T 559
R s &9, POSTE R Ave—Y &ME LT, 7—2D7 v7'n— &l A 2N TEZ
7.

T7ANDST —REFN T 2121

1. B3R ex2—7(Request Viewer) X1 > D [77¥ a>/(Action) ] ko v7’ X7 YR tms [+

JWF 73— MPostDAE Bk (Create MultiPart Post) ] 3% 4R L £9,

2. [77v a/(Action) JVA MDA HIICH BT F A MR v IR Z7ANVD 7S REN T L &
KR

- Ereld -
[T+ X% {(Open Folder) ] 74 a> %270y /L C AN T 2377/ V2R L &7
3. B8 (Apply)]%27UvsL £,
<)L F /73— Post DH k& (Remove MultiPart Post)
YIWF N MR O—H THZ7 7V EHI Br T 2121k BER ©2—7(Request Viewer) |\

1>®D [ a/(Action) ] VA ~ 5 [eivF 73— NPostDH k& (Remove MultiPart Post) | %
EIRLE.

X A s
BT Iy 3
It & ©2—7(Response Viewer) ] X1 > D &7DF K OTY7IZIE IR D3DDI> ba—j
DHNET .
o [F+>7(Chunked) ]+ %>
o [@EY7>Ya3—74>7(Content Coding) ] bz v7’& 7> YR K

» Bz, ChefE ¥ 2L 5% T (Find In Response) 154 712 & »2 243
EXITTHFANLCTFAIZRE LOBEN TR T &7,

F +> 7(Chunked)

PN BB DOH TR 2EIR T 3RT 2O & OIE (S 2 Mh v 25 & b B ek %
INSBF oo 2B LTER CEE LET. 2O & %05 % 2. Transfer-Encoding:
chunked] LB INUENT EFNTHET, F v 7A=Y AR L —HDF v /055 &
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H5E:HTTP 7 44X

. ZOWT01(E 0)DIT Mgt & TDBICATY 2D 7 yRET AAT 1%t &ET. K% F v~

21 IR D2DODF 43 THE K S 775

o 16IER DF v /7 —ZH A X5 APAT o FAXDIE I Ia8 > BB I D85 A— K5
WTWBRIGERHVETHN. TN A EH CEETFHR A CEOWTN VERE TEhH It
Ao AT DR B IECRLF T,

o T—RZDLD, 2D ICCRLF 2%t & &7

a> 7>y a—7 4>7(Content Coding)

HTTPIG & (CE 4R 7 — 205 N TOHAG S E IRDVAMIH BAT7Y 3D i
H LT — k&L 4Rk T&EEd.

e GZIP-GNU7 0¥ =7 MH IHE W S 2B 4 2— T 4 U7 4T3

o Deflate - RFC 1950 [31]TE 3 sh T3l zlib1 £ X\ . RFC 1951 [29] TaL ik &h T
2l deflate | JE4F AH=A L A S bE - EDTT,

Q% 4
"ELK O B SEE" T
"EOR TGS E ORI DRy

ER O £ UX 15
SR £ B LTI (5 7 Bl

1. R ba—7(Request Viewer) ] XA > CE R Avb—Y 245 L £9,
TEAMNLCFIN #LYI—REfAE T 3= 202 7FAMIERLTH 7V o0, Ry
77 w7 A= a6 [ a—7 4>/ (Encoding) ] £7:1& 7 3—7 4> 7 (Decoding) | %1%
WLEF.
TR OFFE OIEH 225 4 31213 [727 a(Action) ] VA »aTH H #3R L. &
B (Apply) 15 70951 &4 BEATIC DL TR T"HTTP =7 44" A—247 1 5 J LT <
12 S,

2. EfESend)]1%27Vy/L T HTTPE R Avt—Y #ikfE LT,
HTTPIG & Avb—Y 4% (5 T3¢, IG5 £a—7(Response Viewer) XA S ZD Ay
=YK SN £T,

3. WWEET IV LRV LTR IR T &, 574 (Browser) 127 % 2y /L &
£

4. BP'Zv%(Browser) ] 2712 L > &7 S f:HTML 2> ho—)v & /=i JavaScript 2> k
BV ] LT IR ICIE S 3 BHTTPE K &Y flf T& &9 CORERE 21 Tl 3 212
& &EE A+ e —2 ax(Interactive Navigation) ] 47> = B 48 (Edit) ]> BX &
(Settings) 1% 7 Vv /) &R IR $ 20 B85 HVET .
a. B3Pr(Location)] 7 — FIZURL#A /1 L. [EfE(Send)1%2 270yl &7,

T7Vr—yaviul v 7r—LER LET,

b. [5%F (Response) |1 >T. 74 (Browser) %7 %7 Vv L £7 .
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Y=V HA RN
FHHE HTTPZ7 14X

C. LYRVYT ENJeR—Y T, 2—H4 &X2A7—F &N F1 L. &5 (Submit) 1% 7Yy
7L&ES
Y O % @ & HI2HTTP EditorA3% 3k (Login.aspx URLADPOST A v K%{f ] 4
BVe7+—vv L. Zh % R e2—7(Request Viewer) ] X1 »ZE R LET.

- - -

0 b Dhsendasts 8 Show Hanry |
Locabon; =0 baneghsth ai d0e il oo e S - ﬂs.ﬁl
| mebectaregueds aoven] = Asely | AN

PosT '.';Hn'."p: HEIDALA

ser=Ryenr: Morillsaf4.0 [cossaribler MSTE 5. 54 Wimdaws NT 5.0)
fost: hacmebank.qs.spidynamics.com
ane=rian: Hesp=Rliwe
CoOnCEnT-TYypel Applicacion/x-wwe-Eform-urlenooded
AEERE=-28EgTHh: 11¥
_".'. N L it '-'._-l;__""'Ti.= SUMENRT -J._'." ENITAIL=duth ] VR AN T eI Bg e PR L n b LT TN

d.
||
Hacme Bank™! 53 a software security traiming application provided by
Foumdsione, Inc, This spplcaion & desgeed to teach sppication developers,
prograEners, achitects and secusty professonals how to create seome
softviare. Hocme Bank was designed with knawn vulnerabibites winich allow
users 1o e fenl explosts and 1o demonstrate how 1o buld more seome =]
| 5

d. BEf5(Send) 147Uy T, Za—vy b SN (2—F 4 L AT— FEH £)%
H— IEAS L £

5. TR #3212k 71 (File)]> E R Off 7% (Save Requests) ] Zi#E #iU L &
ER

CH6HTH R FEan
"R ERd B OMR" T

R 305 O R
BEOR RSB DT FA MR R I B120:

1. R ex2—7(Request Viewer) ] X1 > &#zix 15 & £ 2—7(Response Viewer) ] X1 >
DUFAHTE £2)y L ET .

2. [ER W O Z& (Find in Request)] 71> K7 &7z1& 1524 N O & (Find in
Response) |7 4> U H LT, SCFH] &1 IER R 2N I 2 E R L £,
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B 5 HTTP 7 4 &

3. MR FH ELTIEHR BRI 21 H 425 & &, Regex]Fxzv/h v/ A%iE IR L &
7T,
4. BERFind)1E27Vv7L £,

% 7€ (Settings)

HTTP Editord#% & #%2 ¥ 3 22 B4 (Edit) 1> BE% & (Settings) 127 Vv7L. Ik D>
TNPOXTHER L TEE &N 2. OK1%#2Yyo/L 7.

o 17> 22/(Options)
« &3 Al (Authentication)
o 7'm¥ ¥ (Proxy)

B BT D BN DNTE XD 7y 2T L Ed .

47"y 22(Options) ] %7
B3R 7 v—7(Request Group) [(ZIE IR DAT> 2> 03d DET .
o« TN FX1E(SendAsls) -CDAT7'y 3 #R N LI A IR LIz Z20Mh OF% & (2

127 S HTTP Editorid B R #8 H L it hA. CNE M 28 B XM CER o2 R
LIz Av—Y 51k G T 3ENTEET., COA7Y a2 926, BREE

(Authentication) 1 6 &£ 'uo#3(Proxy) D% & (5 (o % £ 9,

AE 7OFVERH T BEONEREZFH THE T3 LS TELTH. I EAEDEE
EHTTPZ oo — NG AE¥E YL OHTTPE K 2L B TE ¥ A

o E 3R O#/E (Manipulate Request) -COA 7'y 3> R L1235 & « HTTP Editorid X @
INEA—RIKI IS T BENCER 28 F L £
. IR %8 O3F F (Apply State) - 77 V7 — avth, v 3 DR FE 4 FE 3 272010 2y
F—, URLH F &IA &, £7213POST7 — 2O+ i1 21 H 4 235 & - HTTP Editorid
Ol R EFE L. TN >TE B 2T LLHEL £,

o 7'0% > DiE F (Apply Proxy) -COA4 7> s> #i# IR L7235 & . HTTP Editorid =—+% 2
FRE L7 oF R Bt >TEREETH LY,

o 70VZDiE B (Apply Filter) - CD#+7°> 314 | Fortify Weblnspect®fdi Fj 112 A% v
BINTA— AR D BEE(DE D AF v &5 WIAR HAF v DFEAT H )ICHTTP
Editorz#2 §] L7235 & DA R IR SN &9 . COATY 2o pE IR S Tw 285 4 . HTTP
Editorid . Fortify Weblnspect® Fi £ O 2+ +> &% € (Current Scan Settings) Ji2 ® %

74V A(Filters) [3% & #i@ F LT HTTPE R 6 SUIEZ DR R LU B B OL—L
FEmLEd.

XE: HTTP Editor & ' 41T 1 B £E D A+ v 5% € (Current Scan Settings) ]
EEFELTH R IEHVEE A, HTTP Editorid . A% x> OB 4 K (2F 3 Th -

foa € e L&,
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HE5E HTTPZ7 4 &

o NyXDi#E A (Apply Header) - 2D 47> =14 . Fortify WeblnspectDfdi F /1 (2 2% v
BT 74— NAD DB EE(D & Dy AF vV & WIAR D AF v DFEAT H )IZHTTP
Editorziif &) L7238 DA R IR IN FT. COATY avpi R s T 2545 . HTTP
Editorid . Fortify Weblnspect® [ 7E D 2% +>% € (Current Scan Settings) ]2 & 2

[ v¥—I~ vX(Cookies/Headers) Ji% i& #HTTPE 3k Dfz Wi L £ 9.

AE: HTTP Editor 2 ' 9757 & BR7E D A% v 2% % (Current Scan Settings) |
EEFELCH IR IEHVEE A, HTTP Editorid . A% x> OB 4 (F 5 Th -
feak B HfEH L &7,

[ 7 — a7 )v—7(Navigation group) ] ©. [% L(None) 1. Bt &E & (Interactive) ]
1zi& P'504 £— M(Browser Mode) ] #1E R L £¢ .

[i; % ©2—7(Response Viewer) ]( T # X1 )T "4 (Browser) ] X7 %1% R 4 3 &,
H—NIEE 5757 LR Y7 L TR R C&ET . Bt 5E B (Interactive) 1K At 737 %)
W2 TWAGH I, 777 L XY 7 St izHTML 2> ho—)L & 7214 JavaScript 2> ©
=L LT IRICIE(S T 2HTTPE SR #1Efff T& 7.

) HTTP Editor [ = =]

File  Edit ‘iew Help

5 | send 2515 @) Show History
.Location: httpiffzeroavebappsecurity.com: 80/ loginhtml - ﬂ Send ]

|Request Yiewer |

Raw I Details T Hex ]

(Select a request action) * Apply Search Text - 3 @RegEx
GET /login_html HTTPF1l.1 T‘

Uzer-Lgent: Mozillaf4.0 (compatible; MSIE 7.0; Windows NT E.1; EW1; .NET CLR 1.1.43ZE)
Host: mero.webappsecurity. com

Fi-RegquestManager-Memo: StateID="3"; sc="1"; ID="f44£435a-91lce-4ell-aclb-40a?dE2alaca"
H-Degquest-Memo: ID="40Z2c33eb-4335-4a81-8162-0£02b31cilbe"; =sc="1"; ThreadId="1";

J,

Response Yiewer

Ra Browser I He:x ]

Log in to ZeroBank

Login (7]

m

Password ||

Keep me signed in

Request caomplete
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FHHE HTTP7 4K

fz &7 | http://zero.webappsecurity.com:80/login.html D o7 # > X — (L O] 1§ D £ D)
M+ 235 & k. Login] D4 i (Tusername ) & Password (I password )&\ /1 LT
»5 Bigninl%z /7Yy /& £4 . HTTP Editorid . 2 3R (signin.html VY —ZADPOST £V v
N ¢ 2)27+—~v L. R OHE 1§ O & HCE R % B3R £2—7(Request Viewer) ] (2
BRLET, 0B 0F Ay Avbe—Y BERE T 20 B 25 &) 20 £ £1-12 BEfS
(Send)] % 2V L TH— %S L.

t;) HTTP Editar (= = [[=2 |
File  Edit  Wiew Help
N 5 A | Esend 2515 @) Show History

.Location: http:fizerovebappsecurity.com/signinhtml - B Send 1

|Request Wiesaer |

Raw I Dietails I Hex ]

(Select a request action) > Apply Search Text S ! [ RegEx

POST fsignin html HTTPS1.1

Tser-Agent: Mozilla/4.0 {compatible; MSIE 7.0; Windows NT S.1; SV1; .NET CLE 1.1.43ZZ)
Ho=t: =mero.webappsecurity. com

(-LequestManager-Memo: StateID="3"; =sc="1"; ID="fdd&d36a-9]lce-dell-aflb-40a7dE9a8a65" ;
H-Regquest-Memo: ID="40Zc?Peb-4332-4a81-8162-0£02b31lcZlbe"; sc="1"; Threadld="1";
Content-Type: application/x-www-form-urlencoded

Content-Length: &7
izer loginsusernamesuser passvordspasswordisubnit=Signtin

J,

Response Yiewer

Ra Browser I Hex l

Log in to ZeroBank

Login | username (7]

m

Password sessenee

Keep me signed in

Request complete

" Z74 €— F(Browser Mode) | 477> 2> %1% 4R § 2 &. &t 56 (Interactive) ] E— N
iz VETH. HTTP Editorld H BICE R #IAE L& 7. SL 02— 045 T& 24 I
BR & BR va—7(Request Viewen) JICER /8 § 22 8E L EE A

(727 472> 7 > &8 ¥ § 3(Enable Active Content) | 7 v /K v/ A% 42T B &
TRTDTF74 71> N7 ClavaScripts UM DK A F Iv7a> 7oV EFEAT TEB LN L
N7,

I LA EDWebR—i2id il ]l $XELF vy M7 78RR 33 S anTuw &
T COEIR I HTML R 2 4> MOHEAD t 73 3> ®DContent-Typejis & \ vX( 1zl
HTTP-EQUIVIE 1 £ DMETARZ) M8 il L TIT b &9 LF £y b T+ 72 AL T
WA=V IZHTTP Editor Cfff il + X&LF £ o bR € T& &4 . BB 2HTTPAEHT
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5% HTTPT7 41X

(Advanced HTTP Parsing) 17 v—7"¢. B & &h 3 X F £ v k] =>a— F(Assumed
'charset’' Encoding) 1z R L 9.

52 AIE (Authentication) ] &7

FRRE A L 235 A 1. BRAE (Authentication) ] YA 6 XA 7 EEIR L &3 5RAE XV v’
RIER LIAR . 2L &A= FEAN T LET . ilaE AV v FEIR D EBNTT

. H B (Automatic)

« HTTP#: Z& (HTTP Basic)

« NTLM

FRRE Ay REIRR LIAE . [2—% 44 (User name) ] & PR 27— K(Password) Ji2 A\ 77 L &
T N1 3R%P] <fed. PSAT— RORERR (Confirm Password) ] 7 +—)L RIZ /8 2AT7— %
HANNTUERZHVET .

e % 2 (Proxy) ] &7
7'onF 4 —s3%4 LCHTTP Editoric 7 7€ 23 2121d IR DR & 2T H L &7

. HEES (7 o+ % %) (Direct Connection (proxy disabled)) -7 o % > +—/3 %fdi
LG Ed. COA7y av I L&,

. 7'mFIEk E OF &1 H (Auto detect proxy settings) - WPAD (Web Proxy
Autodiscovery Protocol) 1§ ] L T7 ey H B8R E 77V ER. DU, 2R & LT
77749 OWeb7' o ¥ ik € #17 WG ad. COA7Y v #IER L EF.

o YRATALADT XL E #F H 3 3(Use System proxy settings) -o—/)L v v 670
Fo— MER A R— T B, COATY o 5IER LS.

« Firefox7'o¥ &% & #fF F 3 3(Use Firefox proxy settings) - Firefox7> 67 0% & 4—/\
IR 2 > R— T 210 COATY 2 FEIR L ET.

AE 75007 ax VR EEHH L CH, 7TuF 4 —R"EH O E&—F2 v T 7t A
DMEEE SN 2D TIE HVEW A Firefox 757 DGR E D Daxs—2F H L
HUNCEE ShTwalh & 7ox i sh £t A,

o 7ux I EHIRNICER E 3 3(Explicitly configure proxy) -7 o ¥ >4 — &k i TA > &—
Ay MIT 72 AT B COAT Y av FIER L ER SR E R 2L F DL L
EQ B
a. [—s3(Server) ] 71— N7 a4 —OURLEIEIP7 L AEN JT L. %t T
( B— NPort)] 7+ Mi2)£— & 2 (808024 £) &N /1 L £,
b. Zo¥ 4 — %X H OTCP o774y 7DULH Dfz D71 b %, SOCKS4,
SOCKS5. ZfzldtE ¥ O iR L 27,
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EW

C. FRAE AW E 4354 &, BRAE (Authentication) ] YA oA 7 #EIR L £
o H Bl (Automatic)
AE HENRH 298 E T 28 AF v QU 318 < 0Ed . 1R LTw 3j)
DFBEE AV yREIRE T 88 AF v DR T7r—w  AE KB WA ELES.
#t 7 (Basic)
X4 =X NDigest)
Kerberos
4T x— MNegotiate)
NTLM

d. 7'oF s H—NTRAE AW E 285 &1 B %4 [2—¥4% (User name) ] & PRRA7—
F(Password) 1%\ /) L 7.

e. BEDIP7FLA(NE 7AMA MW T 72 AT Blcoic7ud o — & H 2
BER WG E &, Puxy /34327 341 NBypass Proxy For) | 7 +—v ~iZ
7NLAEIIGURLEN I L& . T2 b AV ~TX T D&T.

« HTTPSH DR & 7'u+ 3 %3 & T 3(Specify Alternative Proxy for HTTPS)

HTTPS#: i 2% UAN N 27 0x o4 — 05 &1, HTTPSHORE 7o 2B E ¥
%(Specify Alternative Proxy for HTTPS) ] 7 v/ v/ A1 IR L. R s/t ik #
ANJTL&ET,

IR I

EREFEROARZ— G R LFER—r A& LTE R SR &4, IROF 2. Ch
SO F D— B 27~ Ly ZOME # 2 H Bl 278 LEd. #3320 Mk &L T
'Regular Expression Library1 23® D & ¥

pa - L

\ WO FEER L el T2 ET . ME L FEInje—H LET, >—7 >
AN/ AT S F W — L ET .

A N1 FhiT o sEc—8 L Ed.

N IIALEVMH T 28 BE X TF AR LET. f2L21d . contentT (L
2 MU Dlcontent/en & & U/content/ca %k <3 NT %k 4b 3 21214\ /content/[*
(en|ca)l*/* & L 4. \S\D\WES [/ LT a0,

$ AT EFR3ATOREBIC—EHLET,

Y RIT T AL FEO0E L, EORIE &L &Y. /zo¥idTz) T zoos b L
9

o

[}

o

[¢]

[¢]

+ AT T AL F ORI L EORE &~ L&T. /zoHidTzool io—F L & 975,
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http://regexlib.com/Default.aspx

V=V AH AN
FHHE HTTPZ7 14X

XF S
Mzjwid—s LEta.

? HAT T2 F 00 £k 18 O B &—F L &9 . /a?ve?/iZMnever] Dl ve |
W—E LT,

MAT P %2R UEE D1 FIc—H L &d,

Ixyzl  CF vk FEINN O E 0150 7 12— 5 L £+ . /Jabc)/id Tplaing Ol aj
HLET.

\b AR—R EOHGEE FLic— 3 L £, lea*\b/id . [neverearly] Dler]ic— %
L&d.

\B ML LLAL O8E B e 3 L &7, lea*nB/id Tnever early ] OF1 Ol ear) &— 31 L
7.

d 1008 F 5 LET. [0-9]EF LT

D HF LA OIS F 5 LEd. [0-9]&F LTT.

\f WA= L FE—HLET,

\n BT XTFE—HLES

\r F )P VA= F B LET.

\s AR—RA, BTV AR 2 EOF H I L ET . [\Wn\ntwv] &F LT

\S  FAXFUSOLFC—HLET. [ W\t EF CTF.

\w TYR—RAAT %% /T B OB GE L FIC— 8 LET. [A-Za-z0-9_&F LT,
W BT AN O T e L&, ["A-Za-20-9_]EF LT,

IHBLHHETHHR FEEW
"IEH R W OPL R R

IFE F5 38 I O 9

38 OIF 3 2 TR SCwoxt 3 235 58 AMicro Focus DT>y =712 & VB 3¢ B L OV 3 an
TOET, EHERHEER 7258513 RO EEE T 4 C&&.
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Y=V AN
H5E:HTTP 7 44X

IEREE I 27

[HEADERS]
[COOKIES]
[STATUSLINE]
[STATUSCODE]
[STATUSDESCRIPTION]
[ALL]

[BODY]
[SETCOOKIES]
[METHOD]
[REQUESTLINE]
[VERSION]
[POSTDATA]
[URI]

R BE A T

« AND

OR
NOT

[]
()

1

(@) AT —ZAT WL AT—RAI—RT2001 3% & THE D, 23D(b) Av—Y KL DE ThIZ
lNogged out] &> f A1) A E M T 252 10 HH 3 2121 IRDIEH R T 20 L %
ER

[STATUSCODE]200 AND [BODY]logged\sout

BOR st 12 VY — A0 — B R ODURI(VEA L 7 NAFTE T 32 8%R LTE DL DG
% DETHIz ARl Login.aspl NDOZ & 23 & 20 2 M H 9 212 IR OIE Hl R B
#HMERHLET.

[STATUSCODE]302 AND [ALL]Login.asp

(@) A7 —ZXZAa— 42001, A Dllogged out] 7-i& T session expired] &u» J5E A1) 234
L ODEIMIZE FN T2, &12E (D) AT —KAT— 302 2D B D ETHIZ/AA
[/Login.aspl ~D%: i 435 £ TL B A DLFH hski th 32101 R OIE R £ %
i LET.
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Y=V H AN
FHHE HTTP7 4K

([STATUSCODE]200 AND [BODY]logged\sout OR [BODY]session\sexpired ) OR (
[STATUSCODE]302 AND [ALL]Login.asp)

[ 13890 &1 T B U145 90 OR 18 12 AX—A(ASCII 32) 58 9 2 B A b £+, 29
Lawe, IR >TIER R I O—# R 2 s £

o XA L 2 Nocation v&D & Ihizllogin.aspx] BSH N 2 VKA L 7 MG & &8 HL 4 212
G IXOIER R 2 L4,

[STATUSCODE]302 AND [HEADERS]Location:\slogin.aspx

o AT—ZXA{T DReason-Phraseifl i24F i€ O 7 ¥ (I Please Authenticate | 7 £) 735 &
NBGEERH T2 IROEHR KB Z2HH L £

[STATUSDESCRIPTION]Please\sAuthenticate

K5 R
"IE KB K—58
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%5 6% : Log Viewer (Fortify Weblnspect®D
# )

Fortify Weblnspect?& i 3 23S &4 07 4 2 9 %1214 Log Viewerzffi FH L &9 C
O RE I F 12 G ShfeA > o7 v Ml & 720 1Fortify # A X4 A — N L —712
FoTEH s &5,

07 77 IV ER N T BT

1. [—(Tools)]> Log Viewer]z/7Vy/L &9,

A¥ v EN BRIV TA—H AN D B L&IZLog Viewer 5] Wiclg & . 7’0l J4k
Z—HRZDAF x> Dl 5K R LEIELTLBREDER 2 LET. A7 97410 & &
ER

2. [R*v>%B {(OpenScan)%#/Vy7L &7,

3. [AF v %(] {OpenScan)]v 4> FUT, a7 2K IR T A5 v #I&R L. B <
(Open) 1% 27Uy s L 5. il OF —ZR—ADAF v 58 541k, F—ER—RAOLE
(Change Database) | # 7 Vv/L &7

4. [@7 217 (Log Type) 1 VA Mam” £ IR L &4 . fff FI 1] f% % &4 714 (Fortify
Weblnspect® [77 U7 —3 224 & (Application settings) 1 T) 2D AF v xf L CEE R
INfcalZ LN E TR £ 0% 7.

5. a7 NDTF AR T2k V= —D R ((Find)]227Vv7L 7.
- &2l -
B 4 (Edit) 1> B & (Find) 1224 L £7.
6. B7 7 NVERL TR V—N—D [Z7AFR— MExport) %7 Vv /L 7,
- E2ld -
[Z 71 )(File) > [/ Dx /A R— NExport Logs)]#i# R L £

7. KEE DAF v B Lcvwal 2R R 212k Yv—iv/i—D Weblnspectn/
(Weblnspect Logs) 1% 7 Vv 7.
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HFHIE: Ry —<F2—Y ¥

A Uy —&id | Fortify WeblnspectsWeb 77 )7 — av O # 721 WebiR R #1T7 S &
] 28 oY v BEVHBE I~V 22 MDAL Y 3T . & avbi—2 >y M, 7B
A A PAZVT T AV T DR TR IDOT A A by J—0FE 5 . BE R O —/ 3 55 1% 07
O—7 7% EVFEE DRAIRHNET . S 6D IV A—34 2 ML IR DT )V—T12 5 T £7.
s BT YUY

« MiAATY 2w

o« — WM BTTVr—y T AR

o —MLTEAMREER

o H— K/ —71DWeb7 7" )7r— =~

e« WebD7L—47—2/5 5

o« Webt—n

o Web+# 1 rODHR

o NARXLI—Y 2 b

o NARLF v

BEHE IO VER AN ATRTOIVA—2 Y ML EEHTH B V—T U IEN 9., %
W& 7 —7121d . WebH A bOIE TS 1 #F =23 A F] OEY 2a— (¥ =—Y = b &
LN BYDHT T V—T 38 g THET,

Fortify WeblnspectiZid\ I¥ LA EDQ 22— E AR (CH D& NG Stz FET N vr—o1tk
NIRRT =BT ENTHET . TRXTOR Y —IZIEE A T £ 9 RTOE & >
UYEI—Y Y MAE AN TR ET A, TR 6D IV ER—2 Y bDIBH IS 247 £ vk
s AV =L R A 0ET R Y ik B T O B SV AT ¢ OB T —Y 2
MEfld ==Y = MO IV—) [ 3 £ d R T2 ETH L T& &9, KU —%1E ik
TR A ORV—25E LTI LOR T CRALET.

Ea2—

Policy ManageriZid . ¥ bo— R B La— D2 O 2—RHNEJ, I sid [Ba—
(View) ] A= 2= 5y — L A—D 74 3% 7 )y LTH] 08 2 B TE T,
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Y=V HA RN

BIE: R)—vr— v

R o

ZOE2—ZlE 774V NCRTODHE FE LR T SN o F 2y /D YR MR IR S &
T FEvZ BTV VAN LT B /L —7 T8 B RE T BLUF B 7722 &2
FryrERRNT BIELTEELT (5 FH L. Web Application Security Consortium®4) 5 (2

WE o126 DIZ DET),

Sewen Pernicious Kingdoms j Attack Groups j

Severity

=

Threat Classes j

|_:_||:|0 Standard
B[]\ APL Abuse
B-[7]Igg Code Qualicy
D@ Encapsulation
B-[H]IEg) Enwironment
-9 Errars
-] (8 Input validation and Rep
E1-[H](E8 Security Features
-] Time and State

..... D@ Cuskom Agenks

..... [l Custom Checks

AVR—A Y M R ETE S B

ARG X v EIE AT

ERE[*] standard

[®]iE Audit Engines

; [E](F General Application Testi
[B](F General Text Searching
[H](E Third-Party Web Applicat
[B]IE7 wweb Framewarks/Langu:
[H](E Web Servers

[-[H](F Web Sie Discovery

LEd.

ERO*] stancrd |
|:| 4 Critical
|:| € High
m-[E]  Medium
&[] 63 Low

-] @) fo

N j\//—ﬁ—‘Z\

e
@-{[H] () Authentication
B-[E]Igg Autharization
B0 Client-side Attacks
-[H](E) Command Execution
®-[3](FF) Information Disclosure

B-[0] (8 Logical Attacks

MZBAIEAT I T2 F 2yl v

BB SN THAEW/— RO HBF v /R v/ RE. /—FN DA7Y =7 bOTIER | A7—

BRI LET o

IF Authorization
B8] Client-side Attacks

D.@ Command Exacution
o FyIlE. TNTCOATY 27 MBIEBIR SN T BIEERLET,

« REOWA L. —FHOATY 27 MEIR SN TWHWBIEER LET,
o« BODRYIAF ATV 27 M Eo-SEIR SN T W EE R L ET,

J—NERE T2 77ARR 5mE )y oL ET .

E-[+]If Autharization

----- (i Session Token

.....

Micro Focus Fortify Weblnspect (22.1.0)

H-[+] I CredentialfSession Prediction

[+l Insufficient Authorization

[+l Insufficient Session Expiration

&-[+]I[F Session Fixation

----- H 115 General Authentication Bypass {10854)
----- [] £ CORS Unsafe Methods Allawed {11278)
----- [w] €% Overly Permissive CORS Access Policy (11279)

----- [+] &% Prolonged Caching of CORS Preflight Response (11280}
----- () CoRs Functionality abuse {11282)

Discovery (11287)

----- f-j Insufficient Session ID Length (11288)
----- €9 Insufficient Session ID Entropy (11289)
----- 9 Predictable Session ID {11303)
Insecure Domain Access Policy for Session Cookies (11304)
----- 88 HTTP Verb Tampering - Metwork Authentication Bypass (11499}
----- 9 Cross-Site Websocket Hijacking {11587)
----- 8 T Mone Algorithn Attack (11595)
&-[0] [ Client-side Attacks

[]D@ Command Execution
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V=V AH AN
BIE: R)—vr— v

BE 2
COE2—Tlg., Kt
o M55 PEID

o a5 T4

« IV VEAT

o B A% TEE H IR

« CWEID

o«

DA b

o MEE

o &

o FEAT

. B8

o« ZIRIEWR

COMERE X NS B F v a R DT B0

T W F 2y R v RE D )7L T =y MR ICTEET . 205 .
S ERAF S B(ZDA V2 —DZE T 7K L 12T 2) b A LieA Yo —&H 4L

AEEIR L)@ I o

DNTHE I—D = MR R TEET,

Wik b& L S &9, 7o&2E PHP X2
TN EH TNy 2 EAF T A AV B 74—V RCITPHP 28 R T& &7,
Tﬁ%'; Stk & 4 3B — = [SPolicy ManageriZ YA hShL 126, ZDIT— 2> M

A LERY
WIRTE DR

FOWIHEH T22ENTEET,
ﬁ Policy Manager !E E
File Edit Wew Tools Help
+ 5 | | <2 standard Yiew |- Search Yiew
Criteria:
ISummary j Icontains j IF‘HF‘ Search |
¥ulnerabilities {1325)
| Mame | 1D | Type | Severity | Last Lpdated I;
|_ Phorum common, php Arbitrary File Source Disclosure 1360 3556 High 10/19/2017 8:136:53 PM |
F.. Sble PHP Source Cod hoozs  Jheh iy
Possible PHP Source Code Disclosure 1384 10023 High 10/19/2017 8:04:15 PM
|_ php\Weblog Administrative Access 1425 3856 High 10/19/2017 §:36:52 PM
[ Piranha Configuration Remate Execution 1590 3556 Critical 10/19/2017 8:36:31 PM
- PCCS-MySGL Database Administration Configuration Information Disclosure 1961 3556 High 10/19/2017 8:36:14 PM
[T Basilix Webmail Configuration Information Disclosure 1970 3856 High 10/19/2017 8:36:12 PM
[T Badelue Configuration Information Disclasure/D0OS Aktack 2214 3856 Mediurn 10/19/2017 §:35:53 PM
C cbeoo bk it i = Pt ik 1nf1niong ST

Attack Group:  General Text SearchingiSource Disclosure

Summary

Summary: Possible PHP Source Code Disclosure

Vulnerability 1D: 1384
CWE ID: 200
Kingdom: Envirenment

A serious vulnerability in the web application has been detected due fo the presence of publicly available PHP source code. Obfaining PHP

source code on a system allows an attacker to view the logic of the script and extract extremely wseful information such as code bugs or

logins and passwords. Recommendations include removing this script from the web server and moving it to a location not accessible from the _|;|
| »

<

Find %ulnerability in Standard Yiew

Ready

Micro Focus Fortify Weblnspect (22.1.0)
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Y=V HA RN
FTE . R)y—<v4r—Y v

IHHHTS R JEEn

"RV —" X—86

"RUL—ODFE R £ HRE" T

"B E DIT—Y v MO R " R—T 76
"HARLF I DIE " IR DR—Y

RV —DFE R & 7214 4 2B

Fortify WeblnspectiZid . 2 <Dz2—4# 2%} Jis T&2 & I FT S fe, FHAT S vr—ofh &
NIA V2= O N TOET . IR SOF N —EHA MK T § 5 Ld T&t
hoo 1220, IR BOWF N AET Y7 L— L TH & WE &R H L THARLHR ) —%ff
Ly ARRA R LI DR Y —%H LOA T CIRAF T 22LETEET AARLK )y —

c(j:\

YAl AR E S ICHRE BLIORF TELT .

RV —540 4 F13ME R T 2120

1.

Y—)L3—7T. Policy Manager1%27Vvy/L ¥4,
- &2l -
[Y—)(Tools) 1> Policy Manager | DJIF (Zi# R L £ 7.
Policy Managersfl & &4 . 7 74V MClE FEHE R —Ro— RSN 4.

PLAT WCAE R LR U —~(D & 0. #ARLR V)28 T 21ld. 71 u(File) 1> B
{Open) 1DJE R L. RV —ZIR L £

HAT N vr—o4h SR U —D1DEF AV —%E K § 212id . 7 71(File) 1>
BT 3R (New) JODJE (3 R (£ 7213 B 5 & Vs> —(New Policy)1 71 a>%2Vy ) L. #
LOR Y —DET T 2R U —%FIEIR L ET,

W N—A G T 5F 2y /R v A% YT (&12031ERR) T 5 & oT HIR Y

W=7 5N (£ EA NN L ET. ZTV—N DIT— =¥ bl B S & 1213 %)

W B ETI7N—TFREA L THE. 2 T2F v/ R v/ A%HmE L T,

BB 7 N—7D4 Fi #2484 212

a. WB V=754 70yl &d.

b. ¥ s—tavbA=a—hs, FBATEE (Rename) | %R L £ 7,

W8T N—T#IB N ¥ Bl

a. MIEOWBR I N—T54 2V 7.

b. T thvbA=a—hm56, B BB 7)1 —7(New Attack Group) ] i R L £ 7.
Bor #1750 % 7 )L —7(New Attack Group)] &t 1H H A58 38 sh TR SN &7,

c. ZOF LW n—7%4 27Vy/L. B ATZ E (Rename) ] #i# R L £ 4.

d /WV—"UCHB =Y 2> M RTy/ 7Y ey LTEIMLET.

HARLF 29l E R B8 TEET s A ICOOTIE " A ARLF =9 7D " 1K
DR—v &S L TS0,
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VIV A AN

BTE: R)—<F2—V v

8. [BE)E # (Auto Update) ] 7 v 7K v/ A% R S T 235 A « Fortify Weblnspect
X Micro Focus 7 —&N—Zm 6K 7> o— RSN 28 3 Sh -8 21— > Mo Lu
W I—xy M NCT 208 NICT 2h%E. TON B T—Y = MO M 4 R (2
HOOTHE LET. 2&21L MicrosoftDIIS (Internet Information Server) x} % &3
W 1—v 2> MR 1 LT [H B E 3 (Auto Update) ] %3 R 3~ 3 &, Fortify
Weblnspectld 3 A7 ALK 7> o— R BISE #H OW B 1— x> ME I L & A
W, RV —TH N A >THBT—y 2> M § 28 LW 81— x> MOH #
SN 1—2 x> NI B S &,

AE Av— N7 T — M &> TK7yo— a8 LOE 55 F2o2id . 2—F 0D
YERR LIz H AR AR YL —ICH 8 TIXIB N & £ A,

9. 71 )File)]> B & #4% 1 TLRFF (Save As) JDIE IZiE R L &9 . [7 7414 (File
name) | 7 L NIZARRX LR V2 —DZ T #N 11 L. BrFE(Save) 1227V L Tl Lw
Y —%Fortify Weblnspect®*.policy/Z 3\ TR L &9 7 74)L bR U2 —0D4 i (K
2 (Assault). 7'Z> Z7(Blank). 12 #& (Standard) % £) %1 ] L TH VS —%31F + 22 &
T&FEtho

CHHHTS R Ea

"HARLT—Y x> FOME " X— 77
"HEE DIT—Y v MO R " R—T 76
"HARXLF 7 DIE " R

AARLF =y 7 DVE A%

Fortify Weblnspectid 3 f£ 7213 £ § 3 ¥ 2 U7 4 L O 55 M 28 H & 27201 Web+
A MR 23 S N E T, TV —y [l A O 55 PE AR Bk AR
F oo B RGENDHVET,

Fortify WebInspect?35E 1T 3 2 B L T 27 ARLF =o 0B ER LI G & 48 T
PIREEDF xo7# M L g VIR 0. 208 LT 2o 231515 S &8 AL 72 &21E . Fortify
Weblnspectid i % - T(copy)l &2 4 7492 ADSF Wiz 9o 7 w7 7 4L 7 NERR 3 37 4
L7 b2, F 20 B FAT LET o AR B LIEARRLTF =9 2H T LR R CH 7 497 A

[ (copy)) Dff Wie/ X o7 w7 T 4L 7 bR T 3F v/ Th 28 A & & 5114850
(327 v77 41 2 1 (copy))(Backup Directory ((copy)))J &4 2% Ff OF zv 28 312 L
% &, Fortify Weblnspectid (207 4L 2 b T TR LTHWBDT)COAARLF 290 %
EELEEA

AARLF 2y AR BT BICIE:

1. Policy Manager#ff & &9 .

2. PLETWCAE R Lz R s —28m % 43121k [Z71)(File)]> BE {Open) ]JDJIE 123 R
L. RUs—%IBR L &7,

3. FHAT Svr—vh s feR )y —#L i LRy —#ER T 25 6 k. Do
(File) 1> Br % (New) JODJE (23 4R (£ 721 B #L K V> —(New Policy) 1 71 a> %27 Yy
Al H LUKV —DEF T RV —%R IR L 7.
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VIV A AN

BTE: R)y—<42—V v

4. [E¥E va—(Standard view) ] 23E R S THTL £l ORA T ODF FE R B VA
PSS TBIEEHER L ET,

5. [HARALF zy7(Custom Checks) |54 27Uy L. ¥ 3= v bA=a—n0s B AKX
LF zy2(New Custom Check) ] 1R L £7 .

AARLF 297 74— RIPR R~ SN E9
Wizard |

Attack Type =
Select & type of attack to create. Q

—Description
Simple Attacks are attacks that are sent
File Extension Addition once for every server scanned.

Directony Enumeration

File Extension Replacement
Keyword Search
Parameter Injection

Simple Attack

o T T T e B

")

Site Seanch

< Back MNeod = Cancel |

6. LLT DU, XA T7DS1DEER LIS & XA 7 OFFEM ] &l &, bl TR L
9.
« 7 4L 7 1Y%l 2 (Directory enumeration)
CDF zy/TlE IR E LB HT DT AL 7 MBI ER S 9.
o W ¥ 247" 7 41 7 bVFI| 2% (Directory Enumeration)
o I % : /directory_name/ (directory_nameld & ¢ 27 4L 7 MDA i)

o 7 =#x [STATUSCODE]3\d\d OR [STATUSCODEJ2\d\d OR
[STATUSCODE]40[13]

o 771 VL 5R F OB I (File extension addition)
CDRATDF 2y TlE IR E LT AL TR T 25 D7 A WA R Sh &7 .

Fortify WeblInspectid Web{R & 1 (2] 60D 4 i &ff] 50085 58 T D7 714 W1z &4
I&' global.asa) #1& i 92 &. 24 LA U4 BT C M LIcPR R F ea— 038 L
Fe¥R gk 1 M Bl 7 A VOHTTPEL R #1615 L &9, 7o &Z1d. =2— H.backup &
W I7 7L R T #18 E L T 335 & | Fortify Weblnspectidglobal.asa &4 57 71
WERH 4 3 &, %5 L Tglobal.asa.backup £V ST A L ERR R L £T.

M H . —Ndglobalasa 7 7 IWDE R 20 &5 L £ 945, 7’07 I3y —3 F i

N2 T 7774V ER L THOT FO7 74 )T OYILER T B vwTcuna e
(global.asa.backup’t &). 2D 7 71 (I iZikglobal.asa” 71 W D5E 4= 7o V— AW
T ENTOB)EF— AR LTLEI REME D VLT
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VIV A AN

57

Micro

RUr—<4r—Y v

K€ DIB N SNTALIR T 2FF D7 7 ANV B R T B3HAXLF =0 #E 1l 3 3121
HAARLF 29774 —RTCLL R 2N T LT,

o WM 2A7 774 VLR T Di fin (File Extension Addition)

o W ext(extiEM R T B77MNVD 77/ MLER T) FEEIC Ny M2k EVA R()
DL E TH

o ¥7 =F % [STATUSCODE]200 AND ( [HEADERS]Content-Type:\stext/plain
OR [HEADERS]Content-Type:\sapplication/octet-stream )

7 74 VL 5R F OB ¥ (File extension replacement)

CDBATDF 2y 7Tl I8 E L7 7OLER T 25 D7 7AW R Sh &4

Jz £21& . Fortify WeblnspectiZid « 4L 9k T .old 2 W ie 7 7 )V &4 R 3 285 HE D
F M ¥ T 9. Weblnspectid Webi® & i ik ! 4 2(F & D& i 8 £
£ 2 DL R F D7 714 (12 &2 startup.asp)ic DT, 24 &4 1T 23[F U T 3R
T old2MF W T B 7 71 (12 £21E | startup.old) DHTTPE 3R #1615 L £

KB OILIR T 255 D7 A NVER R T 2AARLTF =0 BE L+ 2121E . AARA
F 7 —FTCUL R 2N LET.

o WB 217" 774 VLR T OHE # (File Extension Replacement)

o W ext(Text]dME T E77ANVD 77/ WALIR T) L THIC Py bEFIg YA K
(VEfT T FE A

o ¥7 =F % [STATUSCODE]200 AND ( [HEADERS]Content-Type:\stext/plain
OR [HEADERS]Content-Type:\sapplication/octet-stream )

F—7— P& & (Keyword search)

CDEATDF 2y Tl 16 € OB FE 121335 A1) (1IE H £ ©E 2 Sh 2) 8 HTTP

5B WIAFTE T 20 E I EH E LET .

R OB & HTTPIL & C i SRR SR N O OF 7 2 R LI (Md={E &

DELF)o

o W 247 £—7— M & (Keyword Search)

o BUEE:N/A

o ¥7 =7 x:[BODY\d\d\d-\d\d-\d\d\d\d

NF (=&AL > 27 a>/(Parameter injection)

CDRATOWE Cla . 5 Bl B L7 5 (CH & 2 en 9.

i :

http://www.samplesite.com/webapp.asp?ValidParameter=ValidArgument

IR DENAEH SN 7,

http://www.samplesite.com/webapp.asp?ValidParameter=AttackArgument

RIGA=BA VY 273 AE IR D E I OO H VLS.

o Iv> N¥E 4T (Command Execution)
vy FRAT DOF 2y /T KR CF 02 6% 2L FHI B AXNL—T 42T 2 AT A
LNV DIavy N A B b o &9. ZniE(Web 77 V7r—y av N )] #F v
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VIV A AN

BTE: R)—<F2—V v

LT IE CER WG & 1) Web 77 Vr— a2 E DXL 75 2l L Ta~>
FEFAT S & IET Bk A T

X Of] Tld . support_page.cgi & 37’07 SAZEELH N 1 2R A § 32 &
T NRIA—RA Y 200 2 ERE LET. IEH R &8 3 27 —X0HTTP
GBI FNTOBAIG S 77U —y 24 vy FEAT O LTSS svwaze
W NEd,

o WB KT X5 A=K1Y 273 3(Parameter Injection)

« W% /support_page.cgi?file_name=|id|

« 7 =% x:[BODY]uid= AND [BODY]gid=

o SQLAvY oy 3

SQLA > Y oy av g, 77 Vr—y 242SQL a— F&E TH:1E TF. 2h 501
B2 37 51 1S SQLIFE SC OWT i THE R S TH 0. Web 77 )7 — s> ASQLAT—
b A NAE R T BB W T R E DT AR E LA W T IO FA A
2E. ZDOSQLIE 3L DWi i 7 —Z&R—RH—/NTHEAT SN £7.

o W RA4T" NF A=K1Y 273 3(Parameter Injection)

o« WE:(1DD7RA MO 74)

e V7 =7+ [STATUSCODE]5\d\d

o JaRAHA bR V7T 4> (Cross-Site Scripting)

CORE L &4 F IvE B S 1zWebX—2 12, IE L REE S B f) 48

FBR SN TOGECRELET, COGE  MBE EE R SN 20—V C
W E Db dJavaScriptzl Hil & BE OHBZON—Y 2B LIAE R D2—
WOV Y TCAINT MEERAT T RIENTEET . 2—FNTF A MAve—Y 23 i
T&ZYA ME COL OB x LTHESS 2T M b &7,

K O Tl . Fusion News 77 U7 —3 s> TD IR AHA NAZUT 7427 &R 2 L
EQC N

o WH AT N A—R1 ¥ =7 a>(Parameter Injection)
o W% : ffullnews.php?id=<script>alert(document.cookie)</script>

e ¥ 7 =7 v:[ALL]Powered\sby\sFusion\sNews And [ALL]<script>alert\
(document\.cookie\)</script>

o T ALY N RIAN—H)L
7 AL Z MY RIA—H LT A IE ZURLY F 4 #1515 LT, Weby—"Da>7
YYD A T 72 AL & BEE &I A A=V 28T LT
Y= EDSEFSEHTAIMET 72 ALEIELET. F2 28 LR F E2oD Y
ARERT vy 203 F(.N)ELZ—7 vy JURLIZB N L. FS/3—RF 27 4L 27 MO
W3S B SH B8 L 5T www.server.com/../../..]..[password % £D 3
AT LIRAT—=RZ7AWER DU TEN T 72 AT B REE b & T,

K OB Tld .« bootini 7 74 VAR R Sh &4 .
o W 247 N\ A=K1Y =7 a>(Parameter Injection)
o W¥:/ ) ).0.0.1.].1.1.]1.]. /boot.ini
o > 7 =7 vx:[ALL\[boot\sloader\]
o FH N\ J7(Abnormal Input)
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VIV A AN

BT

RUr—<4r—Y v

BENTOBE L FH L. T LGN S5 L sh T wWeb 77 )75 —
Y CRWEGI AN Bl SLAFE AR a—F 427 SN THA WIS ) 55| &
CTR[REME D2 F CHERL &N F9. 2 D& RAUH G4 R4t 42
& T7Vr— a2 OW I AA=K LB T 2B TR 2B R 3 25— Avke—Y
MY —/ N E ORI SN &T . V—RAI—FER SN B5 5 08H 0T,

R OB Tld RN y7 7A—"—7a—%5| &G CF i, 1@ fE IR O A A%
g s ¥4,

o WH 247 NI A—%1 Y =7 a>(Parameter Injection)

o U AAAAAAAAAAAA. .AAAAAAAA (SC 7 TA1D1000[H] D& iz L)

e V7 =F+ [STATUSCODE]5\d\d

B & 75 %2 (Simple attack)

CDEAT DB B, =" FAF v>§ 01k s &7

KO Tl £—4 v MOURL & 7213 IP 7 FL ALK L7 51 &38 I+ 22 &2 & 0,
UNIX/ S 27— R 7 71 VOB S %3k & £§ .

o W ¥ 247" B4l % (Simple Attack)

o W% Jetc/passwd

o 7 =F x:[ALL]Jroot: AND [ALL]:0:0

#4 M& & (Site search)

CDRATDIE £, Web— M2 & SN 22enh 277/ V56 3+ 28 11 1T
b &d. L2185 IDFES2790F 29/ Tk loghtmeéWB I 77/ L EM R L £

K OF Tl&. 2—7 v MDURL Z/2IZIP 7 L AWK B 4] #1B 0§ 22 &2 £ 0,
xanaduhtml & 57 74 VAR R L &7,

o W ¥ XA A MK % (Site Search)

o I ¥ : xanadu.html

o 2% =% % [STATUSCODE]J2\d\d OR [STATUSCODEJ40[1]

confidential ixt&y % 7l D7 7/ WA R T 2HARLF 7 #E R § 2I21E . AAK
LF 7 —RFRTCL N 2N I LET,
o W XA A MK % (Site Search)
o I ¥ : confidential.txt

o ¥7 =7 x [STATUSCODE]2\d\d AND ([HEADERS]Content-Type:\stext/plain
OR [HEADERS]Content-Type:\sapplication/octet-stream)

7. BR~(Next)152YysL 4.
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V=V AH AN
BIE: R)—vr— v

8. M E(Attack) ] 71— Mo, B M H 37 —%2 N 1 LET,
Wizard |

Signature =
Input the attack data to send. Q

—attack - Ex. fogi-binfissue. plzparam=/etc/passwd

I,l'persu:unnel,l'

—Signature
Search Far: |2IIIIII in |Response j I j
Response
Response Body Inzett |
Status Line
Headers

Skatus Descripkion
Cookies

< Back I Mexk = I Zancel |

R DT AL 7 MBI ZE DF DF 2y Tld . Z2—%7 v MOURL &7215IP 7 L A 3 3
% (lpersonnel/) ZiE il 4 322 &T. Mpersonnel | £V 57 4L 7 MUERR R L&T .

9. 2L/ =FrERETIWERNDHVES. v/ =F rld B 2 3 E KB (RE A
K—> &Rl iR T BER R 4 7% A N 1) T4 . Fortify Weblnspectid HTTPS 25 %1%
FE L./ =2F ATl SN 7R A MR DU 28, 20X vy Mg 55 757 3% 2
L¥d. BB (Searchfor)] 7L NPy 87> YR MM LCIE £ R %
B T 3CENTELT V4V VORI HBTF A MR v/ ACIE R BT 2H B
NI BEETEET .

& & xF % (Search for) ] 71— N&{E ] 4 21214
a. MR T27FAMANIILET.

% & %} % (Search for) ] 74— )L MIZId 7 A MDA EN F1 L &d . EMREFIEA
71 L WTE &0,

Zof (Tpersonnel] £ 57 4L 7 MVEIE R 3 2)DE & . 7 4L 7 NIDBMEAE § 25
B — NN AT—RAT—R200%1R TDT. BRE XK (Search for) | 71— FiZ
[2001 &N B L&d. 2P LEB . 200% 4 £7213300% & DAT—KAI—R
R, AT—RAI— 401 £/213403 %% NN 25K 4 HBTL £
. Ry RYVREN E 7Yy L TR R T AHTTPIR E Ot 7y s #48 € L £7.

C. (A7y DNVEM MR EZER TG E . 2K B Oy Ry 22y oL T 7—
Vi 57 (AND. OR. 7213 NOT) %I L 7,

d. EEA(Insert) [227VyrL &7,

e. (A7 NEHE MR 2T IG5 6 & BB S CTATvanad 28 DR L &7,
THOTFRA MR v AR IR SN BIEH K I &5 £/ d B 52288 T&4
KR
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Y=V HA RN
FI1E: R —<1r—Y ¥y

10. BR~(Next)1%2Uv7L £,
Wizard |

Report information
Fill out the report information and set the vulnerability severity,

Surnmarty |Im|:||i|:ati|:-n Execution I Fix | Reference Info

Check Type: |vulnerability j Severity: Ian j

« Back. I Fimish I Zancel |

1. [LA— O # (Report Information) ] S 3 )L TK 7% 72Uy oL, st ] EL TR IR T2
THEAMEANTILET

12. MR DRAL7(Check Type) ] VA bhali H iR L £,

13. [E KB (Severity) ] VA b sH K LAULEIEIR L&,

14. BB 7T (Finish)1%27Vy27L 7.

15. 7 74 14 TNew Custom Check] #. F =y 7D H W] 23 224 Hi (25T L &4

Seven Pernicious Kingdoms j

E||E|g Standard

GI-[5][FF API Abuse

Code Quality

|E| Encapsulation

|E| Ervvironment

E-[5] I Errars

|E| Input validation and Representation

-5 Fecurity Features

&-[#]Ig8 Time and State

----- 1P Custam Agents

B[ I Custom Checks
L] ey Custam Check

16. HARLF 2yl J Ik 5TV B(F 2y r— 00 WTWB) MR LT .
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V=W AA R

FTE . R)y—<v4r—Y v

Seven Pernicious Kingdoms j

=-[E]{g) Standard
E-[5]IE8 API Abuse
B[] Code Quality
&-[5]If8 Encapsulation
E-[5]I Environment
G&-[5] g Errars
&[5 Input Yalidation and Representation
E-[5]IES Security Features
&-[¥]Ig8 Time and State
..... [ 148 Custom Agents

B-[v] g Custam Checks

17. Foy7 R YR Mps BB 7 v—7(Attack Groups) ] #1Z R L. mz7Vy2L T B #&

> ¥ (Audit Engines) | 74X &#fE B L &7,

Atkack Groups

[

Audit Options

Adaptive Agents

arbitrary Remote File Incude
Comment Checks

Zookie Injeckion

Cross Site Scripking
Directory Enurmeration
Directory Extension Addition
File Extension

Filz Prefix

File Suffix

Fixed Checks
Flashstaticanalysis

Fortify Agent Probe Engine
Header Injection

keyword Search

knoven Yulmerabilities

Local File Inclusion
Persistent Cross-Site Scripting
Postdata Injection

Postdata Seguence

Query Injectian

Query Sequence

Reclassify

Request Modification

Site Search

S0AF Assessment

SQL Injection
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VIV A AN

St e o . N ~
RTE: Ry —4A—Y v

18. MOEX MW L MER LIeF 22D A7t LCHEY) RBEE oY oG 3he ik -
WB(F 2y /v—00MF WT W B)CeaERR L7,

W' OR(T.. ERHT2BEIOV.
7 4L 7 V%] 2% (Directory Enumeration) 7 4L 7 b V%I 2% (Directory
Enumeration)

7 74 VAL 5% T OIE Ji (File Extension
Addition)

7 710 WL 5k § D E 2 (File Extension
Replacement)

F—7— & & (Keyword Search)

NG A=A > =73 3v(Parameter
Injection)

B 4l T %8 (Simple Attack)
4 M & (Site Search)

7 74 WL 5k ¥ (File Extension)

7 71 )WL 5k ¥ (File Extension)

F—7— M & (Keyword Search)

Post7 —X&A > =73 a>/(Post Data
Injection)

5E 7 zv7(Fixed Checks)
#4 M& & (Site Search)

19. [ 71)(File)]> E*7F (Save) DI (R L £ 7.
20. FrLLRYL—DLH 2N 1 LT, BEFE(Save) 152Vl £

Fortify Weblnspect?s ¢ R CDARARLF =y 7T XTCOA Y —IZIB N L &7 . 2720 A 5
Ik LES A DRV —THRRLF 2 2&H 2T B2k TR Vo —0O il & 7214 4 45
"A—U66 EZ IR LT S0,

ARRLF %83 2§ Biid:

1. AARLF o/ 5IEIR L £,
2. ZnCHEfT e F 2o R v REA I T,
ARARLF 2y %l B ¥ Bi2id:

ERE RV —DBHARLF 2058l R T 28 ZOF 2o I/NTRTOR Y —E,ES AT A
AR AH] R S &9,

1. ARRLF 290545 2V L &7 .
2. v bhybhA=2—55 [Hl Kk (Delete) | ZiE R L £7.
ARARLF 2ol &8 E 3 3iid:

1. RUs—%5B x4,
2. WARLF ol %iBIR L7,
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V=LA A K
BIE: R)—vr— v

3. Policy Manager®#5 XA > T\ AARLF 2907 a "\ F 453 H LT,
B Policy Manager M=

File  Edit Wiew Tools  Help

3 5[] e |

Seven Pernicious Kingdoms j Attack Type: IDirectu:ur',-' Enurmer ation ﬂ
EIDO Standard Check Type: I'v'ulnerability j
BI-[5] [ AP Abuse ) -
: 2 b
@ Code Quality Severity: ILDW
E-[E](E Encapsulation Attack: I,l'persnnnel,l'
B-[5] ) Enviranment Signature:  [[STATUSCODE]3\d\d OR[STATUSCODEIR\di OR [3 edc__|

E-[5] 15 Errars
D@ Input Validation and Represe
E-[E]IER Security Features & Folder named "Personnel” was Found on the webserver,
B[] Time and State

[ | Custom Agents

B-[+](FR Custam Checks

NS Fersonnel File Check

Surnnary |Im|:n|iu:atiu:|n I Execution I Fiz I Reference Info I

1 | B

Ready

4. [i77(Save)l 74 av&2UysL &7,
IH5HTB R SEEL

"IE AR B X—08
"IE R B OPRER " XN—99

BB DT—Y 2> NN 2R

K2 Ofe 9 M F v 2( % T—2 = N &M &R § 2121« Policy Manager® [ &
(Search)Jba—%fi I L 9. 20 . il ¥ DT— 2> M F D200 4 T 20 %R IR T&
EQ B

W 1—y 2 MR T 3121

1. Y= \—T. Policy Manager1%7Vy/L & .
- EolE -
[—(Tools) 1> Policy Manager ] DJiE (Z1& R L £ .
2. RUT—HIBIR LW & k. [#U>—2F] {Open Policy)l7 1> F7hpeR )y —
FEIR L. OKI%E27V970 27
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VIV A AN

St e o . N ~
RTE: Ry —4A—Y v

3. ER=(View)]> B & (Search) JOJE (i 4R L 7.
TRCOWE 2—y > MO I (2 BEEE . Bk AT R BER 2L L A—1
ATV RIAVE g T & T MR AL 2 1] 5 2L IR LILA— b 74—V FTHR
LT ¥ AMES GBI T—y 2> MR TEETS

4. BE¥E(Criteria) ] VA Mo, B T 2L A— b7V FEIRIL £

5. FayZ Xy YA Mpoi H 1 218 L 37 ( BE Lu(is)]. [& UK &u(is greater
than)]. [& /N Sux(is greaterthan)]. [& ©(contains)]).

6. TXAM VIR MMETBTFA NI TFEENSILET,
7. BEZ&(Search)]5%2VUysL &7,

8. Policy Manager® [ xzyZ(Checks) ] TV71Z. MR % &— 29 X TCOW B =—
IV MR YARNSNE T, TIT A7 T— x> MO R OFE [2iE . Fzy/~—200F T
WET. Fros R s A A ANCT BEET, T— 23 MET 77 A7 (E 1 7
ITAINC T BENTEET

R 7 (Save) 127Uy L C A LR Yy —2R 7 L &7

©

AAR L T— x> hOfE

Fortify WebInspect® i 25 i sk #4 RE (&« AR N OV 7 b =75 7 & B FE L. AAKRL
I—y x> bl CSecureBaselc/ A L ET. cbld. RUT—TH NI L TAF v DEAT
AE ] 4220 T&£9 . Policy MangerC A AR L T—Y > MK BT BI1:

1. KOOTFNDERIT LET.
o NARLI—=Y z¥  F 2yID& &8 O LRIy —2ER 3 212k, v
(File) 1> Br#i (New) 1> B= DR Y —(Blank Policy) IO/ (Zi# R LT, A7 w7212
HEAET,

o NARLT—Y z¥ N Fxzyl%, BifF DRV —H O OF zvr— 45 1A 27 285
Gld. ATy A 7,
2. FouwZ X YR s, I20FE 2R 12EIRL&T.
3. [HARLKLT—Y x> NCustom Agents) |7 v —7 %[ &£
4. VA MPIBAARLTI—Y z¥ MERIN L FT,
5. [Z71(File)]> R 7 (Save) IDJE (CIEIR L £
AF XV EEAIT T REX. BN LEARRLI—Y 2> MM xy 255 RV —%RIN L £
¥

[}

2% [ 56 7 259 9R B A 57 20 B L7853 4 14 . Policy Manager &7 U T &7 i B 1
T ME] SN AARLT—Y 22 VBB T 20 ERNHDFET,
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VIV A AN

BTE RV —42—Y v

F ik

Web 77 V7 — 2021d« WebH A bAE il 3 23— R1IZ20Tid % < WebH A he— K I2A
Bl LT DEDIECT 210 B 27— 7 0 F vavR—2 v b E N £9. Web7 7Y
r—y 2Dt F VT 4% 5 T B L&t FICA B S Tw B 4 120 Tl % < Web
A MR OSE 128 210 T 293 RXTCODavE—3 Y MEE LA TNE L VEE A

Fortify Weblnspectid Web 77" V7 — a> 43 #t L T E I & £ F 207 1. DR B 47 &
LA SN TO A WZ—YRNZN 5B TE23L % BHT . ¥ 2U7 (DR 8 %ff 1k
T 20T LB O H A4 L. WebD & 30254k LEs 1 284 F Iv o R b
Tl H BT DOF 297 0V — I &F ] ¢ 224 %] I 3 T4, COM 25 i L.
Micro Focus DX at #—24ld V7 by =70 ] s 272008 1K) LI2BE 50 DN v > 7
FEECSE LI AAADF L o OR—ZANH B EH SN 2L 5K 5T LEL. EH O
BV INI2TE TAMNT R OT77 05—y 2k LTEN 6O yF V7 PV #2321 — b
LEd. FL vyoR—RIE. Micro FocusDt * 2 V7 (DE YR Tl 5 4 S EH59—F
NR—=FADKF Dt F 207 G 2T F VA s UNE SN T ET,

LW F 5 235 1 & 3 &, Micro Focusid SecureBase™|Jifi 55 1t 7 — & X—2 % ZD
HD3be7y771L—RLET. L FNid.Web77 V75— 22Dt ¥ 297 4. O 55 14 25F
fili & % £ 1ZFortify Weblnspect3Mifi il 4 2% % F 7k T4

I\ A— A

NG A= AE Tld . URLAS S A—REN S A LT, 22— 258 5 % o8 F T &% W 3R £
BLET, NIA—KENE Tl RNIA—RL BEF1E B B AZSE BN, o H B L
FEoEAM I, EAGN ST CEET A e T N IA—KEMEB B L. WebL— D FE D
ZAWVD IR . T—ZR—ZA6DF R O H . BIUERE DARL—T A>T L AT LLN)L
a2 ROFEAT 8. WOHDH [ DIEERK O C&Fd. COFVEEFLL T et L
THHH sh £7.

o JIUXFEH . Web77' V75— 5d. 7547 Meh— )67 — K5 ¢l B 2 )7k &
LTI FH &E ]+ 285 6 HnE WCT. 2TUFH L N AR—)2 717 — K
CHLEEI L. Vo 28N 2_R—Y IR SN ISR WS 2505 CF. WRFH &2
T FH ZHAE LT B G T —ZR—AnsE R 215 A2 0. Web 77 )7 — 32D
T—% 7 0F xOif 4l #N T Liz0, WebH— F Cawy F&5E4T L2 0T 28] GE T 235
n&9 . Fortify Weblnspectid & 7 217 B2 . & & % 72 U F 5 #F #5235 L TH—A
TODavy ROFEAT ORI 2R L. 22U F 8 #AE ok 3+ 2Web 77 )75 — 3> @
Megg i 28 e LEd.

e Post7—&., /T USL R OEAE L 75V DT L ANRN—IZTFF A NN T 5450
BICTERD, £ {DWeb 77 V75— 3> Tld. GET Tl 2 & 74— L EPOST XV v %
HAGOEER T2280E5T R=VH] TOT—RDZ FE LET >TH&Ed, il
W 7S CIEPOST T —&0 K IR SNk Wied, —# D71l S<id . 7—XD% 8§ 14
HE 7oA ] RE 28 WIA A TOL E TN, E IR ILI T . Fortify Weblnspectid /%
A= ANE OPOST AV v N&EF| H L2 B ioxt ¢ 277075 —y 2> Offi 55 1% 254 %€ L %
R
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VIV A AN

BTE: R)y—<42—V v

o A9, HTTPE SR &5 2% Tld s HTTP Ave— (B 4 215 1 O8] &JF Lo~ &3
SN 1. % {DWeb77 V75— avid b574v70%: 5115 R 2L 3 272012 referrer ]
sluser-agent] % EDN yRE T —ZR—AZ B 750§ L T BRI Eh0b 53 HTTPA v&
ENJTTVTTHDZER % LT Wi FE# &9, Fortify Weblnspectid i 25 OF% (2
NRTEIR 5% L TCIES F N\ IA—KE 2% FE ezl A £7.

o Iy¥—. Z ADWeb77 V75— & 7vF—%iH LT 2—FIDX XA LAR 7% ED
BIREIIAT Y MDY NIRRT LET BRE DD D21k, T 6DMHE 248 F L1 0,
I —#l FAX=2 T | LINT 28T A D2—F DT A7 MR T 272 AT 21]
R D VL. o WBH B2 D/ vF—%15 & IDELRAT—FON 1] % EDRR
AE #NANRALT, 2= D7 AV NCEFE 772 AT 3280 H D ET . Fortify
Weblnspectid ZAF x> i ST RXTD 7 vF—% VAR B ER CZ 60D/ 5
A—RDEE T 2l A £ 7.

INTGA=BEEAE L IR D7y 2Tl 3248 9%, WOLDH7 A7 I N5 o £7,
NIIA=BA VY 27 av

NIA=BA vy 27y BB ClE L I HUE A E LTI CE &SR 2o 7,

-

[ http://www .site.com/webapp.asp?ValidParameter=ValidArgument] %

[ hitp://www .site.com/webapp.asp?ValidParameter=AttackString | (2% 5 L &9
URLICBIIE § 235 4—REHAE L& HET B2IHLIA &k B H IR DL OB B I DO%
MmNET,

av> FEAT

IV NEATB B OL FH I FFR LT EARL—T 4> T Y AT AL v vy RO A&
bE TH N Sh &4, Web 77 Vr— av 235 Bl (R R S0 2T 350 2O #4554
NL—=FTAY I VAT LAwy RO O L 728 SO FH OARNL—T 42T Y AT
LNV avy RIRFEAT S EF,

Bl - id;.

Fortify WeblnspectidID 2v> K& EDE DLW Ivy FEERE LT B FH CL->Tavr P
DIEN SN THAIAT SN B REME AR L ET.

SQLA >y 2oy av

SQLA >y zoy av bt BHE A PR LT 0WSQLI— 277 V7 —y /1 T8I E
TY. I AOB B F 5 1& SQLE SC OWr | » 6 i s TH 0. Web 77 V75— 38
SQLAT— b A MAE B 3 BB W JT IR 8 DT T 3 2 2 ek SO T F #AE A
T 2&. ZOSQLKE XL OWr B 137 —ZRN—RHG—/NTHRAT Sh £7.

%1 :'+(SELECT TOP 1 name FROM sysobjects WHERE 1=1)+'

SQALXL FH| #P L Ca— MBI DL AT LETTVr—2 2> DT v A #5 2 268%h
BB, THRAMaZ4() e EOEE M D Z0] GetE D BN J7 1t 3 208 7 3t 5K #5 7 &
W LThaLE BB ETEIL08HVET.,
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VIV A AN

FTE . R)y—<v4r—Y v

JaAYA MRIVT T 4> T

CORREIX . KA F Iv2E W S -Web_X—2 2. IE LGREE SN WA I AR R SN T
WG HEWERELET. COGE . HBHEEERINLZOR—DUIERE DL
JavaScript#l ®IA & BE DHBZZDOR—V 4] B LIAEE D2—H D2y > CAZ U7 b
EEAT T BHIENTEEFT 2= DB TFA ML=V 5 C& 294 M. CO &I %
Wt LCHESS 2 BetE b 09, COMEFITE . LL R T4 <R ah &9
ANJTSNFIHE F—7— N5 DR TR Y v

o I HEZ UL TN &8t VR §T5— Avbk—Y

i 78 T2—H IR SNBN ) 74— A

2—FBME D Ave—Y 2 fE TE&2Web Ay—Y K — R,

WEEL N IR A NAZVT T AV TR I T 26 B3 3R M HE Sz 0, 7o —2\
VE #7213 G5Bl &= 0, B 3h e 22— DL D L & 2 o 20] E1 23D 22 3R 2ME il &
0. BEOHZI— N2 DI ATLATEIT SN DT 2B8ZNBHVET,

BEENA

BN B OL I T L AN T @B s 2 WWeb 7707 — 22 8 T
KALFE G AN T 0l SLPB CEL WIS 25| S C 0] GEE 23D 230 F THE ik Sh
9. 2 045 KT E A 2HE & 28 77V —2 3 DN AH=K LB § 2% %%
TEREH R T AT A=Y RAR RSN ET. V—AI— N R SN 25 5 08HVET,

%1 : %00

INT A= RF—/"\—T7 10—

INGA—ZF—N—70— B, Tlx . N FTA—REE 7 9F—NoXDG| F £7218 /85 A—R4 D
T TWeb 77 V7 — av il K& DT — &0k g S 4. Web 77 Vr—y s T8 La
WRKE OF— X5 I C&23L7 07 L3N TOHWAEWE S . [T E DAL —
FAVT VAT ALV a— R FEAT SNz, —ERIE FIARE 35| &2 Zan 294 20] fE
HRHnET,

N7 yDF—/3\—T7n—

Ny 7 7DA—N—7a0— & AT B DAL —FT 427 VAT L aAvy REFEAT T 2120124
F s 3] e 23d W & 3. Fortify Weblnspectid /¥ v7 7D A—/N\—7o0—F B (2 x} L CHf
g9 MEINEH E L. N u7 7OA—\—70—0fi 55 1 18 1E 3 270 OFF Al 1 i 242 1t L
9.

i :
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VIV A A K
G e

47> Web 77 V77— 3> ¢Dfa] TXMLT —X%i% {5 LEFd. SOAP 7Y A A2 MNClE. 7
DRIV AR— M AAZRLCHNE T 2F 2974 O §5 1 A s F o8& £1,

e SQLA>Y 27v a3 SQLA VY 273 3 Eld Nyh—DA Y Z—F2w NS EA LT
SQLAT— AV MR L. 720 B 1B I0 . 22 . —L 2 & 04 il 32
AE DA RA, EfE VE— Iy RDFEAT 247 OB TF. SQLA >y =y vz vy v
& IR OB EE 28 H L Ed
e Web74— LN DEEZDHZLFH 5 E 2—FNJTEN LIcA>Y =27y 3>

o W FH E5 ALPE T SN2 79F—T4—IV R E, 29F—5 N LIzA >y /v 3
>

o HEVE SN TIE LW 2B I S IcA & &L = 2 LicA >y 207y 3>
e WAFBEH : COT> Y id . Web 77 Vr— 2o 774 77 +— VDI LE 2 L ET .

£ °3
BEATY 3

Fortify Weblnspectid LL T OB & 47> s> & L £,

o CVST> hY/A—4(CVS Entries Parser): COT> v ik WebiR R 70/ L1091

BN 2V 20RF v T Sy M7 A VAT L &7,

« Robots.txt/S—#(Robots.txt Parser): CO > ik, WebfR & 70/ 41> VIZiB
42V 20D 2% v TR & Fzrobots.ixt 7 7 W M BT L &7,

o Weblnspect 2 ¥ v¥> > 7 =F «(Weblnspect Scan Signature): D7 =F vid .
[SCANNED-BY-HP-] £ 57 F A MaEH—NIZiEfE LET. COTF X MEWeby—1 D0
JIWRIN S AF VIR LIcZeR LET.

« Ws_ftp.log/i—#(Ws_ftp.log Parser): 2O x> g, Ws_ftp.log 7 71 L 518 & L ThiE
BT L A BT AL 2 MUY V=2 Uy 22BN L ET .

— MR e 77V —y 2T A K

DI IN—TDF zy2lE TXTOWeb 77 V75— A)A R WCTEH &4, 207 )—
TN T—NDI— M H 2RI T AL 7 MVEMH 237 4L 2 NUFI 25 088 dn 29, &
2. SQLA > ¥ 273 2R VA A FAI VT T AV T EODN T AP 273 3D F 2/ &8
InEd,

H— /=7 1OWeb 77 V75— 3~

DI N—TDF 2y 2ld — =7 4DWeb 77 V75— 324 38 3 28 51 O 55 M %
L Ed
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VIV A AN

BTE: R)y—<42—V v

WebD 7L — 47— )= 5

D7 N—7DI— x> N, Web 77 Vr— 34— N2 B 38 3 28F 501 OffG 55 1 4 1 L
¥4, I K EDAIV NS B CHE T A M ORE N EZ—7 v b AT LATEH s 3
Al RETE BHIWT L &4,

Web+—\

ZD7N—7DT—y x> ME, BLT OWebH—/ N1 B # 4 210F 51 Offe 55 P 24 H L £ 5
« Apache

« IIS

o Lotus Domino

o v1{7—(ATPhttpd. 4D. Abyss. Alibaba. & £U*BadBlueZ EDH—/ XD aL 73 3v)

« Netscape/iPlanet

o Secure lIS

« Website Pro

o WebSphere7'm+

e Zeus

BT e 2 T XTDI—Y x> MZOLTEE AN 20 32 9 21214 . WebH—/30 /— F%JE ]
L EBEDOI—Y x> 7Yy LTS,

HARLIT— = B

Fortify Weblnspectid il i DA% v e T O x—y => (MEE) L TWeb 77 )7 — 3>
ERTAN L &9 05, B R G A 4 28R Erek 77—y B R afEe 0% i &
FryrTBIELTEET . 2D L %4 B 5 & (dWeblnspectY 7~ =75 3 & + v b
(SDK)Zff H LTHARRLT—=Y =2V MAE R T2 TEETAE R LIcARRLT—Y =¥
M . Policy Manager%f# i L T12LL E DRV —2&i & T&£7,

CH5HTE M FEEn
"HARLT—Y 2 bOfE " XN—TT

HNARLF 7

HARLF 22k FERE DF 2o/ ClIE H CER VIR T O 5 2 22— EHOD
TO—TTCF o HARLF zolld >IN 74— e L TER T 5,

CHEHLTB R JFEn
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Y=V AN
FBTE: R)y—v4r—Y v

"HAXLF 2y DVE " R—Y67

IR I

EHRBHOAZ— G R LT A2 LTER S 3. IRODF 2.
SO F D— B 27~ Ly 2O 8 20 H B 278 LEd . #HERE 3 20 M &L T
'Regular Expression Library1 23® D & ¥

X7 wM

\ WO F 5 L el C~v—20L T . ML FEMnjie—s LEd, >—7 >
AN/l AT L F L&,

" ANT) EF3AT DB —F L &7

LFIFREEVMMH T2 B ELTFEEKR LET. 72&£20E . content7 (L
2 MU Dlcontent/en & & U/content/ca 2Kk <3 NT %k 4b 3 21214\ /content/[*
(en|ca)l*/* & L£4.\S\D\WES ] LT a0,

$ AN EREIT ORI L&T.

* AT 23 F D0 L DORIR &—F L &F . /zo*idTz) £blzoo) £6—F L
7,

+  RATTEXF ORI L EORE &3 L&T. lzoHidTzoo) io—F L & 975,
Mzjd—8LEta.

? AT AL F D0 £ 105 O B &— 2 L £9. /a?ve?/id T never] Dl ve ]
W—HL&ET,

WAT L F AR YT B DI L Fe—F LT,

[xyz] XFtvb. #HEINH OMEZ DI FIC—FH L &7 . [abc)/idplainy Dlajiz—
HLEd.

\b AR—R% EOHEGES FLc—F L £, lea*\b/id . [neverearly] Dler]ic— %
LEd,

\B  HFELIANOEE A ic— L &4 . lea*n\B/iZneverearly] D Dlear] &—F( L
7,

d o 1008 F ic—3 L &d. [0-9] & LT,
\D  FHFELAOICFe—F L ET. [*0-9]&F LT,
\f WA= FIC—HLES,
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http://regexlib.com/Default.aspx

VIV A AN

BTE RV —42—Y v

=
\n AT P LET.
\r F )P VA= F B LET.
s AR—R, A7 B AR—Y 4 EO% B L& [\WAn\tv] EF LT
S EEALFUAOLF e F LET. [P\ EF LT .
\w TR —AAT7 %% B OB FE L FZI—H LT . [A-Za-z0-9_]&F CTT.
\W G T LA DL Fie—F L &9, [*A-Za-z0-9_ &R LT,

IFE 5 3% I O 9

I8 H OIE #5136 B RFE S 12xd 9 235 58 ASMicro Focus DT> ¥ =712 & VB & 8 S UNFE 3 sh
TOET, EHBRREER 7258513 RO EEE T 4 C&&.

IER R %7

« [ALL]
[BODY]

[STATUSLINE]
[HEADERS]
[STATUSCODE]
[STATUSDESCRIPTION]
[COOKIES]

IE MR B AE T

« AND
. OR
. NOT
. [l
« ()

1

o (QAT—RAMTIZAT—RAI—FI2001 53 £ TE D, 2>D(b) Ay —Y KL DE I
lNogged out] &> 5E A1) A E M T 252 1 HH 32121 IRDIEH R T 20 L %
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VIV A A K
BT Ky A—Y v

R
[STATUSCODE]200 AND [BODY]logged\sout

o TR SN2V —AH— W IR DURI (VRA L 7 NCAFEAE B2 E%R LTE D O
% D&z AN Loginaspl NDZ B 255 & 200 % AR H T i IR OIEFHL R B
HEHLET,
[STATUSCODE]302 AND [ALL]Login.asp

o (@Q)AT—XAI—KAI200). »Dlogged out] Z7-1x [ session expired] &> H5E ] 234
L DEIHMZHE FN T2, £12d (D) AT —KAT—RT3021. 2D DETHIT/AA
[/Login.aspl "DZ B 2 &N THBIEE DLT N LM H T 2123 IRDIER X %
fERHLET.

([STATUSCODE]200 AND [BODY]logged\sout OR [BODY]session\sexpired ) OR (
[STATUSCODE]302 AND [ALL]Login.asp)

2% TB &35 IR 721 TBH U135 9K DR 12 12 AX—Z(ASCII 32) 55 0 2L HEH 3% )
FT. 2L Ve FEINHER >TIEHR KRB O— 5 &R 23 £7

o UK AL 2 bLocation\ yXD & Ihizl loginaspx] 235 1L 3 VKA L 7 Nt & &R 312
EIXRDOIEH KRB ZHH LT
[STATUSCODE]302 AND [HEADERS]Location:\slogin.aspx

o AT7T—ZXA{T DReason-Phrasefffi (24F & DI 7 41 (T Please Authenticate | %4 £) 3% &
NBLE ERH 720 IROIEFR B AEH L&,
[STATUSDESCRIPTION]Please\sAuthenticate
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FH8E: IEH R 7 4K
EHRER L. LFH Oy bR TAE—>TF. EHREREEA L0855 %

BEHTEHFRHLOUNSAR A S DR RIECEI->TE R SN T, IEHR B T
2E B 2 2 O g 2a— U ok fe 24 $NETT,

EHRBEROF AL

Regular Expression Editorzf#i ] L T. X D& NCIE R LI 27 A MBSOREE L £,

1. [Y—(Tools) 1> Regular Expression Editor]1% 7 Vvy7L £7 .
Regular Expression Editor] 7 1> N7H5 & £ 7,

= -4
= Regular Expression Editor |Z]@rgl
Eile Edit Help
]
grialely =
[[] Beplace ‘with
[] Match case

Dr. Gray has grey hair and a grevhound. = Gray

< | >

[ wiord wirap

Execution Time: <1 ms; 3 matche(s)

2. B (Expression) ]TV7C . MR T 37X AMIRA D903 b 2IE R EFFH 2NN £
fold Bl OfF O &9
AR B A El%?u\y%vwv 7 MDYRMER RN LET, I
URLUPT7 FLAZE R T AL F LIERRIALT g 3. A7V =/ b2 70)y7L T
FANLET.

ZE EHREHOIR 2 LT E DT UZOHTTP A vt—o 12 R 2% R &
BIELTEET,

E Arvy single character

Zeto OF moare

Qe or more +

or |
Word boundary b
IPv4 address {0k
LIRL Lk
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Y=V H AN
B8E I IE R 2744

A 1 L#z3k Of S A3Regular Expression Editoric & >TH 25 &, @ (7 %) 235 2)
103D (B 235 B )RR S &,

3. MR DTFHA M BREE 7+ A NSearch Text) ] V7N J1 L &3 (&7 05 Off U %
T)e

Froik. PLATWCHTTP Editor 2 H U TR A LIZHTTPE SR /213 B Avb—Y 2R
DEANZLTue— R NT&FT,

a. [Z71)(File)]> B R %B {Open Request) 1%/ 1v/L £¥ .
TR 77 vid s EERZE HTTPE KR & & Ol Jf OF — &% &1 v a3 Td.

b. HEH.E D7 VIEIR 74> F7a [ H LT ARF SN e vy 55 © 7 7 VAR R
LEd,

c. B3R (Request)] Z72ik 5% (Response) ] %% R L 7,
d. OKJ]%zZ7Vy/L &9,

4. ROKXF N LT & BTN BEFTOA R R 2. KXFIDNLE%:
X 5] 3 2(Match Case) 1 7 =v 7+ v/ A% F L &7,

5. EHRB LT S 13 75 25 O 75 TH & 2 2121k PLT 0¥k %
FATLET,
a. BT % (Replace With) 17 =y /R v/ 2518 4R L 7,
b. o7&y ar iR v/ A& LT FA 2N &38R L&,

6. FANTest)12 270U/ T EMER T2 FHEL—7 v M TFANTRZE L
4. —HEHRMO TP R R SN £

& ¥ (Replace) |47y s>z R L1z & 1. BE#(Replace) 1% 27Vy oL T, M &
SN FH TRNCEER LTI CE &R 2 7.
RSB

"IER R R
"IE AR B OYRER" X—104

IR I

IEH R DOAZ= R IR 270 —7 Y AR LTE R S &9, IRODFK 12, T
SO F D— B 27~ Ly 2O 8 20 H B 278 LEd. #HE3E 3 20 Mk &L T
'Regular Expression Library1 23® & ¥

X7 B

\ WO FEERER L F L TCe—2L T MECEnJe—FH L Ed, >—4 >
AN/ AT SCF W — L ET .

AN ERBITOR L&Y
WHFIIAREEVMH T28 B8 LFE#EKLET. 12&21E contentT 1L

~
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http://regexlib.com/Default.aspx

V=LA AN
8 IEH R 74K

X7 wM

2 MU Dlcontent/en & & U/content/ca 2Kk <3 NT %k 4b 3 21214\ /content/[*
(en|ca)l.* /& Fl L 9. \S\D\WES I LT 2 S0,

$ AN EREIT ORI L&Y,

* AT 23 F D0 L DORAR &—F L&, /zo*idTz) £blzoo) Eb—F L
7,

+  RATTEXF ORI EORE &3 L&T. IzoHidTzool io— 5 L & 9775,
Mz d—8 LIt A,

? AT AL F D0 £ 105 O B &— 2 L £9. /a?ve?/id T never] Dl ve ]
W—H LT,

WAT L F 4R YT B DI L Fe—F LT,

[xyz] XFtvb. #HINH OMEZ DI FIC—FH L &7 . [abc)idplainy Dlajiz—
HLEd.

\b AR—R% EOHEGES FLic—F L £, lea*\b/id . [neverearly] Dler]ic— %
LEd,

\B  HFELIAN OB A Ic— L &4 . lea*n\B/iZnever early] O Dlear] &—F( L
7,

d 1008 Fic— S LET. [0-9]¢F LTT.

\D  FHFELAOILFe—F L ET. [*0-9]&F LT,

LS AN ol S N QI DI & 8

\n AT FECFLET.

ro F Uy IR LTI L&Y

s AR—R, K7\ B A=Y EOF FIC—F L &S [\Wn\nWV] &R LT

\S  FAXFUSNOLFC—F L &T. [* n\ntwv] &F CTFs

\w TR —AAT7 % AL B OB EE L7 I— 8 LT, [A-Za-z0-9_]&F CTT.
W SR AP O B LT . [PA-Za-20-9_ &R LT,
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V=LA AN
%855 IE B R B 7 4

IFE 5 3% I O 98

I8 H OIE $1 3¢ B RFE S 2xd 9 235 58 ASMicro Focus DT> ¥ =712 & VB & 8 S UNFE & sh
TOET, R EER 7258513 RO EEE T 4 C&&.

IER R %7

. [BODY]

« [STATUSCODE]
« [STATUSDESCRIPTION]
« [STATUSLINE]
. [HEADERS]

. [ALL]

« [COOKIES]

« [SETCOOKIES]
. [METHOD]

. [REQUESTLINE]
« [VERSION]

. [POSTDATA]

. [UR]]

. [TEXT]

1 R PR T

« AND
. OR
« NOT
. [l
« ()

17

o @QAT—RMTIZAT—RAI—FI200]1 5% &M TE O, 5 D(b) Av—Y AR IL DEIHIZ
MNogged out] &> f ) A E M T 252 1 HH 32121 IRDIEH R T 20 L %
ER

[STATUSCODE]200 AND [BODY]logged\sout

o BRSNSV —RAHB— W H DURI (VR AL 7 NCAFAE B2 E%R LTE O DG
% DE ISR Login.aspl NDZ: M A E £ 20 % #1% H 37 2121 IR DIE FL R Bl
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V=LA AN
$8I: M RB =7 (X

HEH L&Y,
[STATUSCODE]302 AND [ALL]Login.asp

o (8)AT—XAa—F#I200]. »Dllogged out] Z7-i& [ session expired ] & H5E f) 234
L DEIDIZE N T D, fold (D) A7 —KAT—RT302] DG Z DEIMIT/AR
[Login.aspI NDZ M M E &N TL AL E DL N %R H 3212 IRDIE R R B %
fEHLET,

([STATUSCODE]200 AND [BODY]logged\sout OR [BODY]session\sexpired ) OR (
[STATUSCODE]302 AND [ALL]Login.asp )

A% 5 &145 IR 72k TP C 14 IR DR 1% 1 AXN—A(ASCII 32) 475 26 E 23D 1)
9. 2LV E FEM PR >TERKRHO—H R 3 &7,

e UK AL 2 Nocation\ v&XD & Zhizllogin.aspx] BE N 2 VKA L 7 MG & &8 HL 4 212
G IROEHR KRB 2EHL£T.
[STATUSCODE]302 AND [HEADERS]Location:\slogin.aspx

o A7—XZ{T ®Reason-Phraseii (ZFf & DI 7 1] (T Please Authenticate ] % £) 255 &
NBLE M T2 ROERBHEEHLLT,
[STATUSDESCRIPTION]Please\sAuthenticate
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5 975 : Server Analyzer (Fortify
Weblnspect® #4 )

Server Analyzerid . —/NZfH] WE DEELTH—NDARL =T AV T VAT Ly NS —, Ty
F—. ZOM O ik 29 s L &7,

F— DI}

VAL 2 i i RN E

1. [B—% vy bR NTarget Host) ] 74— Pz, &—7 v M—/SDURL £721IP 7 ML 2%
ANJJL&ET.

2. KA NRIE (2= 4 LART— N AR E RIS a7 ar e y— N EN LTE—7 Y
M= T 2 AT 254 k. BREE (Edit) ]> BR % (Settings) 1% 7Yy /LT, R &

NIEREN T LET. sFAICDOTE TREAE 2 IR OX—Y 1 BLUT" 7+
WE" N—U1081#Z E L TS0,

3. Br#r ©E 47 (Run Analysis) | 71 a>%27Vy s L &7 .

# 7 ¥ 2 &, Server Analyzerizl 73 ¥1 5€ T (Analysis completed) ] D A7—RX & &, 43 #t
P A DIEH DYA MIER SN £,

4. [H H D4l (Item Details) ]\ >~ 1 # #3% 7~ 3 2121 OR B (Item) ] > TIH
H &R L &7

D Server Analyzer - b

File  Edit Help

Target Host: |http:ffzer0.wehappsecurit}r.cum! | [ Run Analysis ﬂExpur‘c

Items Itern Details
=i httpf{zero webappsecurity.c
-l Server Fingerprint The underlying web server of the target/device has been

W Site Analysis Surnmary identified as the following:

-4 Site Analysis Information || Apache 2.2.x, or Apache 1.3.x

¥ Application Technology

g Server Banners

@ Files Nat Found (404) All the undta_rhﬁng web sgawerﬁngerprints that partially
matched this target/device:

3. Apache 2.2.x
3. Apache 1.3x
2: Apache
11540
11550

1. 156.0

£ >

Status: Bnalysis completed
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V=LA AN
% 97 : Server Analyzer (Fortify Weblnspect® )

=)L = AR

X & DA E

Server Analyzer®g% & 425 8 4 312

1. B (Edit)]> BXE (Settings) 152Uy sL &4,

2. MOWTNTID%ERL LT,
o [FA NBEE (Host Authentication) ]. I"F2 AL 7% 8" 12 8 LT <280,

o PuFx(Proxy)]. "7 ox " I OA—2 125 L TS0,
3. OKI%2YyrL &7,

Analyzer Dzt B 03177\ A= b
I3 W4 R AHTMLY 7UE 20 A — b 31

1. 71 (File)]> [=/ZXR— NExport) ]2 2Vv/L &7

2. FANDILAF— NExportFile)] 7 4> RO T, 35T 7 74 L4 IR £12E N1 L
7,

3. WR7E(Save)l&/VvsL 47,
w2 R

AL E"

"o VER E" IR DRXR—Y

2] 2T =)L 2=
n?t?\ nﬁ AX &

Bl niE AN

SR RIE AAA L 235 A d L FR AL OFE JH £ 4R L T2 S0

« B #j(Automatic)
AT HENRH 248 0€ 328 AF v OB 2518 h0Ed. 14 LTw 3f] ORF AL
AV INEIRE T 28 AF x> DA T7x—v AR KIE W ELET,

£4 ¥ A NDigest)
HTTPZ: 4 (HTTP Basic)
« Kerberos

o NTLM (NT LanMan)
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VIV A AN
%5 97 : Server Analyzer (Fortify Weblnspect® )

27 2 Ve fE £
T O
[z—%4 (User name) ] 7 +— Fic2—#ID%#AN J1 L. PRA7—F(Password) ] 7 +—u I

C2—HFDNAAT—FEAN T LET NS 32%Bh <oz, PRA7— FOBERR (Confirm
Password) ] 74—l NIZ /S A7—N54¢ DIk LA HT L&,

Server Analyzer C/S 27— RNA Jj 2> ha—ua i Sh 272008 2h 5OE & 1F 3k 2148
T2 PSAT—=RFA T 74—V FRHBT7r—AIE N OB K TER #1215 T3
(Submit these credentials to forms with password input fields) ] Z1% # L £ 7.

7'a¥ ik E

COMERE LT 7 AT BICiE . B (Edit)]> B g (Settings)1%#/Vv/L &9, ke, Pm
*3/(Proxy) 1 %R L 9.

B %0 (7 1 ¥ > # %) (Direct Connection (proxy
disabled))

TaF Hg—N"eERH LG A k. COF7 Y s IR LET,

7'n¥ L% € O H B % H (Auto detect proxy settings)

DA77y av #i#E IR ¥ % &, Server Analyzerid WPAD (Web Proxy Autodiscovery
Protocol) &1# [l LT7' e HENK E 771V ER DU, Zh 44 ] L T 574 DWeb~7 1
FURKE BT VW ET S

VAT LD7 uF vk E 1% H 9 (Use System Proxy
Settings)

a—Avyrme7aoF g — N\ ER A VR N BIIE. COATY v EER L ET,

Firefox7' 0% 2 3% & #1# F§ 9 3(Use Firefox proxy settings)
Firefox a7 a¥ s H— ME R 24 > E— 212 COA7Y 25BN L FF,
A T DTaF VR E A LTH, 7uF s —REEH DA Y E&—F v T ZE AH

REE S 2D TIE HDFEE Ao Firefox 7 57 DG R €2 Dod s —4 H L]
R E SN TLAE S . o fE B Sh E¢ A
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VIV A AN
%5 97 : Server Analyzer (Fortify Weblnspect® )

PAC”7 7 )V &ff F] L T7' ¥ v 25% %€ 9 3(Configure proxy
using a PAC file)

COA7y av#I& N4 5&. URL]I71—)v KT & L1735 Af 12 & 2PAC (Proxy Automatic
Configuration) 7 7 W67’ 0% V5% € Aa— RSN £7,

7'o¥ > #7112 E 3 %(Explicitly configure proxy)
TaF YA TA Y R—Fy NI T 72 AT Bl COATY av#3# IR L, ER st
W 2L FOLEANN S LES.

1. Br—s3(Server)] 71— Mic7'oF 24—/ DURL £z IP 7 FL A& N F] L. % T
( BR—NPort) ] 74— Fi2)#— ME 5 (80804 &) &N J1 L £

2. 7uFH— g H CTCP 71y /&L § 270 bavd [&17(Type) ] %+
SOCKS4. SOCKS5. /-3 HE iR L &7,

3. Bl v #2154 1k . BREE (Authentication) ] VA b a1 7 #1E R L &9,
« B & (Automatic)
AE BB 248 € 758 AF v OB 2 <& DET. LR L TL [ D
REE A YRR E T 88 AF v DA Tr—v Y AEKIE WA L& .
« Z£ A (Basic)
o X4 zX NDigest)
» Kerberos
« T3> x— NNegotiate)
o« NTLM (NT LanMan)
4, 7aF o —N\TRIEPLE G E X B 22— 27— 2N 1 LET,
5. FFE DIP7 FL AN 7 A M A M WS T 22 AT Bledic7mx o4 — "% § 2

BE R LW S & Pady g3 (/3RF 341 NBypass Proxy For) | 7 +—v Rz 7
NLRAEIIGURLEN I LET. T2 b Ao~=TX Y D&Ed.

HTTPSH O E 7' v+ > %45 %€ 3 %(Specify Alternative
Proxy for HTTPS)

HTTPSH: 4t 4% YA N 27 axo 49— 0 & 5. HTTPSH ORE 7o*s 2i85€ 75
(Specify Alternative Proxy for HTTPS) ] 7 = v /K v/ A& R L. E R S iziE R 2N\ /)
LE9d.
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% 10% : Server Profiler

Server Profiler 21§ il L TWeb+1 rOHE I 7 & M4T L»., Fortify WeblnspectDFE & Dk
T AR E T ILENDZNEIDNEHAM LET. 2B A0 E 2L b 314 . Profileri
REDIVAMBRLIET. NSO RE . ZUTANNBZIELTER §232E6TEET,
}z£21E . Server Profilerid . #4 M 272 HEIR T 5 AL E CHZLDD, H 3 02—
P ENAT—RPFEE S TR W EEMEH T 208N EHA. TDEEFAF v 240147
LT LY DL wis B 215 20Tl %0 & Server Profiler®7 > 7" M€ 5T 24T 3 250
LB RERERE TEENTELET,

[F] £ 12 5% € Tld . Fortify Weblnspect?:l 7 71/ )W Dha b O #5E4T Lawd D
WIBE SN TWBIELHNET. CO7 0V AL FELEVBIY—RE 754 TV Mo EE R &
N THA7—XA[404 Not Found ] iR &% \’WebH 1 TR L & (b DIC AT —KA
[200 OK 2R SN 2355 BB NETH. B WX 77/ VB Do bt b I Ay —Y M
& EN £9). Profilerid . CO&HF ik N E—7 v A MIE R S T03 &8l Lty

A CORR T G T & B & SICFortify Weblnspectik /& 225 B ¢ 22 EAHER L &7,

Server Profilerid . #4 M} &A% v (ZIEIR 52288, 777 — a>(Application) Ji%
ECHMIITBIELTEET.

Server ProfilerOf§i HH

K D2ODJT 1= DL 2% F L. Server Profiler£#2 & L 7.
v—v &L T DServer Profiler Di 8l
K D AT w7 4HE 5T Server Profiler##2 & L £3.

1. Fortify Weblnspect® [—j(Tools) ] x==2—%21Y»2L. BerverProfiler ] %R L £
ER

2. URL]AR 72T URL&E#ZIZIP7 KL AZN ] &38R L &4

3. (A7 )L E G CT By vt X(Sample Size) 1 425 8 L & 4. K H B 2
Web# 1 Cld B 2+ 0 20 § 87012, 7740 MDY vy o8 &1 2 3L v 3
LB RGEBDHVET,

4. BY¥i(Analyze)1%2VvoL £
Profilerid . 42 % O— B (&7 425 B SR B TH LD IRT— M AY NEIR L £7 .

5. REZE B T2 iE 323729/ R v/ ADF 2084 LET

2PN B E LR B CONTE, BER s ® 2N 11 LTS,

7. (A7Y 2NV LI € 7 71 VIR AE T 5121
a. BRXE DfR7E(Save Settings) 12 27Vv7L &9,

b. A D7 7 VIEIR 74> 7% H LT, 5% € £Settings7 AL 7 bID 7 74 )W x
FLET.

o
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#5102 : Server Profiler

A ¥ ¥ OB 15 K (zServer Profiler 42 &) 4 3
¥ v O 45 K5 (CProfiler 2L 8 3 2121& IRD AT w7 IHE LW & T,

1. KOWTN DO IETAF v E/BE LET,
« Fortify WeblInspect® B # K—y(Start Page) ] T. BE A R % v> DB i (Start a
Basic Scan) 1% 7Vy/L £ .
. 71 (File)T> B #i (New)]> BEZ R+ x>/(Basic Scan)1% 72l £7.

o (VD) B (New) ] 7 2> TRy XU REN &)yl T BEAR Ax ¥
>(Basic Scan) ] ## R L £ 7.
o Fortify Weblnspect® Bf#f X—Y(Start Page) 1 T. [R¥ Y a— S fe A% v>D
% P (Manage Scheduled Scans) 1z 7Vv7L. B(Add)1%27Vy2LThms BE
Z X ¥ v>/(Basic Scan) ] #i# R L £ 3.
2. AF¥ ¥> 74— RDRAT v74GEEA A v ik )T Pu7 21 u(Profile) %2V v oL £
3 ( Profiler #8 B i (2 4T 3 3(Run Profiler Automatically) 1 4% i Sh Tu» 335
& E% 9o
Profilerid . R R O— B (U EFH AR E THBEVLIZAT— AV NER LET.
3. MEAHEB T2 T 2F v/ R v/ ADF zv0 %I L ET,
2PN FT A B 2R R ICOOTIE ., BER SN EH 2N 1 LTS,
X ~N(Next) 1% 27VysL &£7 .

o &
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% 11 : Site Explorer

Site Explorerzfifi F| 9 2 £AF v 4E R (CHK F <7742 AT &. Fortify Weblnspect Scan
Dashboard & D &5 (28 &R &7 0V AL 4T W, 7 —RE FULK > L CRE Al 2T 38 C &
7 . Fortify Weblnspect Scan Dashboard Tld#f] X2 &DTEL WL, FFE DAF v 7T —X
EHNDIENTEET . 12821 TFAME R (Text Search) Jea—%ff ] LT, IH & T
o Dhofe g NTDTHF A MA=ANy bR IR TEET . 3412, Site Explorerzffi H 9 2 &,
Fortify Weblnspect Scan Dashboard Tid % 7x T& &>, [NF 71y 2(Traffic) 17 Vv NN @
BRI T 7 ATEET S

ScanCentral DAST A & ¥> D3 7~

Fortify ScanCentral DAST (4 . Site ExploreriZUL#l ¢ 2 2% v AR S AL B RE 2V s €
WE$ . 72721, ScanCentral DASTICIZ 7F¥ A ME R 288 & T & A. COBERE 28 1
3 5214 Site Explorer#{fi H # 20 EnH VX T,

Site Explorer D] i

ZD/— 3> DSite ExploreriZ &k DM RE 23 H D& ¥ .

o AF v T —REwt AN A H TRIN L 7. Fortify Weblnspect Scan Dashboard &[]
CHIECRE Y &7 0747 § 328 T&EE A

o AF XY NIT4vEIEIEH (BT BAR . URA L NI B OB 4 £)DA 2K R
LEd.

e Web# A FDAF x> DA ZHA— L 9. WebH—EAAF v I R— b L€ A

BE| CON—Y 220Site Explorerid . 77/nv 7L La—sL TRt s Th &4,

FT7./0AV7 L Ea—
Fh 7L 2R G BULE i — baR Thi bz, BEAE A58 4 Tl 2 O BRI A H D &
T, I EHBEHBE CORBMICITE LEtA. 2770, Ch st idlF & Ciiftsn T

WRELEDTHN, 5B DREELYR— P eHE LT, ZOMERE D)L SN o 3L B2
NELZHBITY.

A¥ v XA

Site Explorer %2 &l 9 3 &. Fortify Weblnspect: 5# F] 7] & % ¢ X TD A+ v > A%, 51 &
. I RXTORAF v>(ALL SCAN)]KXTIZ AF x> D VA MR 78 S 3. Site Explorers’
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% 113 : Site Explorer

Fortify Weblnspect&fq] U~ > |2 b 235 A « Fortify Webinspect TH 7£ £ AT H DA% v
LU MIE R SN ET. UZ NN D% ZF void. B RTORF v(ALL SCAN)]R—2 0
AR N S E T

2 - o %X
SE ALL SCANS
Q #*
Recently Opened Scans ~
SITE: HTTP://ZERO.WEBAPPSECU CLIENT SIDE - ZERO.WEBAPPSEC! SITE: HTTP://ZERO.WEBAPPSECU
http:ifzeromebappsecurity.com hitpulfzerowebappsecurity.com httplfzerowebappsecurity.com
5 12 5 102 3 1 2 | 10 0 4 0 4
2/16/2018 10:06:29 AM Q0:33:L7 2/13/2018 11:11:45 AM 00:07:55 11/8/2017 9:36:58 AM 00:01:02
Earlier this Week A
SERVER SIDE - ZERO.WEBAPPSEC SITE: HTTP://ZERO.WEBAPPSECU
hrpeffzerowebappsecurinyzcom hrrp:ffz=rowsbappsscuringcom
0 5 0 6 1 5 0 | 6
2/13/2018 11:23:12 AM 000336 2/13/2018 10:55:38 AM 000229
A~

Last Year

TRAFFIC MONITOR

TO TRAFFIC MONITOR

SITE: HTTP://ZERO.WEBAPPSECU Version 18.10.49.0

ScanCentral DAST A ¥ v~

[T XTDZF v (ALL SCAN) ] X712 AF v XA WK 78 3 %1214« ScanCentral DAST #%»
BAF v UEE B 2K o— RL, IR WTZh #Site Exploreric / > A— M 2B E203H VT,
ScanCentral DASTCTHE EAT H DAF v Ud R I8 TE L Ao

AE v ZA IV FICRK IR S BE R
B AF X RA NG AF ¥ T 2R O EE R AR R S £,

° X#—v‘/%
« URL

« AF—RA(34T 1 (RUNNING). I INTERRUPTED). {2 - (STOPPED). 5 T
(COMPLETE). 721245 # #5:14 2 (REQUIRES CONVERSION))

o H K (Critical). % (High). & (Medium)DJf §5 14 0%
o JIE 55 P D& L
o AF UG S I-H Ky
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% 113 : Site Explorer

o AF o I (R[] L 70 BLEU) (RAF o MBEREL T LG EEIELGWG G2
VESD

VST EUN ¥

A¥ v >3 1E | Fortify WeblnspectTE 17 S T8 0. +F774v7+¥ vy a7 71 )WTSF)E
X TORF v 7 —X4E % #Fortify Weblnspect T % (2 L T 235 & . Site Explorerid A
F o XAV E OY 2 UER EV7NVEA LTHEHF LET. sE 41 1c DT ["Fortify
WeblnspectiZ & 2Site Explorerf] 7 —24E il #4 %1c 9 2" X—=Y 1161 S B L TS

Wy,

AF v RV D 7 )—T1H 7 i
AF w2 B R ICR N SNTEH L EE AF o3 FEAT S icH s>/ —7%k &
NEd. 7V—71EIRDEBHNTT .

o 5 (Most Recent) - fz it R 78 S Fz A v
« % H(Today)

« 51 Y] ®(Earlier this Week)

« % H ¥ ®(Earlier this Month)

« 4 A (Last Month)

o & 4E 4] ®(Earlier this Year)

o HE4E (Last Year)

o Zh & HELLHT (Older)

AF v RANDIN—T DR RN EEER IR
AF v ZANDI N—T%AE R IR I B

o« WVER S (Tv7yz7m)(A) &2yl £7.

AE X BZAINDT N—T %K 8 T Bl

o VFRL T (X Tvy 7o) (W)E2)v 7L &7,

AF vy DM R
AF B LTAF vV R TEET AF vV B R T 210

1. BEZ 7143/ Q)&2y920 27,
MiZE 75 A ME v ARER R SN 7,
2. A% K DI F1ETRTEN S LET,
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VIV A AN
% 112 : Site Explorer

J- £218\ 4 Tl AShttp://zero.webappsecurity.com/D 4 N TD A F v> 2 R 4 212
d. 7E AR v R zero] EN ST L T

3. <Enter>F—%f L £ 7,

Site Explorer® A% x> & 7OV KL L, ZHI SR 7F A MV &N 2AF w2 DA 55
R~LET,

MEDOIVT

MiE 70025 207 LTI RNTDRF v 2K Rx T BI2IE:

o MR TA :!‘/(K)ODJ:%B Wbz klEIZVILET

2% x> DY
Site ExploreriZ { > F— F&#L 1z A% v &, Site ExplorerT 774y 7€ v a7 714 )U(TSF)
I S e AF v 2Bl BR TE &7

Site Explorer © 2% v> %Hl & L T £Site Explorer@SITE 7 71 L& Hll & Sh 47,
Weblnspect7 —&~X—2Z%ScanCentral DAST7 —&ARX—ZAnS5AF v > 3HI B S 2288 H
N&+ A. Weblnspect Imports 7 1L 7 b U SHI B S 2014« TSF 7 714 )V EXML 7 74 )L 7208
¥

2E v EH bR T 500

e FRTOAF+2(ALL SCANS) 1 X7 h 5 2% v &4 V&4 2)v2 LT B (Delete)]
FIEAR L £,

CHE56HTS R EEn
"AF B
"Fortify WeblnspectiZ & 2Site Explorerf] 77— &{E ik #6 %) (29 2" IR DX—

A% v A R

A% w12, Fortify Weblnspectid SQL Express 7 —&~X—Z(MDF) 7 71 )L &4 & 4 25>
B 77 DSQL Server7 —&~X—A(MDF) 7 7 W2 A% v> %8B I L &4 . 7272 L. Site Explorer
TlE 774902 vy a7 7 UTSF)E R DN YT—y 3> %4 H] L £9. Site ExplorerT
M AF OMDF A% v > 7 7 IV ER I8 T B121E £ D7 7/ IWETSFE A 1 3 200 B 3
HEd,

#E E| ScanCentral DAST & Site Explorer SH 3% 1 D db 2 A% v 48 | 21E L L &4
G E HYEE AL 12720, ScanCentral DASTH5AF v> 4K 7> n— L CSite
Exploreric f > A— b3 285 G & [R¥ v 45 R (Scan Result) ] %% iR 3 204 Z 35 1
7,
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VIV A AN
% 112 : Site Explorer

A DAL R

AX v EEHR L TE. TDOAF v I HE SN FPA. LD, B 7o A2 £ >TSQL
F—BZR—AMBAF v T —EZBH 1S St ZOF—Z058 LWTSF 7 74 )VIcHi N &L 7,
TEDAF ¥Uld . AF ¥ T —EZR—RAIZTE DIE R, TR AE S £9°,

TSP SNz AF w0t 3 B B DR 2

H Luwy—2 3> DSite ExplorerCiE I D AF v A& R AME ] C&3L 04 2208 H 04
To B LLRF v 8 280 A3A ©12id . LRT WA Lz 2% v 55 & TN TDSite
Explorer A% x> £ 25 ¢ 2 B A H VLS. CORWMAFAE LG & k. A% v 20
TR S 2L UK BB A= BE IR SN £,

B L i—2 3> DFortify Weblnspect T7 — & X—2AAF—<HAE S 7235 & &« Site
ExplorerO 2% x> ] 7 —8N—AAF—v L T 20 ENDHVET . T —ER—AAF—~
S BT S 2 £ Tl Site Explorerf i A% v 225 T& & A CORW 2374 LY
4 1% Weblnspect T A% v £ &, FR SN 21/ A >THEB T35 3K 3 Avt—v
RN SN ET .

R F v DAE R

AN SN THR W AF x> DAT—AXAIE . REQUIRES CONVERSIONT 4, A& ¥y 248 i
ERI A

o« AFX Xy RANEIYYIL T,
AF ¥ ZAWICHEAT IR I A=K TR Sy AF v B AT —RANEK R SN F7,

7 74 Vo3 E] B S A 0

TSFA—Y 3D AF v 7 —RIETC DAF v ACHE 4t ST EH A. 2D, Fortify
Weblnspect Tt D A v> 7 —RZxF LTEE #h1 2 TH. ZORL FILTSF 7 710 & ] &
NEtA. 774V ERY T 2020 BEAFOTSF7 74V EHIBE Ly T Sz A% v 7710
EH LOTSF 7oA M L 4. BELE OTSF 7 74 WIEIR DT AL 2 M H D ET

<directory>:\Users\<username>\AppData\Local\HP\HP WebInspect\ScanData

Fortify Weblnspecti(Z & 2Site ExplorerH 7 —X
YERL 2H 33 2

Fortify WeblnspectT. A% v>FEATHK D b57 1971 vy a7 7 W(TSF)E R 12 & 2 A+ v
YT ROHEMIER A ICTEET
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VIV A AN
% 1125 : Site Explorer

COBERE A R i
1. Fortify Weblnspect< B £E (Edit) 1> [77°V4 —3 3&% %€ (Application Settings) D
NE IR L &7
[77 04— 2% 5 (Application Settings) 7 > N7255 & &3 .
2. F—#~X—x(Database)] %% L £ .
3. Bite ExplorerH 2% x> 7 —%%4E B 3 3(Create Scan Data for Site Explorer) ]
F oyl R s AEER LY,
4. OKIEZVvIL &7,
A% v DFEATHICOF 29K v/ AEA LT WA EITH DAF v 32 L &
Tho CDF 2yl v A% NI LIAR THIG LIz AF v TDA | Site Explorerf] DTSF
7AWV S F T,

AF x> DAHh— ez 7AHR— b

Fortify Weblnspect® & *ScanCentral DAST 25 A% v> %1 > /A— ~L T, Site Explorer©T
F IR TE &7, Site Explorern 67 7AW AT/ AR— LTI DOAN ELH § 328 TE £,

AF ¥ T7 74D T

Fortify Weblnspecth5T 7 2R — h&i 1z A% v>. Z/zidScanCentral DAST 24X > o—

NS fe AF ¥ 202U scan 7 7 WL R T 3 & £ 9. Site Explorert»6T 7 ZK— h&fL 1z
AF XN site 7 7AVLGR T 2T & & T SITEZ 71 vids MFT74v02 vy a7 74
(TSF) e R — 3 XML Z 7AW &5 LZIP 7—HhA7 7 74V TT

Fortify Weblnspect:6T 7 2R — b 127 74 VDT 7 4)V bDG AT IR D EBDVTT .
%localappdata%\HP\HP WebInspect\Exportsl

774V hCl& . ScanCentral DAST 2% ¥ 245 B 774 vk . K 7> o— P 7 570 E ©
e sntr-o—an~>y > EDO740R KX 7ya— &N £9 .

SCAN 7 71 )V £72IXSITE 7 71 )L %3Site Exploreric f > R— S &, TSF 774 )V EXML 7 7
AV S IR DG T ae—8n £,

%localappdata%\HP\HP WebInspect\Imports

1%localappdata% (. B NOARXL—F 42T L AT LDa—ANT 7 V75— av 7 — XD
fit 4% L &4 . 72 &£21EWindows 10 (7 74V bDC: F 54 7 %18 [ ) DI
& . %localappdata%!d C:\Users\<usemame>\AppData\Local T3 .
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VIV A AN
% 112 : Site Explorer

AF x> DA H— b
Site ExploreriZ 2% v> %4 > iH— M 21214

1. Site Explorerf“ﬁ)a”:7')‘y7b ES e
[ZAZ(TASKS)] A= 2—0K 7n Sh £,
2. M H—NIMPORT)1%%2VysL 7.
B {Open)] 71> NURE R SN &7,
3. .scanZ 7AWV E L . site 7 A IVER DUTEIRN L £,
4. [A {Open)]zrVvrL &7,
TrANVBLLET A VA= RSN TEBY, v v P T35 6 1E. AF v o R T TIHE
ETBEER T 7OV MIE RSN ET IROOLTNAEEIT LET,
« B (OPEN)1%2Vy/ L CHEAE DSITE 7 74 W &BH &£
. H>E—NIMPORT)1% 2y L CHEAE 7 74 WO B 51 > — L £

AF ¥y DT 7 AHR— b

A¥ vy site 7 7IVHL IR FIC T2 AR— T BIZiE:

1. Site ExplorerT. T/ AHX—§ 2AF x> DAF x> Z4( LT [LZAK— NEXPORT)]%
70yl &9,
B B %47 O TR 17 (Save As) 174> RURE R S £

2. [Z74n4 (Filename) ] 74—V NI BT 2N J1 L&

3. BR¥(Save)lz2VvrL &9,
csite¥n iR T M Wit AF v N7 AR— b £,

A2 RT7 —ADff A

PLBE D% ~EvZ Tl Site Explorer® 2—4 A > X7 z—ZEZDfF W ICDWTHELE L £
ERD

2¥ v DRI~

2F v EH & ZOAF ¥ UEH LOKTWCE R S, FXTORF v>(ALL SCANS)] &7
EBH AN TR DI XRTDRF v O I CE L ET. IRDA A=V IE. Bl piL T3 A
* o DT 74 FEa2—%R LTV ET,
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% 113 : Site Explorer

ALL SCANS

Site: http:/fzero.webappsecurity.com/

Site Tree . . .
Findings Traffic Text Search e http://zerowebappsecurity.com:80/account/
B http://zerowebappsecurity.com:80 =1 3 ]
EE ‘?cflz ppsecurity. 119 Results Findings Q' £ Vulnerability Description HTTP e
—————————
[ <script>alertC TRACKY;< Severity T CheckID ¥ Name =
g account Critical 5649 Cross-Site Scripting: Reflected
admin ! —_— Summary: Poor Error Handling: Unhandled Exception
[ backup Critical 5648 Cross-Site Scripting: Reflected Vulnerability ID: 742
. - R CWE ID: 288, 487, 200
[ bank Critical 5650 Cross-Site Scripting: Reflected Kangony Emoes
D chibm iz 7 [T el Handling: iyl Ed Critical database server emror message vulnerabiliies were identified in th
Odb Critical 10834 Privacy Vielation: Social Security in your web i code. U are circums
3 docs High 11293 Cross-Frame Scripting not expoct and does not know how o handle. When successfully exploites
[3 error_log o S 51 p— pe— using the information recovered from [ ermor 1
|:| errors 'g pression Language Injection avenues of affack. Recommendations include designing and adding consis!
[ hibin High 4722 Insecure Transport user input ta your web providing detail to end
tl includeo High LT22 qcure Transpor‘r useful to an attacker from being ms@.
[ manage High 10595 en Misused: Login Description
3 resources o : .
High 10595 Often Misused: Login
[ scripts ) ;
High 10512 Web Server Misconﬁguralion: HT The most common cause ola.n unhandied exf:ep.t\on is a failure to propel_‘w E
[3 stats can also be caused by a bug in the web application's database communical
| testing High 1368 Web Server Misconfiguration: Ung unavailable database, or any other reason that would cause the application’s
[ user High 708 Web Server Misconfiguration: Ung the server. The problem is not that web applicaions generate errors. All v
debug.txt . " I point receive an unhandled exception. The problem lies nol in hat these en
E faghtml High 709 Web Server Misconfiguration: Ung handling solufion needs to be well-designed, and uniform in how it handles &
D fa .hTm\ bak High 2083 Web Server Misconfiguration: Ung specific file. If the request returns an error File not Found, the attacker ca
& fsz.dbacbl( bl High 157 Web Server Misconfiguration: Ung relurns "Permission Denied " the atiacker has a fairly good idea that the sg
B R ways, from determining the operating system to discovering the underlying a
[ forgot-password.htmi Medium 11294 Cross-Frame Scripting
[ forgotten-password-send.html Medium 10044 Cross-Site Scripting: Reflected The error message may also contain the location of the file that contains 1
D index.html Medium 746 Web Server Misconﬁguralion: Dire path as well as give the attacker the Innélinrl nl applicalmrn “include" files or
D index.htmlold 5 X a successful attack upon your web application is reconnaissance. Database
0 index.old Medium 764 Web Server Misconfiguration: Ung uilized when the attacker is formulating his next method of attack. i may ew
[ loginhtml Medium 10365 Web Server Misconfiguration: Unf
B that this check i rt of unki ication testi hich k
[ manager Low 11279 HTMLS: Overly Permissive CORS @ aware that this ehecl s part of utknawn agelicatin fesing which see
3 R 1 software. Because of this, there are no specific paiches or remediation infor
[@ online-banking.html Low 11279 HTMLS: Overly Permissive CORS false positive if the page it is flagged on is technical documentation relating t
[ README txt Low 11279 HTMLS: Overly Permissive CORS B
Q searF—r\.htTI N H E 5 4] | e

WOFRIE.H PN TOUBAF > DF 74 Fea—DaYyE—3 Y MIOW T LT &ET,

IHH . B
1 PA MY U A by U—Df " Ik DR—2 | 5 1R)

2 [ NTDAF v (ALL SCANS) ] 47 B LT3 RAF %
> DART

3 % i = 16 (Findings) 1 £7°.  [F5 74 v2(Traffic)] &7
B4V [+ R M% % (Text Search) ] &7

4 % 4 = 18 (Findings) € 2—. [F>7 1 v 2(Traffic)]
ta—. [F# A M& & (Text Search) | t2—. & L'
DY Yy FEa—("7 Jy FE2—DAARTA A" X—v
1221 T" 2% oA Y FIH DR R " X—v128]. [" b5
T4 DR R—132] BLUT"7F 2 MR Offi
"A—U1331F5 1])

5 [t 55 ¥4 D= B (Vulnerability Description) ] %7°¢
HTTP] 47

6 B 55 ¥4 O B (Vulnerability Description) ] E2—¢&
HTTP IR Al ba—(T"H Al L2 DA ARTA X" Ay
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% 113 : Site Explorer

IRH Bt B

1241, " vy 3 DE/E" X—2135], BLUT" RS
A—ZDfE " =137 1 #5 1])

DTV RA L

Fortify Weblnspect CHL £ 4T HH D A% v 28 <& 85 7497+€ vy 27 71 )U(TSF)E 2
TOAF x> T —RMEWEA L TORIGE . N7 490 7 —Z V7V ZA LA CH B Sh &
T, #E 40 12 DL T, ["Fortify WeblnspectiZ & 2Site Explorerff] 7 —&4{E & 4 %23 2"
A= 1161 #Z | L T30,

FA ~ V=D H]

YA MY V=& T 74 bClE AF Pl SN 23 XTD 5749270y J—E 2—
My TV RSN TOHLWIREE TRIR SN &9, Y U—IiE. KA KA M DFXRTDH 7T 4
L7 MDD VA MIE g &9 . COE2—Tlk. it LI DK A 2RI L THeH 7T 1L 7 N
R L. & LANVTH A LIER UGB 2R C& &7 . YUY —RZX LTUT bt 223K
ERINT B A bV U—TC U/ —REER L 7,

YA by YV—DFE K IR

[7 4> PO B (Window Position)] A= 2—0DA7> av & ] LT, 44 by V—%dF £ R
CTEET. A MY U—2IER T BIid:

1. MOLBEFN2EEAT LT [V14 FYORL & (Window Position) ] x=2—#%F & &7,
o« A NYU—D [74> NVOR & (Window Position) ] 741 a2 A(=) %227 VvsL &7,
o A MY I=DRA MVA—%4 7YoL ET

2. HEF R (Hide) %% R L £,
oA MYV ZHE DR s S ET

=i} . .

= Findings Traffic Text Search

=

Y . - 3

T 119 Results Findings Q
Severity T CheckID ¥ Name ¥ Location=
Critical 5649 Cross-5ite Scripting: Reflected hitp:lzer
Critical 3649 Cross-Site Scripting: Reflected hitpfzer
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% 113 : Site Explorer

FA LY V—DR IR
JFERIRDYA MY V—EFFRK IR T B2
o IR T &N A /INF IR SN TeH A DY U—D XA buAx—% 7y 7L &7,

2 Site Tree
e & v
=N M
© "2 B httpfzerowebappsecurity.com:a0 = dc 5
SN =]
[ <script=alert( TRACK";< T Location=
. g a;cuun’r teflacted hitp:ifzer
admin
] "
[ backup teflected hitp:izer

YA MFNDKR N/ —F

Fortify Weblnspect Tld . A% v ik & TE T8 SN A R A MEH s 4. ZOfo,
B Ah R A RESBlE LT A MY U= YA MFDERA N — BRI SN BG5 5 08H0ET.
LIeSoTC BN R A M7V KL ¢ 200 B N WG & N HNET,

YA Y YV—=D7Aa>
WOF T A MV—ICRR SN BT 2% LTHET,

742
DA ] RLTLZLD

B H—\7FK A b P4 DY Ui i O L)L
OB 7141 FAL 7MY

O ~x—v 774

VY—AD NS5 749 7DFK I~
A MV—N DV —AD 7749 7%R N TEEFTIHH D b F7190%K N T BIUE:

o A MYY—TIHH 2N L £7.
ZOIHH R T 23 XCD 749005 [VF7719(Traffic) 17 Uy RICR R S £7.

B ICOWTIE "oy 2O E" R—U135 1 25 18 LT &2 &,
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Y=V HA RN
% 113 : Site Explorer

KA ML DA D N

FANMG DAEADYR MR IR T BT

o« T 74N DY Y—E2—T, ZOVATA a>#1H 7VyrL £,
A M YV—ZHA M PIRERRESNET. COC2—TlE. ¥ 7T AL Z ML T V2 AT E
FtA. COE2—mE 1D EDOKRANEZEIR L, T DEFRAN C&ET TMEP LA A N
D74V ZALIL" N | #3308 L TS0,

YV U—E AR DF IR IR BICIE:

o« VI H TV ATAavE )yl T,

IR LI2A R MO 700 KL

o B R AEE DA B, A Y Y OFFE DA R MET OV TEET. R L
TR A REZDHTT AL 7 PIDSK & A bY V—IZR IR § I

1. A MU= HAME PURR R SN THRIRE T, BRT2HA 1D FiEIR L
SR

2. ZO0WET7AavE 7))y 7L T,
IR LA A MUY A MY U—ICER R SN 7.

3. FANEEB LT, ZOH 7T 4L 2 MN)ER R LET,

TRTDK R M DFE R~

TRTDKRA M OF R IR BIE:

1. 74V RX7Aavx#2 )yl 4,
HA MU= DLET R 8 LB IR A DR R MDK R M 120 08K R~ ST ET
2. BIRNFEADE RA NIy LT, FNEFNOEIR 2R LET,

3. ZNWERTAarE 7Yyl FT .
TOVRLTE ST WY Y—EB 2= %A MY U—IZRK IR SN, TXTD b TT74970F%
N INEFT,

Ty RN 2—D H AR AR
JUVyRE2a—ICR R SN DI DY A RAZETH A BEEF BN, BLIOHI B A TEES,
Hl| DY A RS

P DY A X &2 T 4 B

1. A XEZEF 4 25 B LOA [l 08 e h—Yvei s L7,
H—Y IR REN 0 R LOT R AE KB LEbVEY,
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Host T Port ¥ T ,Method T Status
zerowebappsecurity.com 80 fdocs/api/index.html?orgfapache/catalinafwebsocket/V GET 200
zerowebappsecurity.com 80 faccount/ GET 500

2. MOWTHNEEIT LET,
o M RIFIWABET H DR 247 $12E W FI97 LET,

o« MR EXTIW IV IT L B DY ARIEH N Tt bR 5 OF —ROME 24 DT,
74V RO R EIIKFE A7a—u A N—p5B I SN B2 EnHNET .

bl O B A H
7 )y RTH| DNE 7 228 B 3 21214

1. B8+ 25 7B Lichr—y vz g LEd.
HIHH LOB B NHE KB IEDNET,

2. 10 Z2Vy2L 7,
GIHH LOBEREBIAHCEDNET.

3. HHION & &TH &4 &2l d W RI97 LET,

ta___ T Host ____ __ S8 1 tgor‘r T +Path 1
11/28/2017 10:58:00.477 zerowebappsecurity.com 0 fdocsfapi/index.html?org/apache/catalina/websocket;
11/28/2017 10:30:50.352 zerowebappsecurity.com 80 faccount/

7T —R0F 5B F) L ¥R 0¥ & Efzld e Ay B E L Ed,

% DB I TH) R

F 74V NClE . TRTOT—ZH] BNZ Vo RICR R SN 2D TEHNETA. 7 VyRE2—D
BRIE T IV RECE RN T 27— 18R CEx & Kon T 25 218 I &2 5 B 21
x:
1. ZVykea—TcR 52y &7,

i B A R 251 D UR MK T~ SHLE T,

AT HI| 41 AF v R A S B AEAN VR B L&D,

2. W@ﬁé{’l& ’:r%ﬁ LEd.

o "ARNIWIBEIM T AL DFzyI/h v AEF L ET,

o RINDOHIBE T BEH DF zvrh v A%A7ILET,

3. WDVAMINDIER DG #2YysL T, VAR L&T.
KRB H s &4
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% 113 : Site Explorer

Al L 2—DHARS AR

Uy RLLAN OFEAl Ca—DL A 77 hehF—T7—<5IEIR Lz). HTTP 4l e2a—DF
NEERREY OB 21209 320N TEET,

LAT7 7 DA T

[E 3R (Request) JFE 4l E2—& 152 (Response) [ff 4l ba—% &, HBIEH oxt LT220
A R R S TW B & 1. Zh sOFE4 L2—0RL B £10 NE 2 T 4 ()
HRIEOKFHAEEL VW E LT 3IENTEET. LA T MEEE § 312!

1. 24 ca—cREE )L &7,
RE A2 & &7,
2. MOOWTFNEFEAT LET .
o PFAN La—24E(E )l X212, K LA 7Y NVertical Layout) ] # 7Y v/ L &
ER

o FFAN La—%HE 2 X212k, B L4 77 NHorizontal Layout) 1% 27V v/ L £§ .

Ho5—T—<DE T
F 74N MDA FT—TF—ld H DN w27 S RCE BLOE A 2XOFF A MCT, 2770, &
DRy 77 Z7Y RICH LT EDTFA M 2288 C&ET A7—T—v2EH T3
Wl
T G T A &
2. MOWTHNLEEIT LET,
o HWWA W7 57y NICHE L ff &D7F A M 4 210id. BB 7—(Light
Theme) |2 27VyoL £7 .

e BN YISy NCH A EOTFF A MAE ] §212id . R 7—~(Dark
Theme) ]2 2VyoL £7.

HTTP G4l b 2—DF /x LHE R IR

(£ 3Kk (Request) ] £7zid 5% (Response) [5f &l ba—24 & HTTPIEE 41 b2—D1 D %4
DfzfzO(EE AR R R ICT B) 2T Al @O HTTPIFEAN Ea— DN K DA 2R I8 § B2 &M
T&%7.

AEAH Ca—EIE R ORI i

o Ml La—DIERR TAIANA)EZVILET
XK IR DAl La—%K IR T 21244

o BARTAINV)EI VI ET .

Micro Focus Fortify Weblnspect (22.1.0) N—124/379



Y=V HA RN
% 113 : Site Explorer

70—7 47  BH). BLS RNyF T

FA MY Y= Yy REa—, BEOEEL Ca—b7a—F 427 BE) . 5L FvF 7 LT,
2 A Y RT7 — AU EHARTARTEET .

YA MY )—D7a—T 427 L F)

YA MY YV—%70—F 427 LTCE=ZRLE DRI O7 4> FOELTHEE LD, Bl D&7K &7
W=7 E) LIoNT BIEMTEET,

PA M V—2BE T B2 IRDOT N hEFET LET.

o YA MY U—DRA MLA—%FL 2Yys L. Za—F 47 (Float) ] %R L £ .

Site Tree
Float

Dock %

= E http:, Dock as Tabbed Document
BB/ tide
(O <script>alerfl TRACK ;<
[3 account

o A MIU—DRA MUA—% 2V HT LG T RS9/ LES.

BTfF &7 N—T1HA MY V—EE B I 312

o« HAMYU—DRA MLA—%L 2Uyo L, BT & FF 222 bELT Fy¥>7(Dock as
Tabbed Document) ] i #R L £ 3.
YA by U=, [NF74vH(Traffic) ] &7% [+ 2 M& & (Text Search) ] &7 7% EDR% 4 3
AN ETN—TUE L ET,

JVyREa2—D70—7 427

)y REa—%70—7 427 LT, E=R L DRI D74 F7EL TR B TEET,

TNy REa—%70—7 427§ B IRDOWTNHEET LET,

o ZYYRRTDEL MLEL 2Yys L. [Zr—F 4> 7 (Float) ] &% 4R L &

Findings Traffic Text Search
Float

194 Results Dock I})'.I'a:ubed Document Traffic Q #
Mew Horizontal Tab Group

Request Start * New Vertical Tab Group T Port ¥ Path [

11/28/2017 10:29:51.380 AM  zerowebappsecurity.com 80 fresources/js/placeholders.min.js

11/28/2017 10:30:40.790 AM  zerowebappsecurity.com 80 fonline-banking.html

o JTVYRZTDEA bLE V7L, H LW T 597 LET,
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% 113 : Site Explorer

e —D7a—7 427

A La—%F70—7 427 LT E=XLE ORI O7 4 R7EL TR E) CTEET,

Al Ca—%F T70—T 427 T B IROWT N EFEIT LET .
o FEA 2T DEA MVES 2Vvs L. Pu—F 47 (Float) ] ZIE R L £

http://zerowebappsecurity.com:80/readme.txt

Float |
Dack ‘8w Tabbed Document
o
REQUEST Q A

GET /readme.txt HTTE/1.1

Referer: http://zero.webappsecurity.com/
Accept: */*

Pragma: no-cache

o A KTDRA MLEZYYILTF LU T NIy LET,

A& LR (Request) J5¥ 4l £2—& [t & (Response) J&F &l ©a—%1F jil i 7o—7 1>
J4BIEETEERA. IR A2DDE2—I. 1DOD HTTP I AN ba—&L THERE L. &t

SLleay R EL T8 7a—T 47 LET,

X7 DF% H))

PA MY Y= Uy REa—, LG Ca—NBRXT T V— N ORTELT RyF > ST

2IGE I M ORTIN—T R E TEET .
o« ATDERA MVEA 7V L T IRDWENEELTLET .

o W LOKT(F &I N—THEW T 2121k BEE 277 Vv—7"0F # 1E i (New Vertical

Tab Group) ] #i#& R L £ 7.

o« Ll O&T(F &I N—TW LT #8E T 2121k IR DEATT v—7"1 % Bl (Move To

Next Tab Group) ] 1% 1 L £ 7.

o EM DTN ETN—T LT E#XE T B2k B DXTT v—T7 B Bl (Move To

Previous Tab Group) ] 1% L £ 7,

AE Z7OBENAE H C& 247y 3t Z7DIRAE Rod > 7 SN TWAE T Ic&-T

HuNEvd.

A NAORNE 4
70—7 AT 74V R ERyF LG UNWCHES S T 3280 TEET,
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RTTIWN—TW T4 R7E NyF¥ 7§ 31204

o TU—TAVT T4V FUDRA MVA—5L 7))y LT [BT7FF & FF 242 FELTRFyF T

(Dock as Tabbed Document) ] i R L 4.
TAY NONE XTI N—TW Ny 7 L &7,

AV RUEH LA B I RyF 7 4 2121

1. 70—7427 74 RTDRA M A—% 20y T LW T ic ko977 L Ed,
2. NuF OB AV Tr—80EK R SNT26, 70—T AT 74 N5 Nyx 7§ 2 B

WCH—YIWERELET.

Findings Traffic Text Search

194 Resulfs

Request St
11/28/2017
REQUEST

1lf28j20176ET fdocs/security-howto.html HTTP/1.1
11/28/2017Referer: http://zero.webappsecurity.com/dacs/
11/28/20177CCePE: 7/

Pragma: no-cache
11/28/2017Accept-Encoding: gzip, deflate

11!,28]2017U55r—»:.gent: Mozilla/5.8 (Windows NT 6.1; WOWE4; rv:38.8) Gecko/:

o.webappsecurity.com
Keep-Alive

Vapriano17 A4 377 A

11/28/2017
11/28/2017, 4

11/28/2017 RESPOMSE

11/28/2017HTTP/1.1 268 OK
lleSfQOITDatE: Tue, 28 Nov 2817 20:44:12 GMT

Server: Apache-Coyote/1.1

11/28/2017Rccess-Control-Allow-Origin: * —
Accept-Ranges: bytes

llfzg"[EOlyETag: W AXOOCOUOOOOOO0OXe ™

11/28/2017Last-Modified: Wed, 15 Jun 2016 16:49:46 GM

Content-Type: text/html
11/'28./2017r-:r_-1. Lmmmtb.

11/28/2017 Tz AT ZETOWEDEPPSECOTITYaCOTT
11/28/2017 10:52:09.997 AM  zerowebappsecurity.com
11/28/2017 10:51:46.477 AM  zerowebappsecurity.com
11/28/2017 10:57:33.727 AM  zerowebappsecurity.com
11/28/2017 10:35:24.703 AM  zerowebappsecurity.com
11/28/2017 10:30:43.657 AM  zerowebappsecurity.com
11/28/2017 10:31:45.160 AM  zero.webappsecurity.com
11/28/2017 10:56:47.463 AM zerowebappsecurity.com
11/28/2017 10:51:44.327 AM  zerowebappsecurity.com

11/28/2017 10:57:38.600 AM  zerowebappsecurity.com
4

TUOCS RECEASE
fdocs/config/loa
fdocs/configfeng
fdocs/configfexe
fdocs/ssi-howto.
fmanager/html

fdocs/zetup.html
fdocs/funcspecs,
fdocs/RUNNING
fdocs/config/resc

O 00 00 00 ) 0 00 @0 g0 g

3. YUALSIE AEE L 9.
IR LA B IC74 RIR Rox 7 LT,

Ny¥ > 7 B ICDWT

IWDAA—JIE BT O Ry VB 2 LTWET,
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VIV A K
% 113 : Site Explorer

DRI K FvF /N B DEZT70—T 427 74 RN RvF 27§ 300 D0 Tant
Bl LTWE,

ME  FyF>ZT 35T
A—4"y YT O i

K—4" b YT O e
K=y hZYTH O &
Z—4"y hZ YT O 1)

K&—7"y b )TN D

27 a7y D

BEEoTIE URLY R, 3 IE 2 ED&T7Day 7o &4, Z7Day
FuvEEH T 2L R SN XDy Ty a—0 L4y B2E /L S £4,
VTV EB R TR A A7 ZA MUWIEE R 74 (RS N ET.

HH #E " 210

1. &7°%4 MV B 74 2 (D) & 27Vy oL &7,
HLOTAY RN &£E4., TLOXTDaAyT YR LW 4y R R s S 4. 3
L4 7D XA MLid. clone:<jt DX7DRA fL>]Ek DET,

2. (A7Y 2N LB TAY FUER7 ELT Ry > 7 LET . S OBTE M 7o—7 (>
I BH . BEURyF T A=01251%5 R LTS,

N7 4y i F IR O AR

KD hEvI Tl Site ExplorerTD A v b5 74y &% 5 TH OFAE J7 5 DO
L7,

A% w80 H HIH OPR R
AF oI S 95 PR . B $IH (Findings) ] X7 TR /R T& £

[ H 2 T8 (Findings) ] 712 D\ T

[ t: ¥ T8 (Findings) 1 4712 (& [ i % 18 (Findings) 17 Vv & B #L (Evidence) 17 Vv
WEEn &3 . [ 9 IH (Findings) 17 Yy Rizid . A% x> (ZFortify Weblnspectiz & 5T
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VIV A AN
% 113 : Site Explorer

B st AR IR S 4. BEHL(Evidence)]Z Uy Rzl ifE 55 £ v oA D3
AMKIN SN ET

[ 1t = 18 (Findings) 17 Uy R 0% € vy a3 1D HIB 4% L &3, 2 E21E.
B DoAY A PRIV T 4> 7 (XSSWE 591 BIFAE T 25 & 8D V& TH. €y 3l R
IR F Be, DX vy > TH L SNIRE E O/N—Y 3> OXSSH B OFF #l H3E 7~ Sh
79,

2E: Site Explorerss 2% v #45 #i 4 2 &£, 2D A% v Fortify Weblnspect® 720
A E 257 (7PK)4 %8 0fE B (Use Seven Pernicious Kingdoms (7PK) Taxonomy) |
T7Vr—y /R B WCHERL LES . COT77Vr— vk Tk s Sheig5s it %
JEFFAT OB SO 5 272010, TO0F E LR D H 22— FNIRIR CEET. ZOT
77— 2% 8 OFE Al I DWW TS . Fortify Weblnspect N L 7Dl 77 )7 —3 2238 5E
4 ] b w2 121 Micro Focus Fortify Weblnspect User Guidell 4% & L T {2 &

(R

% 5 IH (Findings) ] 2725l O 1> RoelLT7a—7 4> 7 LIz O, RyFx > 7 LT &Z
T IcOWT " To—F7 427 Fl. BEO Fox 7" XR—U 12515 B LTS

RN

fik I AT € 2 471

[z H 3 I8 (Findings) 17 Vv RiZi& « Web7'L+ > ZADE; 5 i o4k Y S 724 Jife 99 1k B
TAEMMA RN SN ET. R 30 MERR C&&T. fE MO0, 1M Dik
TN Bt X—=21231 %5 B L T2 80,

1 FH AT B8 25 IE IR D EBVTT

« H K& (Severity): i 55 14 OAH xF 1 25T Al (fik (low) A5 K (critical) £ ).

« 7 =v7ID (Check ID): & Dfifi 55 £ OF # #F =v -3 %, Fortify Weblnspect”'o—>"
DTS . 12821 F 292D 7421% . 7T —BN—AH—/ 3D L F5— Ayt—I I DNT T
FANUES

o ZHi(Name): ZJoAH A "RAZVZ7' T4 7 B S ShThwawalZ A > 7r— L%k E
5E O 55 M 1t 4 2Fortify Weblnspect”’ z—7",

« 15 BT (Location): VY —ANDRE J& /X 2 &£/8 5 4—4,

o /35 x—&% (Parameter Name): Jifi 55 7% /3 5 x— XD 4 i »

o NZ4—%H (Parameter Value): fiii 5§ % /3 7 4A—&ZH| 024 T o ffE .

o CWE: Jifi 55 1«2 B4 3 {1 581 7zCommon Weakness Enumeration:i# /3] T .
o AV vN(Method): X 5 (2ffi ] S FzHTTPEL SR XV vk,

fifa 55 14 DFn B O I~
i = IH (Findings) 17 Uy FICHE 55 P (2B 3 2aF 4l 238 7 9 2
. MHFEIE(Findings)]” Vo NCIEH %R L &7
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i 55 V£ O B 2 & Wa 55 PE B I 2aF AN SRR Al ba—icRoR S &g, [ESSMEO
#t B (Vulnerability Description) 112 (4 i 55 1% O 2 547 Bk B1E . 8JU0S R
B HER S ET.

[i% i =I5 (Findings) 17 U KTOD 7 )L 4L 21

% 55 18 (Findings) 17 Vv iR ox & 2120 | OF OF — K44 % 8 LU 700 KL FE
T 2IE M E OWebffe 55 270V LB TE £ T,

Webifg 55 1 % 7 0L KWL HE 4 21214

1. MR 7 2/Q) e 27L&,
2. [#7 3 YCATEGORY)]1 VX FC. 7L R%i8 F 3 2WebJifi §5 7 #3247 L £,

Findings Traffic Text Search

10 Results Findings 0: e 3
Seve n
Higl rowe
High TOWE
High rowE
High | & Web Vulnerability rowe
Often Misused: Login

Best Insecure Transport rowe
Bect Privacy Violation: Autocomplete \rowe
Best roWe
Best rowe
Best rowE
Best rowWe

% H 55 18 (Findings) 17 Uy RAVEE i St 38 4R L/-Webjii 35 ME o — 8 v 2 tH FH 18 /2
UG oah £7.

TOVEDEE AN DWTIE T2 L7 0L ZULHE" X—2 1411 5 18 LT 2 &80,

M FEIEOLZZE— |

% 4 2 TH (Findings) 17 Yy F238CSV (> ~X Y] V) 7 7A Ml T — K& T/ AR— T & &
T Z VYRR IE LT TIAR— T 37 —ZHARE SN ET. Kon STV RS U
JAR— RS TIZRAR— SN IH &7 Vo REFE CIEF TRR S Ed. T/RAR— b1z
F—RiE T VRN OF—KEF L&AV — MBSV 7OV KL S &5
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J2 21X F—REIOAL— M BRI Yy RN CHE KB [E K (Critical) ] T 7 v &L
L IGAT Ry — LA . CSV 77 Wi B K B 230 E K | OF H 2 I8 7210 4
EEn. T RGN — S &7 .

M HEIE AT/ AR— M 221

1. B FEIE(Findings) 17 Yy TA 27VvsL. CSVicTZAK— NExport to CSV) ] %
IR L ET,
B2 B %4F O TR A7 (Save As) ] 74> RUMRE R S £
2. [Z744 (Filename) ]| 74—V FIC 774V #N 1 L&
3. WRFE(Save)lx2VvrL &7,
7 7AW esvIL IR T AT ETIRAF S &9,

AE L DFR IR
Fortify Weblnspects3fifi 55 £ &4 Hi U777 % OaF #l 2K /R 9 51214
. B BEIE(Findings)]7 Vy NTIEH #8712 Vv oL £,
GE L (Evidence) 17 Uy PR IR S IR DI R AR IR S &7,
o Y—A(Source) - R L74% H FIH OURL A 1 L 9,
o Bl(Parent)-Y—RIZDL M2 OF =—>%—BERRNLET.

o N T A—ZXY B (Parameter Attack) -0 52 Zi i L. 2 2 252 132 /— RO R e—EH KR
L &9 (IR IR 34> 700 LR FR)

Findings Traffic Text Search

1 Results Evidence £
Relation Url
~ Source http:izerowebappsecurity.com:80/
Parent http:fzerowebappsecurity.com:80/
Parameter Affack http:ffzerowebappsecurity.com:80/

o S HT A I %2 (Reflected Attack) -7K &t 1 7% 70 A4 A NAZ VT T 4> 7 % & I 5 R I %
ONE§F M W2 757 %31 TR P Sh s & 8 LET. 20L& E A o—
NEfd N LI OB B OF T4,

FR UL E DA DA Ca— IR SN T, CIhb, Ly 2 TCfE H & 285 4—%&
ERINCEET . SFAICDODOTE "8 A—2Dff " X—1371 %25 18 L T2 &0,

e 55 PE & 7o 1d BB, S B ORI

EE #L (Evidence) 17 Vv KT [V—A(Source) ] vy av #IE IR 2 &, £ v avDfffi §5 %4
Gy DR TGS B T T OFF Al ea— Tl R o8 Sh 9.
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EE #L (Evidence)]Z7 Yy T PS5 A—KB B (Parameter Attack) ] %1% 4R 3~ 2 &, BB XL
F A& BEESR(REQUEST) JFEAN 2a—TCofi g £ 8 S &9,

REARICDLTIE, T v 2 DR A= 135) 25 R L T80,
IHHHTS R EE

"FH A EH L o7 Uy ROEEE" XR—2140

"R LT OV KL TR R— 141

"HZ R ICONT X—U144

N7 4y 7 DR 2

T 740 FCUE AF v STz XTOD Mo 74905 [F 749 9(Traffic) 17 Uy Rz
RN SN AF B ER DN ST719 0 R T&ET . RELVEEE DV —AD v 57490 %
RRBLIVIRBR T22L8T&EET. [M57192(Traffic)]17 Wy RN OF —KEM K . V/— M,
BIO TV KL TEET, FEAIICODOTE TR L7 L ZILHE " X—2 1411 25 B L
T L2 30y,

VY—=AD 7197 DR IR
HALYI—NDV—AD 574y 7R NTEET IHH D749 8RN § 512U
o YA MYV—TIHH 2I#R L &7
ZOIEH R T 29 XCD 5719008 [F571v/(Traffic)]7 Uy FICE R S £ 9.

ZIhB. [(M57492(Traffic)]7 Uy R T vy av i8R LT, 2O R L5 & 2L L 720,
B 4 2 b5 7490588 B L1200, ZONRGA—REFA R DT RENTEET. iF 4l 1D T
Ty a2 O fE" X—2135], " s 574907 —&D RYLE M X—2138], LU

("85 =20 JH" =137 1 85 1B L T 2 a0,

TLy RIS LYY 208

YA M V—TIVY—REZIEIR T2 SR THUTIIWDEINTLYRIFLV OB b T T4y
27 Vy RO EEICR IR SN ET .

::hﬁp:ﬁzer{:-.webappsecuriw.cu::m:ECl >l >resc-ur|:e5 >j5 >buc-f51'rap.min._'|5 x

N BDTL YR IFLYY2E TR ISLY ZIZ VA RSN TOBEIE DV —AD N5 74y
JDARETAVRLEE L TR IR L TWBIEER LTHWET,

— DTy RIS L) 7Dfth D B IC VARSI TOBFFE DVY—RAD 857490 % 7 4L R
ALEE 4 B0

o« TLyRITZLVYIN DIV —REIYIL ET

fo EZIE S B DA A—T 123K 78 0 T Bresources 7LD T RTD N7 490 53 78
¥ 2% 4 4. resources 57V /L £1.
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BIR LI VY —A 5 18 D7 Ly N7 Z 4 V> 2127 Y, Site ExplorerT 271y 74 vy a0
T SN TR LIV —RAD s 5749 7DHABE R SN ET,
TV RESE A CHI R T B
o« 7LYNIZLYVYIDRED K]1&27VvIL &7
TV yRIILV IHRHIBR S, N IT74v 02y DT OV LB S e D ET
CHHHTS R EIn
"ty 2O fE" X—135
"NST 49T —RD RYLK 7N X— 138
"N A=LRDfE " N—2137
"THEAMEE A"

7% A MR R Off H

7% 2 M& ‘&K (Text Search) ] 27 Cld . JE B DT F A MA=AR Y MM R T&ET. FFAN
¥ % (Text Search) ] X7°2id . [7+ A M& & (Text Search) 17 Vv b, [N Z71v2(Traffic) |
70y k, BIE ~77+1v2(Related Traffic) 17 Vv k. & £0° B 1E 7+ 2 MRelated Text) ] 7
Dy RDE FH &7,

Bl WTWBAF v T [7F A M& R (Text Search) ] 272 ¥] » T 7 7k A ¥ % &, Site Explorer
WESOTHMR AT v/ AOME R St [7F X M#E &K (Text Search) |7 Uy FIZK IR S 9,
MEA VT v A& THFAMR, DOmolzh A by 7F A MDEA7(FE T ALy T AV My
) BLUILGZE DIEHE 2 7F A MIE g &7

7 ¥ A ME R 5
W DF I, [FFA MEZE (TextSearch)]7 Uy FO&L ] T4

7| B

i A IDOrigin | ik, 7F A MR PICH, Dotz 8574908 v 3> D A DID T

ID) T EAIDEEFED NI T74908 9 DETRTDTF A e v—7
256 2. TFAMA=ARy b Do oI 7 T NG 2 285 &
WAE R T,

#—/3(Server) i, IS E EIE[E LIZRA MER— T

24 7(Type) ik, axv bk &\ AV, 74—4, FormAction. HeaderLine.
HeaderValue. StatusCode % EDJi & D XA 7T,

7 F A NText) NI ECE FNE2EFEOTFANCT,
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VIV A AN
% 112 : Site Explorer

[ & 2 M& & (Text Search) 17 Vv FT D &

M} 22 E7 OV ZULBEY X—2 141 T Bl SN TL A E . I R"E 2. 70OV KL B 2hn 2
C. %2 MR (Text Search) 17 Vv FiZid [Z17(Type)174—)v FHH & S T 20
T BN B EAFEDEATOTFAMIEE T&ET .

(%4 7(Type)] 74— &M 4 21214

1. MR T 27%F A ZavAFilter) ] 74—V FIC AN ST L&
2. [BA47(Type) ] a7/ K YA MrE KRR T 27 F A MDA 7 #IER L 7,
BRR&ER GBI LKA TOTHFRMNIRE ST £7.

7 ¥ A MR R TOMGZ O AE

7% 2 M& K (Text Search) ] 7 Vy R TT ¥ A PA=ANy b2IE N § 36, I8N LGB DT+
A RA=ARy I [7F A NTEXT)JFEAN oK R S &7,

XE [F¥ X MEZE (TextSearch)]7 Uy D& AT DF 7x 7F A M. 4047 Wil B sh &
T, 7TFAMTOT CH IR S (L)BERR SN THBGEIE. 7F 2 bOIT H H401T %
BATBO. R ODITBR R ENTOLEOWIEER LET. e LTFAML. FFXA
(TEXT) 54l ca—CE R C&ET.
1ODIG B EZHDTFA ARy MY FNBGEBDHVET. AR, 1DDFF A A=
Ry MIZ DI B HIE T BIGENDHNET . TF AR Do ol ¥ Dt v 2 DE R
& 1206, EER(REQUEST)]6 &8 i & (RESPONSE) JF¥ 4l b2a—Ic R m Sh &
ED

[ L7 A PAZARy b8 O DR B 2R 78 T 2121

1. %A MRZE (TextSearch) |7 Vy N DT> MIEXT WY IL T,
[N>74v(Traffic) 17 Uy FH3BE & IS B WX ZDTF A A=Ay M &N 2T XTDLy
Y avDYA MR IR SN &7
2. [F5749(Traffic)]17 Yy T vy 2o IR L &9,
T 74 hCIE L BR U5 E A HTTPIFEAN ba—Ic R R s &4,
3. (A7'v ) P57 (BROWSER) FE4ll b2a—Tt vy v 5% R §212d. P54
(BROWSER) 1% 2 Vv2L 7.

t vy OB ST 19 IDR IR
[b574v(Traffic) 17 Vy KT vy s> DB E N 5749 05K IR CTEET,
vy O 74y ER IR T B
o [F5749X(Traffic) 17 VR TL vy av K877 Yy oL £7,
Bdi# 571 v/(Related Traffic) 17 Vv FE IR SN &9 Bl 8574908 v avhME

A RE LGB B OUR MYy LTy 2060 HTTPIFEEA Ca—8 &0 ov
(Browser) J5E 4l L2—% K /m T& LT,
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Y=V HA RN
% 113 : Site Explorer

[bZ7 1w 2(Traffic) 17 Vo IR 2i2id:
[r>74v2(Traffic) 1 B &1 ML AA—%2YysL &5,
(57 4y 2(Traffic) 17 Uy RBE IR S, §XTD bS5 74970 K IR SN ET .
FEAN W ODWTIE . TR A T 7 o2 7 Uy ROEEAE" X—21401 #Z 18 L T2 S0,

vy OB E 7 ¥ A MDEK IR

B4 i# r>71v/(Related Traffic) 17 Uy k6, Ly s OB 75 A MR IR TEET.

B8 i# 7+ 2 NRelated Text) 17 Uy NiZid IR Lizt vy avOIL % TR Dofc 7F A bO
VA MR R S &9, BHiE 7+ 2 NRelated Text)]7 Uy R Tld. =2 T EIZ T ¥ X bD X

A7 DR SN ET
vy O 7 ¥ 2 MR IR T B!
BiE +>741v/(Related Traffic) 17 Vo KT, Ly av&#X 7V 7Yy L &

B4 i 7+ 2 MRelated Text)]7 Uy KR S &9 . COZ Yy PN OFEHRIE FFA b
2% (Text Search) ] 7 Yy NIl T &9 48, /R SN 27FANEH FIEIR Lty a

YDEDDAIZK DET

»E: B 7+ % NRelated Text)]7 Uy KO AT DFE 78 7F A ME . 4047 (2] IR sh &
T TFAMTOTR CEMR S (L)PRR SN THBGE & 7F A MNDIT H #4017 %
MATB. R 0DIT R R SN TOAWIEER LET. R L TFAMNE. FFAN
(TEXT)JF¥ 4l La—TR R TEET

THOTRTOFF R MNMERTBG:

B 7+ X MRelated Text)]17 Yy T 47 2270w 2L £
A MNTEXT)JFEA E2—IC58 & B T F A MR R S E7,

B 3i# ~>71v2(Related Traffic)]7 Uy NIZJR BI2id:
B # +>7+¢v2(Related Traffic) 19 B %1 bLA—%2YyoL &7,
B iE ~>71v/(Related Traffic) 17 Uy PR 78 S &9,
AR OWTIE T A e o127 Dy ROEEAE" X—2 1401 25 B L T2 &80,

CHE56H TSR Ean
"N T4y IDER R XN—2 132
"NIT 4w T —RD FYLK M X—138

Y vy a2 DOEAE
AF x> DIFTA9I 7 7ANVER IR SN TV BT —REASH 232 LE T&EH AL 12721, Site
ExplorerT r 774y /7 —X&FH 2 LT AF v e F A LI-R i 2 & 0% PR 5 2280

TEEY.
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Y=V H AN
% 113 : Site Explorer

HTTP:E 41 O 7~

ol DER YGZ L. HTTP 24 ba—TH 32N TEF T, COP2—Id. IFEALE
DI VR TIEIR SN 3L ve DT 740 hEa—TF, 72770 B OB 4l La— K R S T
WBEXIZ, ZORDNCER UG E 4K R~ T 2541k, HTTPIE 4l ca—ict] W& 2 #
9,

HTTPIEE4 ba—Tt vy v 4K~ § 3121

1. 7Yy RTEvr a8 L &7,
2. HTTPl%#2VvsL &9,
HTTP 4 2—23f &, BN Lict v s OFE R U5 ZE 08K R S 7.,

7% 2 bOHr ik L

[E 5k (Request) JFF 4l b2—%° i & (Response) [ 4l Ea—7% EDFEAN E2—Tld. 7F A
MT MR LE K R7a— A= LAWTIE > 7o VAR TER LW IR H N &

7. Bfr vk L(Word Wrap) 1&% & %1 ] L T7F A b&FT DR 13, /K F 27— 13—
Fm SN ¥ A. B V& L(Word Wrap) 13 & 3 3E 4l La—C LI E CE& 26D TH Y, +
RTOFEAN Ca—Zxf 27 0— VAR ETEDVEEA. B ViR L(Word Wrap) J5% &
. 2K E 7 AWVCEE Al C2a—Z AR 1E S IR Bl 770 — av &5 {&&x2 205
4 La—0DFT 74V MEE £ DET,

7 ¥R Mt ViR S

o #tHll Ea—%4 ZVvr L. BT MR L(Word Wrap) 1 3% 4R L £
ROTFZMT B DR S, K ZA7a—u =0 e DET S

N— Y hT a— RN FZ DT a—F

FI7HN I BER USE CETH L F A=y by a—F 4 M s Tw 5.
FLR FEIGE DT F A MI%3BR%40L ED/A—t Y by a— N FERNH BG5S E. 256
DL F %7 3—FLTC. TFAMEGART T BIENTEET BER FE BB DL F &7
I— RT3 BN LIty DT XRTOF Loy av béF oy avDER F3)5E 7
I—PFSN ET. N ADLFENT I— RSN IR BB IR 1o 2DIE . A% v DB LT B
PUTT. AF v CCHER <& 7740 MNOFE R AIE R &, T & 7 U8 —
Ly hTya—RN3IN £7,

N—t >y Ty a— N F %7 32— KT BI2id:

o D5%&(RESPONSE)] 47 #1213 EER(REQUEST)] 47N ¢4 7Vv2L T URLF a—
M(URL Decode) ] #1# 1 L £ 7,

N—L Y PV RFLFEPD. i ART VO TF AN SN £7,

'S+ (Browser) ] TD ¥ vy 2> D 7R

274 (Browser) J£ 4l L2a—T vy av R /R LT YA MY DEZT M 749 0hFEE L
JeEHERR T& &7,
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Y=V HA RN
% 113 : Site Explorer

"5+ (Browser) ] Tt v 3> 2R /8 § BI21d:
1. 7V RTevy av N L LT,
2. P’'57%(BROWSER)]%#7Vvy/L &9,
"2 (Browser) J5F 4l o—230 &, IR Lict vy oK IR S &7

45 a>7 >y DRE B

VTV ETELE(FE R BT 28 3= FOBAR—R, M IT v—A—. TAV b BLUT
2y /X Y] 05t 5 2 B S, 7oA VA RN S 0ES . LeL IO EE Tk, av 7>
YN EoTE AW WEDIC NET . BE A (Beautify) 158 € #10 FH hids T4 sh
Je7 ¥ ANERER C& &7 . BEL(Beautify) J3% € Al Loa—C LR E TE2LDTH

Dy TRTOFM La—Zxf 27 0— VAR E TEdVETA. BE1L(Beautify) 5% &
& 2= E 7 7OVICEEA Ca—C SR 1E S0 KBl 7707 — av 5B (L &2 720D
A e2a—0O7 7 ME ELTEH s £

4G SN fca>yr7r RN 4 2120

o if#ll E2—TH 7Yyl BE4L(Beautify) ] #iZ R L £7.
JE&E StLtfzar 7Y hRERH S it AR T B 0Ed,

AE —HDTFANIEN TEL VDT, COAT Y DR R EN WIS LHVZE
ER

CHELHTE R Fan

"NTA—ZDMF " R

/85 A—RDF F

No74v 0ty s T SN BRIA—RDEA 7, ZHi« BIOME 2R/~ T&ET. X5

A—%5f #fl (Parameters Detail) | E2—i2id o714y 7t vy s> TEH s 27 9% —& 721k

STV TR TUIDDL I—REF LT Yy RBRERIR SN E&T. [/ UATA—23MEH sh T
WRTNTD N FT74yI/L A—RERINTBIELTEET,

INFGA—RIZDNT

INFGA—RIZIE IR DTN AR E TEET,

o« IyF—T—X

o HTTPE 3K DURLD—# &L TIEAE SN B( & 7213 5] DN VR E & 2) 2 UL 75

o Post XYy R#EEH L TE(E S 27 —X(set_<parametername>7; &)
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VIV A AN
% 1125 : Site Explorer

INT A= XA DR IR
oy DT A—RDEA 2K~ T B2
1. MOWTNEFEITLET,

B #L (Evidence) . [hZ771v(Traffic)]. B iE ~57+v2(Related Traffic)]. [
* 2 M& & (Text Search) . &7z B 7+ 2 MRelated Text) |7 Yy N T £ v 3~

IR L ET .
% ! = 18 (Findings) 17 Uy T vy av %3847 L. HTTP1&X7 %2yl £5,

2. ¥ Ax—X(Parameters) =27 Uy/L £
BN Lok vy s T ST BRI A—ZREK IR Sz P35 4—K(Parameters) ]+ A
Ea—H &£,

AE A E2—DLA 7T NEEIE 35 A—K(Parameters)]7 Vo FICIZ L 2 L &€ Ao

[k =719 2(Traffic) 17 )y BAND /35 A— %] DB N

(b7 49 )(Traffic) 17 Yy RiZH| 1B N LT D35 A4—X(Parameters) JFf 4l La—ic— & 12
SN TVWBNRIA—RERINTEET. [bF7192(Traffic)]17 Uy Nz 2 607 — %51 %18 I
LTBLE 7—o7no—~vroaffi ] LThw3EEIC, Lyy av TIRE NI A=K H LT,
DEDLILHH TT7VTr—y avmbsnl 77 hS TOdnad [l + 20 B 53 d 235 5 12

R T3,
fz&Z1E+ JSESSIONID /8 7 4—RDfE #FK 78 LTHK L vy s> TOZOME %3 X, £2T2

DIl 254k LT 2050 22 ’C%i@“ JSESSIONID /8 5 x—&D%I| %, Zh 2 BE 3 2
%set JSESSIONID &— 45 WCIB N LTl LTWBRECAER T IENTEET,

INTA—=RODFH| BN T 2L
1. ST A—K(Parameters) [7£ 4l 7 VR T. NI A=KXDIT %4 7Uv7L &7
2. B OfERR...(Build Columns...) ] ZE R L £
AE RN LI AT A—RDH] LA T B N LIz 2end 235 4 Bl OFF i (Build
Columns) ] A7y a3l T& &t A,
INTGA=REL DY M RN TA—LE &5 E T 2 AV v ROF (4 3 25 6 ) et [bo74y
2(Traffic)]7 Yy RICIB IN Sh 4. I FBOWJ S Iﬁﬂ" D2 * «4/0)7—‘51/\—‘7\ K BT I

BINSN £4. N ADF LI 7V RRE A=2a— 2B &N £3. 7 Uy FiX E A=2—%
i LT, Ba—i2 #iB jmwmﬁlwf Lt@’(%i@“ r"zfﬂ@EJJH/FJJB?"’\*‘/123J’E%

HR LT,

NST49 7T —RD RYLX 7>

[|\574\y7(Traffic)]ﬂ7“62li\ [FZ71vX(Traffic) 17 Vv . B iE +Z7+4v7(Related
Traffic)]7 Vo k. 84 B 7+ 2 NRelated Text) |7 Vy k™ g &4 . [NF74v7
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V=W AA R
% 113 : Site Explorer

(Traffic) 17 Vy RTIEHA MY V= DV —AD s 57492 %5F£ % TE&. FILK7 LT BY i
h>71v2(Related Traffic)]1 7 Vy R Tt vy s> DRI 574904 F R TEET. ZIh 6.
tuy DIGE TH Dhofe7F A 1 B i# 7+ A MRelated Text) ] 7 Uy NICR /R TE &
ER

B b7 497 &l ] s

BiE 571 v2(Related Traffic) 17 Uy RIZIZ IR O R AR S &7
o V—A(Source)-IE I L2V —ADURLZ# G L £
o Hl(Parent)-V—RAXZ DLW ZH DF =—> o —BERKRLLT.

o /ST A=RY B (Parameter Attack) -2 B8 5 0l L. 2 B 4% 5/ —FO N Ic— B R R
LET (KR T 2700 1)

Findings Traffic Text Search

::hﬂpjfmm.webappgecuriw.cnm:ﬂﬂ :}I >fan1Tm| x >

b Related Traffic
§ Relation Request Start
E  Source 11/28/2017 10:43:54 zerowebappse
~ Parent 11/28/2017 10:31:24  zerowebappse
= Parent 11/28/2017 10:30:4C zerowebappse
Parent 11/28/2017 10:29:23 zerowebappse
Parameter Aftack 11/28/2017 10:50:25 zerowebappse

o J U I % (Reflected Attack) -7k %t 1] 2 70 A9 A A2 VT T 4> 7 % &0 J S T T 8
OWe 591 (o757 3L TR0 i H an G & #3 LET. 205 E & A( o—
Nadd N L7cos O E OF T

VY)—ZAD NST7497DF N

YA MV—H DV —AD 7749 7%FR RN TEETIHH D bF7190%FK N T BIUE:

o YA M/Y—TIHH &R L &7
ZOIHH AR T 29 XTD M F 7149708 [FF 7149 2(Traffic) 17 Uy FICK IR Sh &7,

t vy O ST 497D IR
[+ 5749 2(Traffic)]17 Vo R Cr vy av D 5749 058K R C&ET,
Yoy O ST 1908 R IR T B
o [bF74yX(Traffic) 17 Vo N TL vy 22X 70N 7YoL &7,
Bii# 57 1v2(Related Traffic) ] 7 Yy FHK IR S &5 . Bl bF7 490 v a3l

AR LG & FHOYVA NIV T, 2060 HTTPIF Al Ea—8 LU 'ovy
(Browser) Jif 4l La—%K /xR TEE T,
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VIV A AN
% 113 : Site Explorer

[bZ7 1w 2(Traffic) 17 Vo IR 2i2id:
o [FF74vX(Traffic) i H X1 ML AA—%27Uy 7L ET,
[F574v2(Traffic)]17 Vo FAE IR S, TXTD bS5 749705F 8 Sh &7,
SEAI I OWTIE T & H o7 Uy FOEAE" R 185 B L TS0,

vy 3O E 75 A MR IR~

B4 i# r>71v/(Related Traffic) 17 Uy k6, Ly s OB 75 A MR IR TEET.

B8 i# 7+ 2 NRelated Text) 17 Uy NiZid IR Lizt vy avOIL % TR Dofc 7F A bO
DA MR IR SN ¢, BIE 7% 2 NRelated Text)] 7 Yy RTCIk. = NIZ EIZTF A MD XK
A7 DR SN ET
vy D 77X A MERIR T B0
o [B§IE +>71v2(Related Traffic) 17 Vo R T, Ly av X707 Vvo L £9,

Bi:E 7+ 2 MRelated Text) ] 7 Vy FHR IR S Ed. COF Yy RN DIERIE TF AN
1 % (Text Search) ] 7 Yy NI T &35, KR SN 27 FANEH JIER Lzt v a
CDEDDAI L VET S

& [ 7+ 2 NRelated Text) 17 Vy FOZ 1T DFR 7~ 7+ A M 4017 (2 R s £
T TFAMTOTR CEMR S (L)PRR SN THBGE & 7F A MNDIT H #4017 %
MATB. R 0DIT R R SN TOAWIEER LET. R L TFAMNE. FFAN
(TEXT)JFFAl L2a—TK RN TEE T,
ITHODFRTDT* R ME R T BI1:
. [ 7+ 2 NRelated Text) 17 Uy FC. T 22Uy &7,
A MNTEXT)JFEA E2—IC58 & B T F A MR R S E7,
B 3i# ~>71v2(Related Traffic)]7 Uy NIZJR BI2id:
. [ r>71v2(Related Traffic) 15 E X1 ML AA—% 27Uy oL £5,
BHi# 571 v/(Related Traffic)]17 Vv F73E /R S £9,
FEAR W OWTIE T A e o2 7 Vo FOEAE" R 1 &SR L T2 &0,
IHHHTS R Ean
"TEAMER OM A" X—2133
"NST 4y DR XN—132

FE A E 7 o127 Uy ROEAF
TNy RTF—RERYWK TG BE, FE H XA MU= Wi a7 Vool &4, 7 Uy

FF—ZOE O # FULK 7> BE, T H XA MU= 1 Z ZIRE TH LWL 7 Yy R
B ODZ Uy NIZE £ >THWEET IROW L. Fli A FE & 5723007 VyRER LTWHWET,
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V=IWHA R
% 113 : Site Explorer

Traffic »
Related Traffic ~~

>
=
E

HAH % ofc 7 Vy ROR IR E T

4 DOF O E D7 Vy RER IR T 5121 ZO7 Uy R EICE £ >TWATRTDT Yy R %
B LET. 1. BAE LT RTOZ Yy NE—F Il LA32E8TEET,

& 2 VO OFFE D7 Yy RER R~ T 2121

o BINT BT VYRDARA ML=y T,
BIRTEZVyRO L AT RN T2TXTOZ Yy A L £,

T A HE 20 o2 FTXTDZ Yy &M U 21214:

o LEUiDT VyRDRA M=% 27Uy 7L £9,
TEAE o2 FTXTOZ Yy RHE C &7,

b5 TSR JFan

"Z Uy RE2—DARARTA A" X— 122

MR &7 KL

Ny RE2—B LT EAEDIE 7 Yy RE2—IlR R SN BT —RXEM R T& &7, 7 Uy Iz
KR SN BH| 7T —R&)— LIz 0. 7OV LIc NG B T&ET TIO/T AT AR v %
KRLTWBGE S E. BITHORF vV TCIATT—REME . 7OVRUH , 8L Y— T
EET. MR I7TVDIE R DT M ZE 10O T" XN—=U144 125 IR L TS0,

Ty RE 2— DK &
Z )y RICE R SN B1H| OF — RGN D) OF — R4 K T&ET. 7 VyNICR R Sh
BT —RENE R T BT

1. BB 714 2(Q) %7092 27,

2. WE(Search) ] 74— Nz FI B (AXN—AL L) HE T BLUBR T 2H 2N/
L7,

#:

Status='404 Not Found'
ResponseStart>'9/4/2015 9:08:52.242 AM'
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Y=V HA RN
% 113 : Site Explorer

Status~'3[0-9][0-9].*"

3. (A7 NE B DI 8 R § 21k <AR—ANA—> 5 LT, Jji| DF] 44 (AR—R%
L) EHE T 8LUMR T 2H AN T LaT . WHS b2 K . ANDIZR &L

THRVET BHCIRE SN BREEF 25 CLI—FEURR RSN ET. MR T
BEFNICONT, COFE 248 ik L4,

il
Method=GET Status~'3[0-9][0-9].*"

4. <Enter>*—%4f ¥, Qz vyl 17,
ERERAFRH LTIV ER R T3 TEET. Al >LTE. M2 iweonT

"AN—U144) B R L TE S,
7V RE2—TOMR R

Ejﬁ(RequeSt)]ﬂTfO [ii; % (Response) | 87 7% EDIE 7 Ny RE2a—T7T —REM K T& &
To X7 TRE T 21

1. 7 Uy Rl OF — KT £IEIR L £,

R Uo7 — 2D 4l 3. [ KR (Request) ] 27 % [ii: & (Response) ] £77% £ OB 1
et fz27 R R S &9,

2. MR THEELTHE 74—V AN 1 L&ET

3. (A7 2N RFM CIEHR K I 32101k, RegEX]F =v /R v/ ZA£IER L &
T HA I OLTE. TR ZE e o0 X—21441 25 B8 L TS0,

4. <Enter>x—% L 7.

MEDIYT

MRZMEIV7T BB TA2>D K]1E7V9oL £9.
JVyRTDY— b

7 Uy R OfF B O] TY— M 2121

e IR LEZYYILET,

7 1)y R D 7 4)L ZAL B

7 Uy RN D1DLL | DOF| %7 0L L 4 2121

1. SR H LDOYE 27Uy IL &9,
IR LOTF 70V RS FE IR SN E7 .
2. Daovxfiltern)] 74— Bz 74 g EN T L ETS

TZOVERNE N AT av O FE T (51 <s >=+ <=+ 1=~y =)D Tinds Thoting. &7204
Mregex] DWT N MO HL & ZDR it SCF | TR S &9, fPHIH 5 (. .)
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Y=V HA RN
% 113 : Site Explorer

&\ 2200 FH O e H2OTH A T3 . sEdl e LT Mz L weo>ua o
N—v 1 &5 LTS,

i :

443

'400 Bad Request’

30%*

'9/3/2015 10:53:08.000 AM'..'9/3/2015 10:53:12.089 AM'
in(200,300) notin(400,500)

AEFELWE)EFE T HREERE2S OV CIEEC 700 2EHH La v &
DHNET .

REATCOWTIEL T Uy R O 7 00 AL EL D)L—L" 15 I LT 280,

3. <Enter>F—%4 L £,
ANB &R DTOTT VYR OF =28 7 OV KL H S 4. 70V KL Sh /-
IR B LO7AavnT 2 b Ed,

4. BN OF) 27OV KULEE § BTk K H TAT v71-3%4E IR L&,

TV RN D7 4L KL D)—)v
TV RN O 70OV KL 121E . IR DIL—)V 58 F & 9,

o JATIWIRAEIRTE TEALBEIEHVEEA. FFE DI TTONREHE T 2DT, 74—V K
LIS BRI (R E S £,

o [ovAfilter)] 74—V FCEMBREE 1 2 & &9 sFANC DL, T2 0
o e7 oV 5" A= 1461 #5 B L T2 S0,

o [Zov&(filter)] 74— MIEHFE T 274V RA— R 4E E S a W & . 70L&l
field:*string* D X Dl contains | A) ICA R S &9 MR 235 FHHFF CTHl Enh T 3
6. 70V R field: "*string* I SN E T,

fz&z . [R7—XA(Status) 151 D7 1)L KL F 41| 404 Not FoundidStatus: ' *404%"
Status:'*Not*' Status:'*Found*' I ZE i s, A7—&XAnM404]. [Notl. /-1
[Found] #& &3 XNTDL vy s R IR SN &, 70V KL FE D& B 121k, 302
Found]. 404 Not Found]. & &£UfT405 Method Not Allowed ] % ED A T— R AHNE
In v,

[ 27 —&A(Status) 151 D7 1)L XL F %1 '404 Not Found'ldStatus:'*404 Not
Found*' (IZZZ & &t 1404 Not Found | 4% ATERAT—XRERF DT NTD L vy avH
TR INET,
o 7AVET4— VNG BH OB R 70V 25 AR—ATIX Y] > TR E C& &,
o HATURZ| 74— FOZ v ig B— 5| () &72id = 8 5] FIRF (") T o Z A D
N7,
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Y=V HA RN
% 113 : Site Explorer

TN ARSIz E2—D 7))
7V RN D1DLL EOH| TT7v RSN f-Ea—% 7073 B12l:
1. 7OV B S 7B RO LDy 220y 9
MR AAVHH R LOT KRR Sh 7.
2. [ZY7(Clear)]#2VvrL &7,

FIN OF —RiE 70V L S e e DTS

3. IBINODH D74V EREZVT T BT 7OVRULE S 128 T8I AT w71 82 %4k ViR L
3

R I DN T

CDREYITUE 7 Uy FEFO X7 TOM R AT A S 23X O L E R ICOLTH B L &
ER

MR 7T VDH AT 5

MR 7TVOREARTE L ERDEBEHTT .

<PropertyName><QOperator><SearchValue>

7 Uy Nk 2k R+ 285 4 . PropertyNameld & (o & » 251 4 ¢4 . BER
(Request) ] 7% [Ii; & (Response) | #7'7% ED X7 THi & ¥ 235 £ « PropertyName (&
74—V N7 a8 7 144 (TRequest] *°T Response ] %4 £) T 1.

7 Yy RD1ODF ] 518 K 4 215 4 & . PropertyName #4 g L 9. CDOXA 7D R D
EREKDEBITT,

<Operator><SearchValue>

R CIE 3R B (RegExp)iE 3 2l 3 2121 iR DIE X 2 L &9
<PropertyName> RegExp('[RegexSearchValue]','[RegexFlags]’)

IR R B O H OFF AT DL TE TIE R R B O A" A—21481 #Z ] L T2 &0,
Bghn sy

Wik LT 28 00T T —R0B Ol % 7T VEFEIT CEEd. Halin s e
WDEIRELDTT,

Method=GET
Scan.CheckId=6

OyouTube TR 2.
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https://www.youtube.com/watch?v=R09n59YJSbc
https://www.youtube.com/watch?v=R09n59YJSbc

Y=V HA RN
% 113 : Site Explorer

AR—AI F EIEIF R L F 285 T — 20K &R

MR T 20TV ARN—AL PR LT R D285 5 d av 7y Y& — 5 FFF() %
Jeldk — #H g A7 (") TP & £ 9.

Status='404 Not Found'
Path="/signin.html’

OlYouTube TR 3.

S #7AV - Rl A S b T T& T,
ResponseStart:*'7/8/2015 4:22:'*

BHHOR 2 H LR R

10O R AR CHBOR 25 08N TEET FREAXN—ATHE L&,
Path="/banklogin.asp' Method=GET

OlYouTube TR 3.

A C74— IV FBE R R S Tw a5 A 1. TORIA wa nd.
Path="/banklogin.asp' Path='/loginl.asp'

COF R Tld .+ Paths3 /banklogin.asp) &7zi& T /login1.aspl TH 24 X TDL a— FAR &
nEd.

RB N &n 2 D7 4—)1 Rk TANDIR LT bh £7.
Path="/banklogin.asp' Path='/loginl.asp' Method=POST

CO¥: &R Tld+ Path#3 /banklogin.asp] &7z1xlogin1.aspl T& 9. A >Method# [ POST |
THDHTXTOL I—RHBIR SN 7,

AND/ORIEZE D4 N DOf| 2R 1/~ L ET .
Method=POST Scan.Engine:Sql* Scan.Engine:Cross*

ZO R Tl « Method#TPOST] TH Y. »DScan.Engine DIl D4 Bi 3 Sqll & 7214
[Cross] THBTRNTDL I—FHIR SN &7,

youTube¢H, 3.
Null 7 —&D% &

Null (B)T> MEE &7 —REM R T3 =HE T 2 L. 20 122>0— & 5| [
FMENTTLET,

ParameterValue=""
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https://www.youtube.com/watch?v=PyyrzqbVErE
https://www.youtube.com/watch?v=PyyrzqbVErE
https://www.youtube.com/watch?v=r1oojZocMcQ
https://www.youtube.com/watch?v=r1oojZocMcQ
https://www.youtube.com/watch?v=uD0dElCUfc4
https://www.youtube.com/watch?v=uD0dElCUfc4

Y=V HA RN
% 113 : Site Explorer

K552 OF znull ()T IS ENTW BT —RE 7OV KL 4 2iid . Bl 741K
(column filter) ] 74—V FT={H B F 2 ] L. D% 102o0—HS| HAF (2N 1 L&
ER

OlvouTube TR 2.
MR /7z)TOF L O H

AN—AET CH| 4 12l 74—V PE TR T2 6 IR 72 UTIE 2D AX—RIEHI B
L&d. 72&20E. 7Yy RO Response End 1%l 28 R 4 212l IO R 2 L &9,

ResponseEnd="'7/8/2015 4:22:52 PM'

ERREOMEH

MR ARV e T el IEHRBFEE 7T C)efi ] L MR CIEHRERI 25 02
CENTEES .

Response~'[0-9].*="'

OyouTube TR 2.
IEM KRB CEER T22L8TEET,

Response RegExp('[©-9].*="','i")

IER R O OFFAH DL TE TIE R R O A" A—1481#Z B L TS0,

MR T L7 0L K H T

WORIEHREBL 7oV B T2 H T B DOTEH LT &9, 4
D% ¢fii il S 2PropertyNameld. 7 Vo N R § 25 5 5 4 . X7 &R T35 5
74—V N7 08T 44 T o FNWCH 5 70V X%l [ 4 285 & &« Bl 74L Z(column
filter) ] 74—V RIC 74—V RIZ' 08 7 44 %8 75 W T2 &S0,

HE
¥ B %
= MR LTS T 2LDDA  PropertyName=asdf
R R
> MZERBME E-EHAT L0k &7 —&  PropertyName>123
R R

>= MR BUE L1213 H AT &£ 0K &0nsk PropertyName>=123
LLF—REM &

< WeREAE £12 3 H AT £ O/ 87 —&  PropertyName<123
R
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https://www.youtube.com/watch?v=hnVX6SVDxZI
https://www.youtube.com/watch?v=hnVX6SVDxZI
https://www.youtube.com/watch?v=l_ENxbRGiBY
https://www.youtube.com/watch?v=l_ENxbRGiBY

V=W AA R
% 113 : Site Explorer

notin

at B

MR 7203 H A & 0N Suh
LT —R%H &

R LT F) &5 LT —RER R

T RA—NEHH L TR L5
LR T 2LDDE R R (&R
Tl R LT N LT %X AT 3)

R L FHNEARN—REE K v 2
(D E EN TV A& H—5 A
&l —EG| HG CH & £7.

E L7-fE O PH A OF — R R

IERH R 2EH LR LT 51 O
R

1E B3R B O B OFF A (2 DT
MEH R DM " IR OR—y ] %5
fE LT 2,

Gl TP gn oM R — T 58
DR (B DE 2R $ 5121,
#v =X ) DD YA aFE I TH ©)

OYouTube TR 2.

F5 9K CHH &N o R Al LA D RT
AR (O 2R A 3 2121k, A
VXA DD YA MR IR TR &)

YouTube TR 2.

Micro Focus Fortify Weblnspect (22.1.0)

(!

PropertyName<=123

PropertyName!=asdf

PropertyName:asdf (58 &= — & &R)

PropertyName: *asdf (}& & 3 F % T
Kb 27— RERR)

PropertyName: *asdf* (# & 3 77| %
TOT—REMR)

PropertyName:asdf* (f& & X 7% T
U 27 —REMR)

PropertyName:'7/15/2015 5:00
PM'.."'7/15/2015 5:15 PM'

PropertyName~'sea[a-z]ches'

PropertyName in(123,456) /2l
PropertyName in(abc,def)

Port in(80,443) (A — b2380 /214
443D FTXTDL vy 3 4 R)

Method in(GET) (TGET1 A v K %fd
3 33NTDE vy a8 EK)

PropertyName notin(123,456) 7zl
PropertyName notin(abc,def)

Port notin(8@,443) (F— 2380 &7
$443DFTRXTDt v 3> %k HH)

Method notin(GET) (TGETJ AV v K%
423 XTDE vy 3% 4h)
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https://www.youtube.com/watch?v=zNhSP1Kk8Po
https://www.youtube.com/watch?v=zNhSP1Kk8Po
https://www.youtube.com/watch?v=OBWLO51FyeQ
https://www.youtube.com/watch?v=OBWLO51FyeQ

Y=V HA RN
% 113 : Site Explorer

1E R % ] off H

FUROVEE T #EHR R CHH 328, FLRDE M CH2EDH, 45 OIF #H % B %
R LTHZE SN &7 . SHCHEHE 21E 51 R 5 (RegEXp)iE L #1E i ¢ 2260 T&£7,
MR TC&EBNT49 L FH 7 a7 4

EREXERZEH LCAERD NS 7497 L FH 7 a7 48UE . X 75 &2 H )%
MECTEET. hild. (N7 19X(Traffic)]17 Uy Fea—0% & 74 28 5 2 V94 2
B R IR SN BT RTRTHE g &4,

TERAMRRE LT A 70T 4

EFHEEHRZEALT 7FAMR LT 707452 R TCEET. TFAMIR LT
B 7 a7 AUIIR DEDHE 1 £7,

« Server

o Text
o Type

FK(T)EE T O

FWVRNEE T #EH 7256 BN GIRDOEINZ L DES .
<PropertyName>"RegexPattern’

—HG R &G ES AT A TEET.

il

KD, E R vXH DORefereriZindex.jsp 7 71 VAR € SN T bt vy D YR b
BRLETS

Request~"'Referer:\\s.+/index\\.jsp"'

W DITIL, G E N vX W DLocationiZindex.php 7 71 )L & fzidindex.html 7 71 )L 3R € &
NTHuaLyy O YA MR LET.

Response~'Location:\\s.+/index\\. (php|html)"

WD IL. TCross] &7214TSqll TUH £ 2% H OB & T2 Y 2 ST B sh 7z,
index.html 7 71 v & /zidindex.php 7 7A W& 3 v D YA &R L £9

Path~'/index\. (html|php)"' Scan.Engine~'~(Cross|Sql)"
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V=W AA R
% 113 : Site Explorer

RegExpf# 3 Off A
RegExph# 3 & JavaScripticfel THE 0. Ik O R 4 L £ .

<PropertyName> RegExp('RegexPattern’) - K XL 7 &/N L7 #X jill L TR #K 4T L &
j—

<PropertyName> RegExp('RegexPattern','i) - K 3L 7 &/N 7 #X il L4 W TR 252
iTL&ET
#l

D7 VL, E RN vXH DRefererizindex.jsp 7 71 VAR E SN T bt vy avD YR M
RLETS

Request RegExp('Referer:\\s.+/index\\.jsp', " 'i")

W DT G2 N v&X N DLocationiZindex.php 7 71 )L & 7zidindex.html 7 71 )L 23g & &
NTHaLyyavDYA MR LET,

Response RegExp('Location:\\s.+/index\\.(php|html)',"'i")
OlYouTube ¢H. 3.
RegEXpt S (2DW T
K DX T RegExph 3L O #B O Wk ai B L 7,

Request RegExp('Referer:\\s.+/index\\.jsp',"1i")

Response RegExp('Location:\\s.+/index\\.(php|html)','i")

I I
@ 12
IHH Bt A

1 £ OHTTPE R 77— k%M R 4 2Dh. 4 OHTTPIG 2
T =R R T BDONERE LET(NVET —RER T
T —RO] 77 & A £Y)

2 WOR IR TIEHR R LT 2HH LT MR T 3IE
WHEBHNREZ—VEEFRZ LIS
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https://www.youtube.com/watch?v=DZdP1RN2GwQ
https://www.youtube.com/watch?v=DZdP1RN2GwQ

Y=V HA RN
% 113 : Site Explorer

1R B

EH BB OASR— R L7 or—r VA& LTER S &4, IROF 2. Ih
SO F D— B %~ L. 2O H 2Bl 278 L3, #HER 720 &L T 4>
Z4 >~ ®Regular Expression Library (http:/regexlib.com/Default.aspx)23® D &3,

XF aH

\ WO FEREHR L F L Te—2L T . ML EnJc—FH L Ed, >—7 >
AN/l AT L F L&,

AN ERIFAT DR EEC B L&Y

LT IIALEHIE T B8, 8 LT ERK LET . 12218 content7 11
7 b UK Dlcontent/en & & U/content/ca #fk <3 X T %k b 3 2i21& . /content/[*
(en|ca)l*/*&E I L& . \S\DWES I LT Eaun,

$ AN EFREfTORREC—HLET,

* JedT X F D0RI LA F D8 &~ L&T . /zo*idTz) &lTzoo £b—F L
X9

+ ERAT TR F O LN EORME & BL &, fzo+/ETzoo 1o — B L &9 75,
fzjiid—8LEth.

? HAT T2 F 00 £k 18 O B &—F L 9. /a?ve?/iZTnever] Ol ve |
W—E LT,

MAT L7 2B EE D1 FIc—H L &d,

| 2OV EDVF IV T ¥ A ME R GE R O OOR%A/R L &7, ozl  IRD 7Y
&+ R Aizfindex.htmlAvindex.php 238 FM T dt vy s> D YA MR L &7,

Path~'/index\. (html|php)"

i KUY F N T 2#X A LERA. COLF & RegExpD2% H D5 ¥ ¢ff A
LEd. Ikl &rLET,

PropertyName RegExp('stuff[abc]','i")
INEAMDTIT A DRBIENTEET IR 2R LET

PropertyName RegExp('stuff[abc]’, 'mi")

m  EEATE-NTHMRERLET. COLF . RegExpD2% H O5 £ ¢ A L &
T R 2R LET

PropertyName RegExp('stuff[abc]’, 'm")
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http://regexlib.com/Default.aspx

Y=V HA RN
% 113 : Site Explorer

XF S
INE MMDTST L AL DR BIENTEET IR WH Ex LET,

PropertyName RegExp('stuff[abc]', 'mi")

xyz] XFEyb FHINH OMEE DI FIZ—F L &7, [abc)idkMplainl Dlalic—

HLid.
b AN—RL EQHFESEF L ET . fea*r\b/id . Tnever early ] Dl erji2— 5
L&,

\B  HLEE DA OB e — L &7, lea*n\B/id [ never early ] O Dlear] &— 21 L
7,

\d 120 FIe—3 L &7, [0-9)¢F LT,

D BT LA OIS F e LT, [F0-9]4F LTT.

\f A=Y P LET,

\n AT TF LB LET.

\r F )oY VE— L F WL ET.

\s A=A, A7\ WA=V L EOTF HIC—F L &7 [WAn\tw] &fFE CToe

\S AT A OB LT [ AW LR LT

\w TR —AAT7 % AL B OB GE L7 I— 8 LT . [A-Za-z0-9_] LA CLTT.
W R A DS — B L & 4. [*A-Zaz0-9_| ¢ LY.
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% 12% : SmartUpdate

A > Z—F v MG L Tw 24 > R b—)LEg 5 Tld . SmantUpdatet# Gt #\Micro Focus 7 —%
LY R—EEAE LT B S 787 747 2=y =2 N i 58 Fxv. 8LV
R Y —IE ¥R 217 L £ 9. SmartUpdate Tl . Fortify WeblnspectDi #i /N — 2> &1§ H
LTOBMEIMIIER S, B L= 2o Z 7> o— N[ g 235 & B Sh &4 .
77V —y %2 B) ¥ 27200 SmantUpdate #32 1T 4 3 & SizFortify Weblnspect #:% &
TE&9( B (Edit)] x=2—h 5 [F7 V75— 22k & (Application Settings) ] %% R L.
[RA~— 7 v77— MSmart Update) ] & I L £9).
Fortify Weblnspect2—#% { > &7 =—Z» sSmartUpdate 4> 7 v NTHEAIT §22LLTE
9. COR»IZIL. Fortify Weblnspect® [ #f _—(Start Page) 175 SmartUpdate %
B 4f (Start SmartUpdate) | 1% R & 2>, [V—)(Tools) ] #==2—%>5 BmartUpdate | %
IR G 2h G Y—)N—0D BmartUpdate | R 2> %27 Vy /L 9. sf 4l icD0T
T V—=Y(Tools) ] A=2—| B LOTEEEE y— A= 22 ] L TE S0,
S R—F oy NCEESE LTOA A YR b EE B O35 & 11 T"SmartUpdate D% 17 (4751
N A—=U1541 S I LTSN,

ER! 22 8—754 XA >R D35 £ | Fortify Weblnspect 23 il 4 245 52 O 7 71
vhSmantUpdatell & > T £/ ld B IR S 28, v 49 —EABNEIL L, 24T
[ A 774 VI AT —RADBK N S 5 2E05H D E 9 . Fortify Weblnspect 77" )7 —y 2> %
EE L. y—ER2HEE T 2L ERHVET. DHITIX.

1. BR£(Edit)]> [77°V7— a38% % (Application Settings) 1% 7 Vv /L £
2. [ ELTEAST(RunasaSensor) | #1E R L &7,
3. [e>#RA7—XRA(Sensor Status) ] U7 D BH % (Start) ]~ x> %7V s £

SmartUpdate DE 47 (1 > Z—* v MZHEE &t LT 3
H A

5 E)

Weblnspect#s{ > &—% v M 4t LT 355 4 (cSmartUpdate 292 47 4 21214

1. MOOTNEEITLET.
e Y/ \—T BmartUpdate] %7 Vv/L £9
e [—/Tools)] A==2—%5 SmartUpdate ] #1& R L £ 7.

« Fortify Weblnspect® [Bf #f X—(Start Page) 14*5 SmartUpdate DBf %5
(Start SmartUpdate) ] 1% 1 L 9,
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V=L HA K
5 12% : SmartUpdate

777 — bR A BE %35 & 1. BmartUpdater] 74> AR &, =Y
(Summary) ]| 27 HEK IR S 3. Br~USummary) ] X7 IE IR DT A T LEX T
0— N9 720Dt DizfzA 0] 5 g HE OXA >l K3DK IR Sh £7.
o M FrurBIOEH SNz Fzv”
« Fortify Weblnspecty 7 b7 =7
o SmartUpdate V7 +7 =7
2. 1D LRy a— A7y S I T 2F 29 0h v/ R AL &
3. (A7 v 2NHEH SN B3F 2y DFE Al KR T 2121
a. [Fxzy70z%4H(CheckDetail) 157 %27y L & .

T DA ZiE B SN 2F zv7DID, L i« BEPNAN—Y 30 &R T YR MIFE
NS ET. YA ML [E N (Added)]. [ ¥ (Updated)]. & &U° [Hil B (Delete) ] T
I—7W S £9,

b. Hii SN EDF zvr588 RV —4MER T 2121E. VA NCZDF 2y 7518 R
LEd.

S8 EZ 2R —D YR My B IE R Y —(Related Policies) ] X1 VK /R S
£,
4. (7Y D)W E 2% F2R ) —DFE A £F 8 § 2100
a. [RYy—0sf#l (Policy Detail) 1575 70y /L 7.
EA OXA N HH O E 22 F2R ) —NRFINH T BERR SN &T.
A COYA MG BB S 2F 2o/ D B % F 2R V> —1UHBR IR SN &
T. [KY>—DF 4l (Policy Detail) ] #721& . 7 w77 — NI & T 20] B
b 22Dt DRV —AE T (R U —ADHF LW F =y DB A U 721 RV
S DA TE £ E) RIS Sh EH A

b. K€ DRV —THF SN 2F 29/ &K IR T 212 VA M SR Iy —%ER L X
EE

B4 i# 7 = v/ (Related Checks) ] XA 2. B S 32F =y 2DID. & i BLUV
A=Y 247K VR MR R S ET. YA NG B8 B1(Added) ], [F #r
(Updated)]. & £U° [l Bz (Delete) ] T/ v —71k S 7,

5. 7977 — b eAYAMLT BI2E. Bv>o—F(Download) 1% 7Vy/L £

Fortify Weblnspect # 5 i € 310 F v /52X~
g—R9 3

AF P E DF 290 B EAT T30 T v OHEF AL E TS, I A—Y 20
Fortify Weblnspect&#{#i [l L Ty Wi & . 2F v> 4 (CSecureBase D F =y /7D— & 452

ITCELROH RN DVET. IRNTHRFTOF v E A LTT7Vr—y 247 A b 312
& & HT N—Y 3> DFortify Weblnspect 2 ] L TW 2B ERAH VL.
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Y=V HA RN
% 12#% : SmartUpdate

R — .
SmartUpdate D547 (4 771 V)
#7754 > DWeblnspectdOSmarntUpdate #3Z 17 9 212k« IR OFJIH I/ L E 5,
A7F—y  ##

1. YR— M —2EE L ET . HAKVHA—ME Y E 556, T 754 FTP
H—NDURL &1 7 A V4 1 1 3R 2R S £ (0 B 435 ). R4
DNTUEL " " =2 21T A A&~ — Micro Focus Fortify MO &
flWE bE1E25 LTI S0,

2. AV E—2 Y NI T VX AT EBYY YT AT7FAVFTPY—NC T 72 AL &
El

3. Fortify Weblnspect® 2 &7 1v27SmartUpdate ZIP 7 7 Vv # X7 > o— KL
9.

4. Fortify Weblnspect3 { > A b—)L &1L T 22> Y T ZIP 7 7/ W 659 X
TO77AIWEMBIR L ET .

5. Fortify Weblnspect#f U &9

6. fit if L 7-SecureBase.sdf 7 71 )L & & Ufversion.txt 7 71 L %

SecureBase7T —&0H 27 4L 7 MIizaE—L &7,

o YATLDBFIPSIZH G LTOZ WG G 7741 MO T iZIk DB Y
T4,
e C:\ProgramData\HP\HP WebInspect\SecureBase

e C:\ProgramData\HP\HP WebInspect\Schedule\SecureBase
o VAT LHFIPSH G D& G idik DEBENTT,
e C:\ProgramData\HP\HP WebInspect\FIPS\SecureBase
e C:\ProgramData\HP\HP WebInspect\FIPS\Schedule\SecureBase

EY b WindowsTld. 7 74V hTlE I 6D 74V RIE K 78 SN &8
oo ZANWEAT Y 225 H LCRE L7 7ML 52K 7~ LT IE &0,
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2 135 : SQL Injector (Weblnspect® 4 )

SQLA >y zov v 8d . HE A Btk M d 230 7 2w A CHIBR LawT o514 7> ME
D7 —X%SQL 7Nt FH 4 2Web 77 V7r—y s> 28 H 4 2F 75 T4 . SQL Injectorid .
MS-SQL. Oracle. Postgres. MySQL. # SU'DB2D7F —&N—Z XA 7%+ £— L. H A&
AT OCEROSE OV AT ALY A— L ET,

ERI COY—id, SQLY—/NZ S 0T FE SN 1] et DH ZHTTPEE K 21E AL L T
RS S Bb kD, SQLA vy =y wOfE§IHE #7 A FL & T, Web 77 ) r— 2T
2R OF — g5 F ] L TF—&R—AL a— N5 B #7231 % ¢ & 3854 . SAL
Injectoriz & >TEE L] 20 L a— FAVE B S 2 Ehd D& §. CO & H20 0] BE 1 0] B
T30 EH 7 —8R—R LTETAMAT bW TS0 b i, 7—X
R—ZADIA—%F ] 320 EH 7T —RE T 7 ATELRWT AN AV MeAF 35
B T—ER—ADT —REL H LIz O8I bR LIz 09 20] BE 1 A3 2X— 28 25 » ok
IhLTESD, TR DR FIE 222N TEL VRS L B 77— 4R—ZD Ay
T 7 EFRAAE R LIZIZ T YA MBEE FI749700& LA E Tl Eolc p &
T A MEAT 5T 280,

SQLA vy =2y aext § A 591 27 A b AICE:

1. 7aF o y—nafli I LTOBE & &/l X—7 v M A NCRRGE 29 B 435 & 1
B % (Settings) 1 5% 7 )y L Gl ) 2015 45 £ 1 L & Al i2o0 Tl T'saL
InjectorDixt s " N—>159] £Z ] L T 28w,

2. D71 (File)]> Br#i(New)]21E R L £,
- &l -
Bt #1 % >k (New Request) | 74 2> 2 27Uy L £7,

3. [E@#r—¥ a(Location) ] 71—V Mz, SQLA > ¥ =7y avizxt LT §5 2 b 3
URLZA 719 250 OfF &9 . Ik Ofl #5 1] L TS0,

o« GET £V vy RO & (7T Z A—XIZURLIZH ®IA g1 £7):
http://172.16.61.10/Myweb/MSSQL/Welcome.asp?login=aaa&password=bbb

o POST XY yRDG G (7T VT ARG Av—Y R ILIWCH & £7):
http:/172.16.61.10:80/Myweb/MSSQL/Welcome.asp

SQL Injector®7 74V MEGET XY v FTH 2728, H(Raw) ] x7(chid [Ea—

(View) 1> EE 3R DF 7~ (Show Request) ] i iR 4 2 &K 75 S £97) CPOST# 3k %
BET IV E LD NET B LIZERIIIRDENC L VET

POST /Myweb/MSSQL/POST/2.asp HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 5.01; Windows NT 5.90)
Host: 172.16.61.10

Content-Length: 22

Content-Type: application/x-www-form-urlencoded
login=qqq&password=aaa
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V=)L H AN
% 13% : SQL Injector (WeblnspectD#4 )

*%E: Fortify Weblnspect?’SQL A > ¥ =2 a> Offi §5 1 #4% 1 L7235 & & . Fortify
Weblnspect® 7+ b7 — 2> XA > Tl §5 % £ v av &4 7 Vv 2(Eizid -~ UXA >0

[ifa 55 #% (Vulnerabilities) 1 27 CHfs 55 ZURL %45 27Uy /)L T\ & 3 by b A=a2—
5 7= (Tools) > BQL Injector] #i# R T& £ 7

4. [EfE(Send)]z/VUvrL &7,
SQLA >y =7y I 2&. [R7—&RA(Status) ] 572 BQLA > > =7y a4
w2 % 4 (SQL Injection Confirmed) ] £&& 7k & /2 F X4 > D B4 b Y—(Site
Tree) | &7 7 — 408 J& v V—DI B AR IR S &7

2 SQL Injector: SQLInjection_1.sdf = B
File  Edit  ‘iew  Enterprise Server  Help
Ty Mew [ Open | Save %€ SOL Injector Settings x Clear Request
Location: httpi/fsqli.qa.spidynamics.comiB0fmssql/GET/GET_inurl phpTid=1 - Stop (B Send
] Get Tables Get Colurnns Get Data 4" Pump Data -
Raw | Detals | Hex | = |
(Select a request action) + Apply Search Text - 33 [ RegEx

GET fmssgl/GET/GET_imurl. php?id=1 HTTF/1.1
Tzer—-Agent: Mozillas4.0 (compatible; MSIE 5.01; Windows NT 5.0)

Host: sgli.dqa.spidynamics. com

" Site Tree |DataExtraction Set: 4 B 7 Status Details Data Log
EL-‘ sqli.ga.spidynamics. comfmssql/ GE g Status SQL Injection Confirmed.
“{o]| | SQLServer(employee) _

Database Detection

ety F‘arameters( ) 1of1
Post Parameters!_ ) nofo
Data Extraction
Extracting Tables!, O onofo
Extracting Columnsi, 3 nofo
Extracting Rowsi O o0ofn

£ >

Ready..
COOH [ D X7 DFEAN (DL TUd, T"SQL Injector® 27" ~— 158 #& 1R L TS
U,
5. IXNTCDT—TWmb6T NTDT —R&H H 3 2121k F—24dh H (Pump Data) ] 7 7>
A rpdaz - &2 7Yy &7,
FREIROFIEAF T LT, 7—7 W& 21BN A 2288 TEET,
a. F—7WOE & (Get Tables) ] %% L 7,
SQL Injectorzs, &—7" v b7 —ZN—AHN OFTXTOT—7IVDH || %Ik L 7,
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Y=V HA R
% 13% : SQL Injector (WeblnspectD#4 )

'Eite Tree [Data Extraction Set-

Ella =qli.qa.spidynarics, cormymssglf GE
E .l___l SOLSery |-'rI|-r|||:|||| HEE::l
----- | sysdiagrams
----- L emploves
£ >
b. 7—7 W AT SN TWBF 2v/R v/ REA V&I A7 LT 7—7 W EE IR

L&
c. Bl OB (Get Columns) %27 Vv /L &7,
SQL Injector75> BN LIT—7IWH DTXTODH| DL FT 2R L £7 .

'SItE Tree Data Extraction SEt.

= IO sqll qa. spldynamlcs u:u:um,l'mssql,l'GE
BN R0 cerver(mployes

EI ¥ sysdlagrams

b L E] version

-[¢|[=] principal_id

- [¢I[=] name

-[¢|[=] diagram_id
-[¢|[Z] definition

EI .Ej employee
-[¢I[=] name

E id

< >

d. FICBEEfT AN THWBF vl R v REF Y F/E AL T A 23R IR L £,
e. F—%0E 15 (GetData) |27Vl &7,
6. 5 %R L. F—K(Data)]s7% 270yl 7T, 5 O KR LET.
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% 13% : SQL Injector (WeblnspectD#4 )

'Site Tree [Data Extraction Set. ' Status [ Details

E-[VI@ sali.ga.spidynamics. com/mssgl/GE Data for Table...[employee_employee]
El[_] SQLServer{employes)
ij sysdiagrams name /
W =] wersion Alan Anyone
principal_id
name Clare Vioyant
diagran_id David Donalot
; definition
BE emplayee Francis Fondue
E name George Theguru
2] 2s

Harry Hedunnit
John Doe
< > Kevin Kirk Mudgeon |

A%E: SQL Injectorns 7 —X&HH H TEH WY & & eSS &7 —ZN—2D4 | #HL
BT 228265C. SQALA > Y =0 a2 OffE 55 M OFF 1L %18 T30 et 035 0
£9. COBERE 28 3o 212id. T"SQL Injector®ik & " Ik D— | DT HE 3 i
] X—2DHl H | 22 H] L T 280,

w3 R
"SQL Injector® £7"
"SQL Injector®ik & " Ik DX—Y

SQL Injector®d &7

SQLA >y x7 a3 I 3 % &, SQL Injectorid IR DA > X7 %K R LET .

Bk XA
FOR XA NI IR DET D NET
o £ (Raw) -HTTPE R D7+ A MR R LET.

o ¥4l (Details) -E 5k #. #V vy, BERURI, 8070 hauD L A MNP T TER L
FT.EHRDOANVE 74— FEZORHEE ¢ — B R R LET,

o Hex(16# %) -HTTPE K 216 L A TR /R L 7.

TR XA > ORR &Y 08 2 2121 BER DR IR (Show Request) |/ B3R OJE R R
(Hide Request) 1% 7Vv oL £

TR 281 B L TF 74V ODhttp:/localhost:80/iC & &k 2 212id . EER ©2Y7(Clear
Request) 12 7Vv /L &7,
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V=LA AN
%5 13% : SQL Injector (WeblnspectD )

—_

T —RZNX—ANA
E R OXAL NG IR DETHRDDET,

o ¥4 MY Y—(Site Tree) - URL. 7—KX—RZ, 7—7 L. BLUF| #FK /8 LE T,

o 754 H 5% 5E (Data Extraction Settings) -7 — 2D i ¥ ik St 37—, 5. 8
FUIT DR KB #R R LET. Th 6DE G E »afi i St &35, SIh BRE1XA
7R/ CEE TEET,

WA
HEORAL NG IRDEAT D NET

o ATFT—ZXA(Status) -#& L B At b BERE OB AT IR I A —ER R LET

o 514l (Details) -7 — & X—2DIE #H & N T BE 285 A— RO 2R 8 L&
« 7—X(Data) &R Liz7—7 b LT ool i S -7 —REFR R L &7,

o vZ/(Log) - 1% ¢ 21 K OME B L34 L 2 R S £,

- 21
SQL InjectorDix &
SQL Injector®i¥ & #48 B § 2121 IR DL AN L &7
1. BW%E(Edit)]> Bt =& (Settings)157VyoL £7,
2. MOWTNHADKTEHEIR L. L F D7y Tt § 2345 ik € 498 € L.
o 473 3/(Options)(" 47+ =(Options) ] 247" | &% [R)
o 72l (Authentication)(" [Z ik (Authentication) | #7" X—2 161 %% [
o 7'm¥F (Proxy)(" o (Proxy) ] 47" A—2161%% 1)
3. OKI%&ZVysL &7,

7"+ 22(Options) ] 27
&4 57 N#})(Timeout in Seconds)
SQL InjectorA & v av #4814 B (205 2 215 O[] 0 B cfh @ L £
IR 88 OiE A (Apply State)

T7Vr—y avnit vy av N OIR BB 24 FF 3 272010 7yF— URLE & &IA & . &2l
POST 7 —2DH; 1 #4# Fl L Tu» 235 4 . SQL Injectorid 2D 5 20 245 %€ L. 2 HE oC
LB EEHE LLOEL T,
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VAN
% 1375 : SQL Injector (Weblnspect®d 4 )

7'v ¥ > O F (Apply Proxy)

D47y v #1E R § 2 &, SQL Injectorld 2—F 35 & Liz7' o Uk & (it >TE R %
THELET,

o/ 50 $% (Logging)

D7 WRCEE T B4RV MR L &,

o K

o &

° I?"‘

o« T/NYT Ay—Y

07 7 7 )viExmlZ I T<drive>:\Users\<user
name>\Documents\HP\Tools\SQLInjector\logs!Zfr /7 St &7

B 77 DR IE . YYYY_MM_DD<current-process-id> £ i 21 &4 D& . 44 Rl
DFE DOF 43 & IR D& IR TE R icanEd.

o _sqli_debug.log: 2D ¥ v 2> DT N 97 Ave—VNE F FT.
o _errorslog: TDt vy s> TH A LIz 5— B4 35 g &

« _RequestsResponses.log: SQL InjectoriZ & >Ti%k Z {5 SN F2E R UG E TN THY &
nEd.

7 — %4 Hi (Data Extraction)

SQLA > ¥ 27y 2kt LTHE 58 ZURLTT — &4 HH ¢ 2L &R S 27—, 4. 8
FUMT DI KEL A48 E LT . T 6Dl &, 7—ZR—2ZX4 >0 F—xd4l H 5% 5 (Data
Extraction Settings) ]| X7 & /r S &¢. M 6DfE L COXT &1k B AE
(Settings) 1584 707 £{E il LTAF C& 47,

fey 7l O AE 3 3R AL v RO KB tR e LE T,
5 /0% ] X—Z O#h H (Inferential/Time-Based Extraction)

SQL Injectorid~ SQLA > =7 2> Offi §5 YE 28t S 7235 612 2D0D8 4 2515 T
F—REH I C&ET, TRNTOR A HTTPILZ ON B s Ak i H LT
FAT SN ET. SO ENR B LIS A i B ] R—20% ) &I i3 220 H 0
EV—CERHI ) AE ] SEBRIENTEET . COFVE TE 7—7 7 —x54 H 4 248
b O, T—8RX—=2% D% L F Ik LTRAT I [H 23 W45 OF7 —2RX—R 7T V%% (5
TRIET, T—EAR—ADL Hi 2815 + 22 &% & £, THIE H/e DR ] 2350 BAL B 12
HBIENDBID. 2—FIESQLA > Y =7y i 55 M OFE 7E 2SR 4 2120100 BE 43
FTHERE TEET,

~27o0f# A (Use a Macro)

~/uEH ¢35 5. COF 2w R v REF L. SR AR e 27y L C~xou%
BN L £,
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Y=V AN
%% 13% : SQL Injector (Weblnspect®D 4 )

7 —A&X—2R 7 71 )v/3 X(Database File Path)

COwE AHL OHL ] 7% A MR v 22id . SQL Injector Y —V 3 B F— R &R AE L R S
NIeT = RN AD— i EE B S 12D AE R LT —ER—AND S ARER IR S &

-2 Al (Authentication) ] %7
BAE *Y v F(Authentication Method)

YA NCRRAE DB E 23561 B L(None) 1Z1E R L &9 2nLhsh DA k. BRAE
(Authentication) ] UA b»&5BAE AV v REER L F7 .

. H B (Automatic)
AT HENMH 248 € 328 AF v QU 2338 & 0Ed. 111E LT 30 O R
Ay NERE § e AF x> DA Tr—w ARG KIF W L L &S,

o HTTPZ & (HTTP Basic)

o NTLM (NT LanMan)

8 Al % #% % 3R (Authentication Credentials)

[z—#"4 (User name) | 7 +—L FiZ 2—+#ID#AN /1 L. PRAY—F(Password) ] 71—l }
2= DNRAT—RFEN T LET. NI IRER {Teoiz. PRRA7— RORE SR (Confirm
Password) ] 74—l FIZ /S Z7— F&&E Dk LA 1 L &7

D e ¥ 2 (Proxy) ] &7
Z'a¥ 24— %A LTSQL Injectoric 7 72 A9 B2l IR DR E #EH L7
B4 (7' o+ > %&3))(Direct Connection (proxy disabled))
TaX H—AEHEH Lav & COATY ar FRINL £
7o 8% & OH B # H (Auto detect proxy settings)

DA77y av %1 R % &, SQL Injectoria WPAD (Web Proxy Autodiscovery Protocol) %
R LT ox HE®RE 77 VvER DU, 22 ] LT 579 OWeb7 o L i & #
ITWES,

VAT LD7nX L E ¥ F 3 3(Use System proxy settings)
=AW ey ome7 aF o —NIER 44 v R— M B12E. COATY RN L £
Firefox7'o % 5% %€ %f# B 3 3(Use Firefox proxy settings)
Firefox/67' 0% s H—E R 24 > R— b 21, COATY a2 R L& T,

AE TS OTaEVRE M LTh, 7ad s — A H O v &—% v N7 7L AR

{REE S 2D TIE HDFE Ao Firefox 7 o7 OB G R B2 DoF s —4 H Law]
R E SN TW A S . 7ox 3 H &ah ¢ A
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%% 13% : SQL Injector (Weblnspect®D 4 )

PACZ 7AW %fF Fi L T7 o+ 3+ %3% %€ ¢ %(Configure a proxy using a PAC file)

CDAT7y av#E IR T2 URL]I 71— RICHR € L1z 7 714 VD5 B 12 & 2PAC (Proxy
Automatic Configuration) 7 7f V67 0% Lk E Ao— RSN £7 .
7'u¥ v &8 7R K 8% SE 7 3(Explicitly configure proxy)
TaF =N H TA Y E—Ry N T 72 AT B COA7Y v FER L, ZR s 7z
HERMEL T OLANN T LET
1. B—sX(Server) ] 74— Niz7' o+ —SODURL Z/XIP7 L A2 JJ L. &\ T
( BR— NPort) ] 74—l Fi2)#— 1 = (80804 &) # A 1 L £

2. 7o H— &l TTCP o774y /%L § 27 0 bavd (&4 7(Type) ] %.
SOCKS4. SOCKS5. /oI #E Ao R L £ 7.

3. Rl E 23 & 1k, BRAE (Authentication) ] VA b a1 7 %#IE N L &7,
. H 3 (Automatic)

AT HEIR I 218 788 AF v OUHL AUE < V&9 . IR LTHaH O
AL AV yRERE T 28 AF v DA Tr—< A KIFCH ELET,
« # K (Basic)
o« X4 xR NDigest)
« Kerberos
« xJ¥x— NNegotiate)
o NTLM (NT LanMan)
4, 7OF A/ NTREE A B 2 Ak A h 2R LAV REN I LET.
5. ¥ E DIP7 FL AN 7 A MA M EWCT 22 AT fedic7oF o H—_ %Ml T3

BE RO S & Pedy 34327 344 NBypass Proxy For) | 7 +—v Rz 7
ML RAEIIGURLEAN JLET. 22 MIE AV<TX Y V&4,

HTTPSH OfR & 7o+ ¥ & 7 3(Specify Alternative Proxy for HTTPS)

HTTPSH &t 2% YA N 27 n% 34— DI & &, HTTPSHORE 7o 28 45
(Specify Alternative Proxy for HTTPS) 1 7 =y /R v/ 2218 R L. B3R sh 25 H 2\ H
L7,
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% 145 : SWFScan (Fortify Weblnspect
D &)

SWFScanY—)V %1 [ 4 3¢, Adobe Flash7' 5y b 74+—24 52 LT R an =77 Vr—
DY F 2 VUTAEMER T 2D B ET. ORI % Y—vid. Flash77 Vr—y 3
W B AT T2 O 25 L. 20 6281 8 F/20& [0 8 4 207 45 200 0 it 4R
TE3ENLET, ST E O oL TIE TGS " F 12 LT 80,

- 4l &

SWFScanid . ActionScript 2% £ U3 (Flash/Y\—Y 2298 L UM10) 2% £ XTDNA—Y 320
Adobe Flash & U*ActionScriptZ[iil 5 D7 i THHA— L £¥

A>&—2yhEfzld 4> bFa vy b E OFlash7 7 )V &R A > M 20, 0= a2 Ea—K05
Flash7 7{ v #o— 9 %&, SWFScanid . SWF /YA fa— &1 2> /31 )L L. ActionScript
V—RA—=RELERR Ly ART A9 T #RAT LET. 20K IRONE DLR— b T
&&9,

o JE55 M 25| ST CLcYy—Ra— RO K
o« HEDIHMENZENFNE K T2
o BN DI RANT ST 4RI HA N1

Zfz. Flash7 7' V7 —y av #F 8)) TR A& 3 235 & (IR AL DFE B 2B N &k (x v h7—F
YW Uy AR N A SELSR 2 E) bRt s &9

RS R

"Flash 7 71 )L D4 F" IR D_R—

e 55 1 A%

SWFScanid. Ik D &4( 7 DFlasht ¥ 2 V7 i §5 1% 27 A bL &9 DAt Offe §5 14 O F =
2% B F & 2D . (SmartUpdate 21§ i L ) SecureBase(Zi il &t 9,

SWFScan!(z & >THr H S 2ActionScript 3D 55 14

Flash QUL | THEEE a1z 77" )7 — 3o Tld . IR D XA 7 Offs §5 P 5 SWFScaniZ & > Tk
Han v,

o WETHWIOY IV DER
o BETHWIZVr—y 2D
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% 1475 : SWFScan (Fortify WeblInspect®# )

o AdobeRZ N7'F 07 4 ATE X
o 1H BN

B OF zy7ORF Al c DL Tk . BRSE (Edit) 1> BX & (Settings) 1#1# I L. [F v/
(Checks) | 7 #1E R L 7,

SWFScaniZ & >THr i &t 2ActionScript 186 & U2 DJf 55
Flash 8LL N THESE s 7- 77 V7 — 3> Tld . IR D &A1 7' DNfs 55 1 2’ SWFScaniZ & >TH
H & &9,

o THEMEDHZIOAYA NALZYT T AV Y

o MR LIcT—&E%Z NN 2S5 7 B
o« BAETHRVWI TS VT DEE

o« WETHROLTZVI—y 3> D H

o 15 MR B R

€ OF zv7DFF Al ic DTk B (Edit) 1> B & (Settings) 121 L. [F v/
(Checks) 1 47 %1% 4R L £7 .

Flash 7 71 )L D% #7

Flash 7 71 )V 453 HT § 2121&« SWFScanz A &> K7a>y—)L &L T, Z7zidFortify
WeblnspectD%i & 2> A—4 > hEL T T& £

ALy R7a>y—)L &L TOSWFScan D1 H
2y R7m>y—)v &L CSWFScan#{# | L CFlash 7 71 v #53 #T 9 1214

1. SWFScan#i2 &) 3 2i2ld. [R&—F]> FRTO7'vY 541> Fortify Security
Toolkit]1> BwfScan]%/7Vvy/L £9 .

2. 43t 3 2Flash 7 71 (. sWh) 4B & L T IROWT % AT L ET,
e R ZfXURL(Path or URL) ] 2> KK 7 AT, Flash7 7A WAD 7/ s 2%&N ] &

1238 4R L. SWEScany—A—c 888 2 oy ol 54

o [71(File)]> B8 {Open)1%27VysL. o—L A bL—y 7 /31 Zhs6Flash 7 74
WEER LT, B {Open)]z2UysL &9,

SWFScanid. i#IR Lic77( s a—RNL T W a3/l &9,
3. SWFScanVv—i/A—7, @anahze o 051 24

Micro Focus Fortify Weblnspect (22.1.0) N—2164/379



V=)L H AN
% 1475 : SWFScan (Fortify Weblnspect® 4 )

Fortify Weblnspecty T DSWFScan® 1 H

Fortify Weblnspect®%: & 2> K—%> &L TSWFScan #{fi [l L CFlash 7 71 v %% # &
BIlL:

1. AF v OFATH 23 FATHR I ROOTNhEFAT LET.
o TE7— XAV TFlash7 71 swh) 2R DI, 771 v& 24 709/l T, ¥ b
#y b A=a—h6 [V—(Tools) ]> BWFScan] #i# i L £ 7,

= [Z]dy hittp: /A thack, com
=i i

‘;,} (Event) 1: ,onload
D J00crne_airpark2CB0, swf
[#][] 300cme_avalonZCED . sw
[#][ 300cme_haurlyrate, swf
300mm, svif

D ermnailer.php

Farm.htm

][ gallery.htm

D indez, hkm

& lwan 17 awf

o [ 39 ¥ (Vulnerabilities) ] 7 CFlashDfifi §5 1 # 7 D). B8 ¢ 2URL%ZAH 27y
IL. v 3 by A= 2—h5 [V—(Tools) 1> BWFScan] %% L £9 .

Risk. Counk Descripkion ~

et 1 [=l Flash¥ars Cross-Site Scripting J Request Forgersy

et 1 Unencrypred Login Form

W 2 =) Suggested Security Controls For Embedding SWF Files in HTML £
hikkps e, 3000, comy auflogo_1 3, swk v

£} vulnerabilities lﬂ Information l Best Practices 1@ Scan Log lﬁ. Server InFnE S

SWFScany— ) &) L, i a> S/ vanfzVy—Ra—Fso—FL £,

2. SWFScany—iA—vc, @anaze » oy 50 4

A% Fortify WebInspect CFlash 7 7 W &) it T& &9 . 2D12DIZlE 7 74V Mk E

( R ¥ 2% % (Scan Settings) 1> [2>7 >V 7+ 541 % (Content Analyzers) 11 % 2) T
ZOMRE G RN T AL ERAHVET. LHL. SWFScanTid . LizskE . V—A
a— &R SN TCURLDZ AR — b, BLEUP 77/ )0 T &l 7] DL H— bOAE K 5357]
HECZ 272, & 02 DR fE Sl A SR I Sh &9 V—Ra— N &72id Z D%y € D
N ERBETBIELTEET("YV—AT— PO K" R DRX—V | 5 1),

IH56H TSR 2w
"4 R ORERR" IR DX—Y
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% 14% : SWFScan (Fortify Weblnspect®4)

") —Z2a— FOMIE" T

n":l % O)ﬁﬁ [E7

i S fE 58 O VA MSSWFScan DA F DA K xS F7.

DAMN OIHH #2707 i 55 1 B 7 2t sk 2R U e 5 s 7z £ a—
WEE B O~A )R DT LT,

I —
' SiFScan =% 1oE "
Fle [dt  Help
Path or URL: C/\Dewenioads\ 3248 ped - &5 B Get | Search | & Settings | @) Anatyze

&2 | publlc function handelassPaciet{angD: om. macens.mysd: Fr - Sourte | -] Properter @ Wulns |7 s
43| puble funtion handeEniPadas el :com. macdens. mysg:Pro -
i b Furetior hardeErrorDador e ginim madeva syvigl: Iy T Potential User Account Information Discosure
a» | bl function handlerextacbes()

€5 | puble function handeResponssadoe tlanglom, mackena. ey
o | puble funetion handef el S tFeldacet (ool com. madens.
o b funcoon handefesdtieFeicsfofacke [arpl:com mach
£
€
L}

5 | bl function handeResultSe e sderaco i plcoom maden
€| publlc funciion handefesuitSeRowPace Harploom madema,
5 | bl fune o handefesutSs tlowaEoPace i pliooos . seck

n | bl Function newPadont])
b Repaiset

& private funcion castbndSe Vel (ar glodbnect, g1 com mads Summﬂr}'

| s Funetion mtflowanalsnt)

€ nternal furanen addCokumn{ar girom macema vl ek A potential information dischonire valnerability was discovered doe to the presence of a keyword that

§ Mt || et e ot sl s bl i e s code Reconmdis e
& PP —— removing this mformation from prodection servers.

5| publlc function ReniSet{arpl:comumadens. mysgt My SaToke

4| publc function et rumColmns() @ int I:'ix

o | puble funetion et tkaen) | cof. madlens. ey MySgToken

| puble function deposel])

2| publkc function firstt]) ; Bookesn

43| puble funciion geiBinary(argl: ™) : fash.utis: Bytedmay Before an application moves into productson, make swe @t is configmed secimely, and that nformation of

| puble furetion geiBlecinardangll:] : Bediean potential valee to an attacker is not being left & your application code. I applcable, remove this information

] b function getiobums() ; Ay ﬁ'mﬂ::pm&rhnnm‘u !

€5 | publc function getDate(argl ™) | Cate

€ | puble funetion petinaiaral: ™) : nt

i e e e ]
5 | publc function petRows{prgltBoclesn, ang Lint, arplont) : mx Severity = Name Fackage Class =
43| publlc funciion peiString{angd:™) 1 5ing

G
&
i B y
I~ Fyr—- 2 ¢ Dt 1] Fotestial User Accoent 1 commaciemasmysgl HandshakeHandia B
o bl Furetion Lt - Bosiean (Y] Dty Megpaging e fipghstil Lagper
€5 | publc function next() © Bookesn 1] Potestial User Accoont 1 ca 2 flash 1iPiayEvert
€| publle funation previous() : Bookean 1] Dt MEssagng comkongregateasd.dient: AbstracshadowSersie
) i3] pube h:w " 1] Potential User Accoont 1 commaciemamyngl Conpcticn
(5} lulrerabie] Potential User Aot Informaton Dedosre. || W4 PotestalUserAccount ] commaciema.mysgl Hysal
| inbernal statc function Server o tion() L] Fabentsl User Acceent 1 [Glabal] Playeresy
o mterral furction Sertr lnformia bonangl:com. madkema. mysd:: W Potestial User Account ] [Glabal] HySQL
Fl m 3

Y —A 31— ROk R

KB DT F AN Y] et @ LEER KRB IC— | T 27FANCTFS 2R T&&
T

—_—

% & 3C 51 (Search For) ] 74—V FiZ. 7+ A ML F 4 &3 IEFR BB 4N )1 L &
£l

2. THFRANLFH) & IEH R T OKRSCF /N CF O Jl A— 3 3 20 B B 04 %
ME T s2ld. RXFEIVNITF #X F 3+ 3(Match Case) | F =y /R v/ A%EA 1L &
ER

3. WA #IE KR LTl 4 210id. RegEx]#iE R L &,
4. MBI EOTY7#ER L &7,
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% 1475 : SWFScan (Fortify Weblnspect® 4 )

ActionScript 2 7 71 VD15 & -
o TRXTODY—RI—NRAIl Source Code) —i¥i I>/ A ) S fzV—RAT— K,

o & OFf | 27 y7(Specific Movie Clip) —VZ ;552 Vv 7 38R L &3 .
o € 7L —A(Specific Frame) =2y 7 ¢ 7L— L &R L 7.

o F§ € @7 FA(Specific Class) — YA M6 7 7 AFIEIR L &7

o € D%V v N(Specific Method) =752 & XV v NEIEIR L &7,
ActionScript 37 71 VD15 & -

o TNTODY—RI—R(AIl Source Code) —ili a>/ A v S fzV—RAT— K,

o HF € /3y —(Specific Package) —UA Mpo/Avr—Y IR L £

o Fj € D25 A(Specific Class) —/\ w7 —Y £V 5AFER L 9.

o F3E O XV v N(Specific Method) =S v7r—2, 25, BEIUP AV yRERIRN L &5,
5. BZ&(Search)]1%#7Vy/L 7.
MR AR IR & R (Search Results) | #7110 R /R S, — U 5RFAR R S &7,

SWFScanik &

SWFScani i€ #1T JZl&:

1. SWFScany—iA—c. eS8 sl s,

2. JFZFIRAZATCHREHFTVET. & ZT7ORE DA DB TIE. IRD bV 55 IR
LT <2 &

o "AS20DFR AN

o "AS3DER A" K DX—Y

o "7'mF ¥ (Proxy)" IX DXN—¥
e "7 zv7(Checks)" X\—169

3. OKl%2vysL £7.
TH SN IR T IERE SN 292, SHOIF-TIHEH T35 TEEVA. RTELTEIEZIC

Flash 7 7L &5 07 4 2ici4 . @Analze w0y oy 20035 3 0 24,

AS2 DRz 4

ActionScript 2/3 7 =Y (A — A A=) &3 fT 28R 4 T& & T . ZDIDIE K E D
Ryr—o B A O an iz BB 34k (Enabled) ] 7 =y /R v 2% A2 L &6

BT —Y 55 D25 5. COF 2y sR s REA LT,
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% 1475 : SWFScan (Fortify WeblInspect®# )

YA MZER Ab 218 I 9 121

1. BBMn(Add)]&27Vy2L &5,

2. [ 4N v—vDiE M1 (Add Exclusion Rule) 17 4> KT v—IV DL R & Aoy —Y %
RLR T RIER R AN I LET.

3. OK]#27Vv7L &7,
BN L — I e £l R TEET 5. 7 740 bD L —u(FlashiZ #E 517" 5 )13 48
HT&EtA.

AS3 D 4

ActionScript 3/8 v —S(A—LAR—AB LU 25 A) &0 T SR I CE£9 . 2D
R DR wr—y &lid 7R IE AT O an 7z B #h4k (Enabled) ] 7 = v /R v/ A% A
izl Ed,

DI R Tr—Y &1 VA 02 H . COF 2w/ R IR 71 LT,
Nor =Y BEP 7RI VA MZIE N 9 21214

1. BBMn(Add)]&27Vy27L &5,

2. x4 v—OiE Ml (Add Exclusion Rule) ] 7 4> KU T v—IV DL I & /S vr—v &
Told 77 A%FCIR T 2IEH BB AN L &,

3. OK1#7VysL &7,

BN UV —IV AR EE £ 38 B T 3CELTEETH. T 74V MOIL—IVIE R H TE ¥
Ao

7 1% > (Proxy)

MOA7y 2 EFER L ET.

o HEE: & (7 ¥ &%) (Direct Connection (proxy disabled)) -7 o & »4—/\ 2 [
LaWiG &k, COA7y av IR L&Y,

o 70¥ IR E DH R H (Auto detect proxy settings) -CDA 7> av #IE R 3 &,
SWFScan—Ligd WPAD (Web Proxy Autodiscovery)7' o hav & il L T7'e ¥ H &)
BRE T ANER DU, FNEHEH LT 579 OWeb7 o Sk E 21T W& ¥,

o YAT LD kUL E ¥ A 3 3(Use System proxy settings) -o—7)L v V670
Fo—MER AV R— T B COAT Y o FIER LS.

o Firefox7'o# &% € ¥ F 4 3(Use Firefox proxy settings) - Firefox#>567 0% 3 #—/°
fHEW 21 o R— T B, COA7Y v EE R L ET.

AT 75007 X VR E A LY, 7TuF 4 — "B H O X—2 v T 7L A
DMEEE SN 2DUTIE HVEL Ao Firefox 757 O Gt iR 2 Duxs—%{F L
HBOWIICERE SN TWaE S . 7o 3l s ¢ A,
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Y=V AN
%5 1475 : SWFScan (Fortify Weblnspect®D 4 )

o« PACZ 74V LT7 %y %% & ¥ %(Configure a proxy using a PAC file) - PAC
(Proxy Automatic Configuration) 7 7{ v 67 0% V5% € #0— N9 212ld . COA7Y 3~
PRI L ET. . URLIZ4— W P77 VOB 448 € L&

o 70FEH R M CER E T 3(Explicitly configure proxy) -7 o ¥ > H— & H TA > &—
AyMIT I AT I COAT Y av FEIR L, Bk S IfE R 2L F QLA T L
7,

a. [B—s3(Server) | 71— M7 oF o —/SOURL Z72XIP7 KL ZEN T L. &t T
( B— NPort) 17— M) £— Mk £ (808024 £) &N J1 L 7.

b. Z'o¥ H4—n& H TCTCP h774 v LI 4 270 havd [RL7(Type) ] %
SOCKS4 SOCKS5. /i3 HE 25BN L E7 .

C. FBRE AW 2354 1. BRAE(Authentication) ] YA s A 7 HIER L £
o H 8l (Automatic)

)<=E HEM L 258 € 728 AF v DU 2538 < 0&d . HBIE L TW3[ 0
EE A Y REIRE T 28 AF x> DA 74— A KR A ELET,

# & (Basic)

£4 ¥ A NDigest)

Kerberos

2 d v x— NNegotiate)

NTLM (NT LanMan)

d. 7oF 24— N\TRAE 1% E 28 & & E % 4 [2— 4% (User name) ] & PSAT—F
(Password) ]# A\ Jj L £7 .

e. FrEDIP7 FLA(NE 7 A MFA b EWC T 7R T 2lpic7adsH—A" % [l 43
BE R WG E & Puxy /34327 344 NBypass Proxy For) | 7 +—v FiZ 7
FLR&7IEURLEAN I L& . = bk AV ~TX P D&,

o HTTPSH DR E 7'u+ > %18 % ¥ %(Specify Alternative Proxy for HTTPS) - HTTPS
PGt a2 AN 270X —n D& ik, HTTPSHORE 7uxs2iBE 5
(Specify Alternative Proxy for HTTPS) | 7 =v /K w2 2% A1z L, ER s 7fE ik %
ANNL&d.

[e]

[}

(¢]

o

[¢]

7 = 7(Checks)

ORI W av AV EN - a— PN O B O §e M 4 F v/ 2 B v RTHA— B
TR SN 7.

Fzy7DY— b

774 NClE Fxy2D VA NE [ KB (Severity) JJH 2 V— ~&#, [ K (Critical) 1225

[RZ +7"Z 27 1 A(Best Practice) ]\ &/ — ~ &t 9, [ zy/% (Check Name) I T 77 7
Ny MEWZY— 22 PR E LE2Yy L ET EIR LIF OY—NEF 28 (27 22
EH R LEL S 20yl &7
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F v DH T 40

T 74 FCIE VA M OF 22k $XTEHF TH Y. 2D ek B %4k (Enabled) 151 @
F IRy I AMA AN STHBIETCH »NET., Fovralhicdaid. BRI
(Enabled) 15| O F =y /R v 2% 4712 L £9,
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& 152 : Traffic Viewer

Fortify Weblnspect®D+ b7 —3 s> A 212l il % - Web+ A ~&fzid Web+—EADRE &
G LPURE IR S, TR A TR B R E sh iz yy 8RR S &d. — 7.
Traffic ViewerTid . Fortify Weblnspect#i% {5 L7c T X TOHTTPEL R & — 10 65%2 15
LB HTTPIG 2% 23R /8 LTHERE 9228 T &E .

Traffic Viewer DA x—v

PLE DA A—=2E. AF v>D 74977 7( V5K 7~ LT BTraffic ViewerzZ/x L T &
T o

2 - o %
TV
Site Tree Y| | 10033 Results Traffic Q & &
Eh=] hﬁp://zero.webappsecur\é’ =
==V Request Start ¥ Host Y Port T Path Y Methc ¥ Status Y:I
€60 4/19/2018 5:15:51.7 zerowebappsecurity.com 80 ! GET 200 0K
[ %2e 4/19/2018 5:15:52.2 zerowebappsecuritycom 80 i HEAD 200 0K
E - 4/19/2018 5:15:52.2 zerowebappsecurifycom 80 ’ GET 200 0K
= : a:m 4/19/2018 5:15:52.2 zerowebappsecuritycom 80 ’ GET 200 0K
[ backup g 4/19/2018 5:15:52.4 zerowebappsecurifycom 80 ! DDDDDD 501 Not Impl
[ .bank 7| 4/19/2018 5:15:52.4 zerowebappsecuritycom 80 I OPTIONS 200 0K
L3 bzr f 4/19/2018 5:15:52.4 zerowebappsecuritycom 80 ’ GET 200 0K
O3 gibin 4/19/2018 5:15: zerowebappsecurity.com 80 1d GET 400 Bad Reqr
[ cobalt
= ‘;‘; = zerowebappsecurity.com 80 I BADMET 501 Not Impl-
[ docs : zerowebappsecurity.com 80 GET 404 Not Four
[ errors 4/19/2018 5:15: zerowebappsecurity.com 80 ’ POST 413 Request
E -git 4/19/2018 5:15:52.7 zerowebappsecurifycom 80 ! GET 413 Request
hg
~

a9 Jﬂ 4/19/2018 5:15:53.C zerowebappsecuritycom 80 [SPIfingerprint&04chk GET 404 Not Four .
»

HTTP -]

REQUEST Q, A RESPONSE Q A~
GET / HTTP/1.1 HTTP/1.1 208 OK ﬁ’
Host: zero.webappsecurity.com Date: Thu, 19 Apr 2018 21:15:44 GMT
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWS4; rv:30.8) Gecko/20186181 Firefox/3Ser Apache-Coyote/

A Acc n
Ca must lidat .
Con -8
Con
Tra
=

2| | »la | o]

Viewing traffic file c:\users\| \appdata\local\hp\hp webinspect\logs\b30a504c-f81e-4b60-8fb1-e159649c5ec3\trafficmonitor:tsf

F7y o EHE T AU ERND B

Traffic Viewer 2 F 3~ 212l&« A% v> %3217 9 77 (& [Traffic Monitor =~ (Traffic Monitor
Logging)JA 7> av & $h i 2 BEAHVE . A¥ v 2K AT § 347« Traffic Monitor
o 7 (Traffic Monitor Logging) 1 26 & (2 L& L& ZDAF v B L Tld Traffic Viewer(d i
i C&EEA. sE 412DV TIE. T"Traffic Monitor® 47 246" Ik OX—2 125 R LTS

(R

70 L H—
Traffic VieweriZld. 7 A2 b7 b T8 LTEAT CEAA RN O7ox s H— 48

FNTHET, INEFH 728 7578 HBHTTPE K 515 15 L. Weby—308)5 & 552
UEL 2L ED7 574 D 574y 758 T & £9 . Traffic Viewer7ox & 7 /3 w7 &2 N &F
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fti 247 212DV —NLTH Y, 22— I YA b7 ST L a6, TRXTOENR EH—NIEE %
H 220N TEFT,

1o, COMEfE %1# ] L T. Fortify Weblnspect ¢/ Fil T & 2Workflow v 7 a%°Login~v /o %
B § 32 TEET,

Traffic Monitor D4 334k,

Fortify WeblnspectTld . 3 XTDAF v Ffzld il © D AF v>12xt L CTraffic Monitor 24
MCTEET .

TNTD R F ¥ 26t 3 2Traffic MonitorO &4k,
7 74V N% 5 CTTraffic Monitor#4 % 123 21214

1. BR&E(Edit)]> F74v MDA F v2i% 5 (Default Scan Settings) JDJE (2 7V v 7L &
ER

2. [R#* v &% %€ (Scan Settings) ] X1 > . &K (General) ]z 27Vy7L £
3. [raffic Monitor® o 75t & %74 %) (2 3 3(Enable Traffic Monitor Logging) ]z 41 L
9.

A%E; Traffic Viewerld 5749277 74 VOl 5L 29 H— L &€ A. [raffic
Monitor 7 7 )L %% 5 4% (Encrypt Traffic Monitor File) 147> axi3. L 4> +5
T497 7 7 AN B B R UL COAEH 28D TT

4. OKIl%27Vy7L 7.

il 2 D AF v 25t 3 2Traffic MonitorO 4 %4k,

A% w74 — Nl H L CAF v 2B 46 3 2 L& Traffic Monitor 26 % 129 2121 Ik
DOFNNERAIT LET.
. AE X2 —FOT #1255 BERE(F 74V N(Settings (Default)) ] £ 4R L. "4~
TDAF vizxt 9 ATraffic MonitordF 244" 1D AT v72-412HE W &7
o« AF ¥y 74— RO BEAN 2 A¥ vk 7 (Detailed Scan Configuration) ] 7 1> K7 T,
Traffic Monitor D% %} 4t. (Enable Traffic Monitor) ] i R L £ ¥,

Traffic Viewer D3t &)

Traffic Viewer(d . Fortify Weblnspect &Fortify Weblnspect Enterprise ThHi] 1> Tl 2 ZAF v
D @D [AF v0E Kk (Scan Info) ] S A6 E) T& FT. CONVETY—IVERE) § 5L,

N7 4907 7 AWK 8 St fzTraffic Viewer b & &9 . AF v DN TARY K7y
Yo EL T bIT7Aw 7 aR DT —RER IR TV —IVER (CELTEET.
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Bl LT B AF vom s

Fortify Weblnspect &Fortify Weblnspect Enterprise T 1> Ty 2 2 ¥ v 2 5Traffic Viewer
B F 2121
o [AF % 1% 3 (Scan Info)] /S %L Traffic Monitor 1% 2 V2L £7.

| @ Dashboard | | d: i |
& Traffic Monitor
lattachm Audited: 3700370

{f False Pos Detailed information about the network traffic associated with the scan |

XE AF v %47 OHf 12 [Traffic Monitor 2 7 (Traffic Monitor Logging) 1 4 %« L%
W &, Traffic Viewerld ff ] T& & A

ARy N7a>ryy—)LéLT
ARy K71 >DTraffic Viewer 42 &) 4 2121 IR OWT N O AE #9247 L 9

« Fortify WeblnspectT [Y—)\(Tools)]> [raffic Viewer JDJE iz 2Vv/L £

« Fortify Weblnspect Enterprise® 2 2>—)L ¢ [V—(Tools) ]> [raffic Viewer]DJ&
W7yl &
o749 77 0% L DT —XNER N S T/ WTraffic ViewersSic 8 L 3.

A€ Windows D [A&— ]| x=2—hATraffic Viewerziil #) ¢+ 324 C& £,

AR T7 12— ADff B

DXy 2Tl BEFE D774V ER T, A4 b V—DE 7. 7 VyRea—&f
H Ca—DHRARTA ATV 2= A > Z 72— A(UNE & O A RZEH 7%, BLUHE) R
sa—)VOf T ECOWTE B LET.

WEAF O 7 71 )L %5 <

Traffic Viewer CIX D XA 7D A7 D7 74 V%5 & Ly av I RBENTE LT,
NZT749 7€ vy a7 74 (. tsf)

o LAY T I YL yY 3T 7. pst)

Burp Proxy 7 7 v

HTTP 7—#/47(.har) 7 74 v
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AT LA YT aF vy a7 7 (. pst) £ <&, Traffic ViewernZD 7 71 v % ~Z
T4 7 A tsF)CEE R L &7,

BEALE D7 74 L &R Acid:

1. B {OPEN)]1%27VUv/L &7,
B {Open)]&X4 70l K v AhE &&7.
2. FawZ BRIV YR MPE, B Z77A VDXL 7H#EIR L &,
3. 7AWV EILTH &£
Traffic ViewerTt vy av K /8 L £7

B A Ny Y—DfF A

PA PV Y=IZE T 740 Tl AF v B S 2T XTD M F 749Dy )—E 21—
Ay 7 OVRSA TOR IR E TRIR SILET. Y )—IClE s KA R A MY OF X TOH7F 4
L2 MDD YA M &N & COE2—Tld it L DR A MEEIR LTH 77 4L 7 bR
Bl L. & LRVCHA TR U 2R T& &9 . A MY U—CIHH %I 728, 2
DIHH O 749 IHBER R S ET.

YA MY V—=D7A 3>
WOFTE A M V—ICRR SN BT 2% LTHET,

742
DA ] RLTLZLD

=] H—/k A R +4 bOY VIR IE O £ LN
OB 7iu% FAL 7MY

O x—v 774

DY) — 2D FS57 492 DFE N
YA M IV—NDIVY—RAD b5 74v 7 45FR N CEETIHH D M F74v 045K~ § 2120

o« A MY—TIHH #IE R L £7.
ZOIH B R T 23 XTD 74905 [bF74v0(Traffic) 17 Uy MR R S £7,

FEAHICOWTIE T vy 2 OEAE" X—2180 ] 25 18 LT 2 &1y,

Micro Focus Fortify Weblnspect (22.1.0) N—>174/379



=L H A N
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KA ML DA D N
FANMG DAEADYR MR IR T BT

o« T 74N MDY Y—E2—7T, 74V EATAa>r#1E 27Uy 7L £,
A MV—CHKRANME PURERENET. COP2—TlE. Y 7TAL Z ML T 22 AT E
FtA. COE2—mE 1D EDOKRANEZEIR L, T DEFRAN C&ET TMEP LA A N
D7 OV ZULFL" N 1 &S B L T2 S0,

V=4 K DR TR AR BT

o« VI H TV ATAavE )yl T,

IR U1K R MO 741 KL HE

o B R AEE DA B, A Y Y OFFE DA R MET OV TEET. R L
JoR A REZDYTT AL 2 PUDS & A by V—ICRK IR & BIid:

1. A MU= HAME PURR R SN THRIRE T, BRT2HA 1D FiEIR L
SR

2. ZO0WET7AavE 7))y 7L T,
IR LA A MUY A MY U—ICER R SN 7.

3. FANEEB LT, ZOH 7T 4L 2 MN)ER R LET,

TRTDK R M DFE R~

TRTDKRR MG OFK IR BI2E:

1. 74V RX7Aavx#2 )yl 4,
HA MU= DLET R 8 LB IR A DR R MDK R M 120 08K R~ ST ET

2. IBIRBEADE RAME VI LT ZRNEN OIEIR 23 5 L £

3. ZNWERTAarE 7Yyl FT .
TOVRLTE ST WY Y—EB 2= %A MY U—IZRK IR SN, TXTD b TT74970F%
RSN T,

CHELHLTB R JPEn

"UIE R OH A R P Ofcfeak . BLURR" X—2178

JVyFE2—DHAARYA X
7 )y REa—RoR S 28] OF A RAE T AL EALTE BN BLUHIBR A TEETS
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G| D A A% T
Gl DY A XX T 2124

1. 94X H 25 B H LOKH M O e h—Y e e LE&d.
H— IV K EIC 4 0, B B LOE S 0358 DR B IE b ET.

Host T Port ¥ T Method T Stafus
zerowebappsecurity.com 80 fdocsfapi/index.html?org/apache/catalinafwebsocket/NV GET 200
zerowebappsecurity.com 80 faccount/ GET 500

2. MOWTNEFEITLET.
o MWELZIRIWCAZ2ET. YO 24 &3 L NIv7 LET.

o WH AT VwIT e, B OH A RIEH| N Tt bR JA OF — KO 24 0F T,
4 RO F K RZa— AA—E TN SN 22enHNET,

HI| DA E A4S T

7 Uy RTH| DNE P 248 T 4 21214

1. a3+ 25 Rl Lea—ynsBa L7,
IR B LOE ROME KO ICEDLVET,

2. 1H 27V sl £

FIHH LOE REBEAACEDNET,
3. HR DAL B &TH| 24 &2 d N9/ L&ET,

LA eaeddost % tgar’r T +Path 1
11/28/2017 10:58:00.477 zerowebappsecurity.com 0 fdocs/fapi/index.html?org/apache/catalinafwebsocket;
11/28/2017 10:30:50.352 zerowebappsecurity.com 80 faccount/
7T —2OY| B3 B L. Bk DOF G il b BE LS

FI| DB N /8 Bk
T 74 FCE TRXTDT =LY N7 VyNCRIR SN E2DUTEHVEEA. 7 VyNE2—D

HE T VNIRRT 27— 518K C& £, Kox T 25 2B £ 4 B 3 212
&

1. Z7Yyrea—cRE2)92L £7.
i ] B8 25 DR MIE R ShET,
AE B 41k A v R I SN B AN VR IR L ET .

2. WOEAE #FEITLET.
o HINIWEBIM T BKH DF zvIR v REA L ET
o RARDOHIE T RSN DF 2w/ R w2 AEF 7L ET
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% 15% : Traffic Viewer

3. WDVAMIDIER DG #2VysL T, VA MR LET.
RoNHI D S &9,

Al L 2—DHARS AR

Uy RLLAN OFEAl Ca—DL A 77 hehF—T7—<5IEIR Lz). HTTP 4l t2a—DF
NEERREY OB 21209 320N TEET,

LAT7 7 DA T

[E 3R (Request) JFE 4l E2—& 152 (Response) [ff 4l ba—% &, HBIEH oxt LT220
Al 2R R SN TW B & 1. Zh sOFE4 L2—0RL B £10 NE 2 T 46 ()
HRIOKFHAFEL VW E LT 3IENTEET. LA T MEEE § 312!

1. 2t ca—cRE 7Yl £,
W E A2 K ET.
2. WOWFRpx#FEIT LET.
o FEAN Ea—&ME(E T )l NBwik. LA 7Y NVertical Layout) 1% 7 )y 2L &
¥,

o FFAN La—%HE 2 X212k, B L4 77 NHorizontal Layout) 1% 27V v/ L £§ .

HF—F—~<DE

FIH4N MDAFT—F—lE. A DNy 27 57 NCEBR BLUOE AT EDFF A NCT, 12770, &
DNy 770 RICH EOfF EDTF A +23288T&FET 15— T2 FE 55
Wl

1. 24l ca—cRE Y0 rL 7,
2. MOWTNEFEITLES,

e HWNyI7 5Ty R LEfF EO7F 2 & ¢ 212id. R 7—-(Light
Theme) ]2 2Vy/L £7.

e BNy ST NCH A EOTFF A MAE ] § 212id . R 7 —~(Dark
Theme) J22YVvoL £7.

HTTP G4l b 2—DF /x LHE R IR

(£ 3Kk (Request) ] £7zid 5% (Response) [5f &l Ea—4 & HTTPIFE 41 b2a—D1 D %4
DfzfzO(EE AR R R ICT B) 2T Al O HTTPIFEAN Ea— DN K DA 2R I8 § B2 &M
T&%7.

FEA Ca—AIE R IR I T B
o Al La—DIER IR TA TANA)E7 Y7L T,
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% 15% : Traffic Viewer

RN OFF Al Ea—%K R T 2121
« BRTATA)ELV9ILET,

UIE R DO AR E P71 DicieAa. B8 LU B

YA PV V=0T —KDT JyNEa—% EVFRE D2—H A > X7 x—A(UNE R IZDOWTIE. H
ARXEZEF L0, FRRFT VO LIE0ER(EB) LT 322050 fE TF .
HERDODFARAEH

EROVARXEET 722 IROBTNHDEEIE #ET LET:

o ZVyRE2—HEIKFDT—RL ATV M >TOBRUIE K DG & & BT 0icicak
(Collapse) I/K - N—% FZv7 LT, B & DIE 2L 1208k 0L 9,

Collapse = *

o A U—REEHDT—RLATY ML >TOWBUIE R O & & BT Dzl
(Collapse) JH . N—&/2ld A2a—/"—% K597 LT RAIVOIE #4120t o1zl
7.

]
=R
oy
3
1

iz =

K O Dicfek
B 2 ol focik:
« BF Yi-t=%(Collapse) 147 VvoL &5,

TR DR B

BR ERH 212
. BB (Expand)]%27VUy/L &7,

H &) 2 72 o—)LDff

HE] A20— a8 ML TuBE A Lty BB SN B3E N T74927 Uy KA
FieA 70— L. H BT D749 vy DR R SN 3., HEN AZ7o—U 8 G 1.
REFEITHOAF v E LT REEKICDOATEH s 7.
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HE) A27a—VOfF 3k
HE) 27— e i d 3.
N A= R =D =0 = VA VAU & a8

H &) AZ7o—L Ot

[rN57 49 2(Traffic) 17 Vo R T vy av &fl N2, BB A7o—se— K5 1L T& &
T. HE) A7o0—Lv 285 103 2124

o 22o—navs74 2 @EsV9sL ET.

XE TIOTATAF x> PIEODOTCEHB AZn0—VE2HH &4,

NZ7 4o DERAE

DYy 3 Tld NT7AvI R R T2 E Loy s bR SA—REAE T 2071, b5
TAvIT— RO R E7 OV EDJT i IE R R I 2 ] 3 207 i B L E9,

NST7 4w DR R

T 74 NClE AF v ICE R SN2 XTD N F7714905 [bF74v2(Traffic) 17 Vv iz
KR SN AF v ERDIST49 05 R R CEET RELFFE DV —2AD 57490 %
KRBIVHERTBIELTELT . [FF7192(Traffic) 17 Vy RN OF —XEH R . V— b
BIO TV CEET FFA I DWTE TR E7 oL ZULHE" X—2 1841 5 [ L
T L2 3y,

VY—AD NS5 749 7DF I~
YA MV—N DV —AD 57497 %R R TEEFTIHH D M F7190%K N T BIUE:
o YA MY—TIHH ##ER L &7,
ZOIHH R T 23 XCD 74900 [8F7192(Traffic) 17 Uy RICR R S £ 7.
TLy RIS LY 708 FH

YA MYU—TVY—RFIRIN T2, SR THUTNDEINCTVL YR ISA VI 8T T4y
27 VRO EHEICR IR SN F T,

::hﬁp:.ﬁf‘aerﬂ.webappsecurinr.cum:EC' >q' >rescuur|:e5 )5 >|:>nc-T51'rap.min._'|5 x ;}

INAEDTLYRISLAI G TL YR IZTAVY ZIZ VARSI TO BB DV —AD N5 74w
IDEET OV LTERR L THWARZEER LTHWET,
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=L H A N
% 15% : Traffic Viewer

— I DTL YN ISL VY 7O O B IZ VARSI TOWBFFE DV —AD N5 7492 % 7 4L K
ALFR 4 2120
o 7TLyRISLUYINDYVI—RE 7YoL &7,

fo EZIAE S B DA A= 123K 78 S T Bresources 7 4V A DT XTD N7 490 53 78
¥ 2% 4 4. Fesources %7V /L £7.

BN LIV —ABE B DT L YRV 228 0. NI 74972y avDHE T S ¢, &
WLV —AD NS5 749D BRI~ SN 7.

TOVREZZ A CHI T 21

o 7LyRIZLVYIDRED K]%2VvsL &5,
TVLyRIZSLVY IDEI R S, b T7497X8 v D7 OV UL S e DE 4,

IH5HTE M| S
"oy arOEE" T
"NITAIT—RD RYLK T M KN—183

Y vy 2 DFEEAE

AF XD IFTA9I T PANVER IR SN TV BT —REAE T 3L T&EH AL 12170,
Traffic ViewerT 574977 —R&F 2 LT AF voF e &2 &2 DWW TOH R 218 ®
2lLETCEET, f2&21E HTTP Editora{# FH L CE K 21515 L7z, 79U% T vy a
VERINLIEDT BIENTEET,

HTTPEE 4l O£ 7

ol DER UGZE L. HTTP 24 Ca—TH 3 M TEE T, COP2—Id IFEALE
DZ Yy RTIEIR SN 2L vy 22 DF 740 hE2—TT . 12770 JIl D4l Ca—nFK Rm SN T
WBREEIZ, ZOMR O NCER UGB 2R T2 6 1&. HTTPIFEAN ea—wcl] 08 2 %
. HTTP]: 4l ba—Tt vy av 2R 8 T 2121

1. 7Yy RTryy av#ER L ET.
2. HTTPl%2Vy2L 7.
HTTPIFE AN Ca—A30H & R Lzt vy s DFE R OS5 & HE R ST £,

7 ¥ A MO ik L

[E 3k (Request) J5F 4l E2—%° [ & (Response) [if &l ba—7%4 EOFF 4l E2a—Tlk, 7F A
MT R e K P RA2a0— =2 H La 0Tl ar 7oV &R T&R Wl end N &

¥ B ViR L(Word Wrap) Ji% & #1fi i L T7 % & badf 0iR €18 /KF 22—/ —id
KR S A, BT Dk L(Word Wrap) Ji% /& dif 4l La—T LI & T&2LDTH I, ¢
NTOFFH Ca—iZxt T27 0— WAk E Tldd it A. B ViR L(Word Wrap) 15% &
s 2R E 7 7AVICEE Al Coa—C AR AT S, IR Bl 77705 —3 av &R (&I Z DR
4 e2—0F 741 NIE &4 0ET.
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V=V HA KN
% 15 : Traffic Viewer

7T A MY IR FI2IE:
o ifHl La—%t 27Uyl BT MR L(Word Wrap) ] %4k L £ 7.
LT FZAMT AT DR S, K RA7o— =0 e DET,

N—t Y Ny a— L FEDF a—KN
FIHINC BR UGETCE TR L F A=y by a—FT 4> 7o H sn T4,
SR F103 A D7 % A MI%3BRO%A0 L ED/SA—t Y FTY I— N E RN H BB L 1E. 2h 5
DU F %7 3—FLTC. THFAMEGART ST BIENTEET, BR FLEIGE DL T %27
I—RFNTBRE BN Lty DT XRTOH vy s ¢ T vyl avDER Frold 2 7
I—FSN ET. N ADL FNT I— RSN IR BE AR 1o 2DIE . A v HBH LT B
PUTT. AF v 2 CCHEH & 7740 MOR R B H S, P X FEH S —
Ly hya—RNIN £7,
N—b Yy NI I— R F %7 3— T 22
o [5% (RESPONSE)] 47 #1214 EER(REQUEST)]147W ¢4 2Yv2L T URLT a—
M(URL Decode) ] #1# #1 L £ 7.
A=ty PV I= PN F A GARTOTFAMNAER SN £7.

R DR I% (5
HTTP Editor&fif /] L TEE R 1A (5 C&&d . TR 2 IEE 72124

1. ZUyRTHoy av FiEIR LTER UG E 2R R LET,

2. HTTPIE4H b= wTwauwig &k, HTTP1%2 27Uy L £9.

3. ER(REQUEST) 4l ea—%4 2Vy2L T HTTP Editor & 7= (View in HTTP
Editor) ] #1# R L £ .

B3R wext LTHTTP Editors3B] & &4 HTTP Editordfdi £ 12 DWW TEE L Ik HTTP
Editord 4> 71 >~ v 7" %7214 Micro Focus Fortify Weblnspect Tools Guidel %% &

L T2 80,

P'Z74 (Browser) | TD & v 2> DFK 7~
"7 (Browser) Ji£ 4l L2a—T vy s> &R R LT YA M DECT M I749 M”54 L
Feh R T&&d. o7 (Browser)] Tt vy av 2R N § 3i121d:
1. 7VUyRTEyy av &R L ET.
2. P'5%#(BROWSER) 142Uy sL 2.
'S4 (Browser) Jif 4l Lo—730 & R LItk vy 03K IR Sh 4.

4 a>7 > YO B

ATV ELEAE(EEBREA) T 2 I RS AXR—A, AT v—A—, IAV N BLUT
ayZX Y] ORC 5 BHIBR St 7oA VH A X0V 85 0& . UL O IE Tk 3> 7>
YN EoTHE AN EDIC NET . BE AL (Beautify) 5% € #10 H hid. E 46 sh
Je7 ¥ AMERER T& &9 . BEfL(Beautify) I5% € 5F Al b2a—C LIZER € TEZLDTH
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VIV A AN
% 15% : Traffic Viewer

Dy TRCOFEH Ea—Ilh §27 0— LA E CldHVEL A. BE 1L (Beautify) Ji% &
& 2= E 7 7OVICEEA a—C SR 1E S IR [Bl 7707 — 3o 5B (X2 Z2Dqf
A e2a—0O7 74 ME ELTEH s £

FE4E snfca>ro B 4 2120

o ifHll Ea—TH 27Uyl B4k (Beautify) JZ1ZR L £7.
JE#E S feay Ty YR S, it AT L NET.

A —HOTERAMZEN TELODT, COATY R ERENLVEES LD
9,

CHEHLTB R JFEn

"R A—ZDMFE " R

IS A— DY

b7 4w o vy A T S 287 A= 2D RAT, Bl BSOEER R TEET. N7
A— %% 4l (Parameters Detail) | E2—2ld No74v7t vy s> T s 37 vF—F 72k
JIVLFH L1 DDL a—REF LT Vo RBRIN SN ET. [0 CATA—X0MEH s ¢
WBTNTD FF7497La— N 5K IR T 2L TEET. 35 4—K(Parameters) 5 4l
Ea—i2id [FF71v2(Traffic) 17 Vo k& BYiE# bZ71v2(Related Traffic) 17 Vo kh 67 7+
AT&E9d.

INTGA—=RIZDNT

NIGA=RZUE IR DANT N ELR E TEET S

. 7“/;\:—‘?_—‘52

o HTTPE R DURLOD— B &L TIEAF St B(&zld il DN X8 & 2) 7 UL F )|
o Postxyy %A L Tik{F & 57 —X(set_<parametername>7; &)

/8T ALt Ml DR IR

Ty av DA T A= ROl #3K 78 T B12id:

1. [FF7492(Traffic)]7 VN &/l B ~57+v2(Related Traffic) 17 Uy KT v 3>
FER L £T,

2. D35 4—KPARAMETERS)]% 7 )vsL £ .

BIR Lzt oy av T H S T 318 I A=ZNFEK I8 Sh iz [N 7 4—X(Parameters) J5F 4

Ea—235 &£

RAE R E2a—DLA 77 MR E & DY 5 A4—KX(Parameters)] 7 Yy NIZIFE & L Ao
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V=V HA KN
% 15% : Traffic Viewer

[k =719 2(Traffic) 17 Yy BAND /3 54— 251 DB

[rZ7 1w 2(Traffic) 17 Vy RicH| 218 1 LT D3 F 4—X(Parameters) [ 4l La—ic— & (2
SN TVBNRIA—RERINTEET . [FF71v)(Traffic)]17 Uy Nz 607 —XF1) %18 N
LTBLRE 7—r70—< /0% [l LTWBEEZ, vyy s TIREE RS A—2£EH LT, v
DEDEIRH B TT7Vr—y 06nl 77 hSN THa05H 7l § 2100 B 1\ H 285 5 12
FFTd.

fz&21E s JSESSIONID /8 74— 2D #£ 78 LTHK L vy s> TOIOME 5 X, £CZTCZ
O 2254 L T 203 %528 C& 3. JSESSIONID /8 5 A—RD%| 4. 2241 BE 3 2
5llset JSESSIONID &—4& 1CIB I LTy E AL LTWBECERER T CENTEET,

INTA—=RDH| FIE TN B
1. 85 x—%Parameters) Ji£ 4l 7 Uy N T RS54 —RDAT 547 7Vv 7L &7,
2. B O B...(Build Columns...) ] %% 3R L £

AR LI AT A—RDF| ZLLHT B TN Liz2enid 235 &« Bl OFE [ (Build
Columns) 147y a3 fii l T & A

INTG A= DY B R FA—LE %5 8 T 2 AV v ROF (%24 3 286 ) et [bo74y

I(Traffic) 17 Vo MIZIB N & &9, Zh 6DFIE . TLAE D AF x> DT —ZX—RIZK &i 1] 12
BMSn &y, 6D & &7 Vy Rk E A=2—ICbiB I SN &7 . 7 Uy R E A=a—%
@ﬁﬁ LT, Ba—2F) 2B 0 Lz OBl BR LT & &d. I O In/Hl " X—o176]1 2%

fE LT 20,

N7 4w IT —RD KL

HA MUY= DYY—AD 85749 2%5FK R~ Ly ROLE 7> L Tryy DY NS57490%
[F>7 19 2(Traffic)] 7 VyNEa—Ic KR TEE T,

VY)—ZAD NST7497DF N

YA MV—H DV —AD 7749 75R RN TEETIHH D b7 190%FK N T BIUE:

o« YA MY—TIHH 2IZIR L 27
ZOIHH AR T 29T XTD 74905 [bF74v5(Traffic) 17 Uy MIZE R S 7,

t vy OB E 5719 IDE IR
[+ 5749 2(Traffic)]17 Vo R Cr vy av D 5749 058K R C&ET,
vy O N7 ER IR T B
o [N57494(Traffic)]7 Vo KT ve 2 #XT L5y o L &5 .
BiiE ~Z7+v/(Related Traffic) ] 7 Vy FAE R S &9 Bl bF74v 7€ vy av oM H

AR LG E . FHOVA NIV ILT, 2060 HTTPIF Al Ea—8 LU 'ovy
(Browser) Jif 4l La—%K /xR TEE T,
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V=L HA RN
% 15% : Traffic Viewer

[bZ7 1w 2(Traffic) 17 Vo IR 2i2id:
o [b5714v(Traffic) 1 H &1 MV AA—%27Uv s L &7
(57 4y 2(Traffic) 17 Uy RBE IR S, §XTD bS5 74970 K IR SN ET .
FEANCDOWTIE T"FE A 2 o2 7 Vo FOEAE" R 1218 L T2 80,

B AE I o127 Uy FOEAE

Ty RF—R% RULR T T e, T H XA MUA—DMF O 24 7 Uy kDB £33, 7 Uy
FF—ROEH DJE %2 FULK 7 d 28, T EH X1 MDUA—DBR Z 2R E TH LWL Uy RA
B OZ VY RCE Z>TOWEZT, IROFI L. FEATE 5123007 Vy k&R LT ET,

Traffic ~
Related Traffic ~

>
£
2
g

A TRTCOT77Vr—y 242 LR T 7 Vv R dRTE &N 3bUTE HVEE Ao

B AE 5 o127 Uy ROFR R KT

B NOFT O E D7 Uy RER IR T 312 ZO7 Uy P EICE £ >THW3TRXTDT Yy %
BCET. £/ A E 4523 NTD7 Yy Rs—F I LaZebTEET,

& VO OFFE D7 Vo NER R T 3121

o« BIRT BT VYRDRA MUA—%5 2y T,
RBRTBZVyRO P WCFEAE R AN T-TXTOZ Yy R L .

FEAE L2 TXTOZ Uy REE U211

o« LEUEDT VyRDRA MLA—% 27Uy 7,
FEAE 2o TXTDZ Yy RHEH C 9.

CHHHTHS ] FFEL

"Z )y RE2—DAARTA X" X—T175

MR &7 0L UL T

JVyRE2a—8F EAEDIE 7 Vy RE2—IZR IR SN 27 — Rk LT R 21T DN TE &
T ZVNIERIN SN BEH TY— T OV 24T eV TEET . 77T A7 A X v %
TR LTWBGEE. ETTORAF DA TTFT—RERZ L0, 700K L20, #
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V=W AA R
% 15% : Traffic Viewer

DIATTFT—RCY—bLINTBIENTEET. MR 72V R O DL Tk, Mg &=
A O T" R—=o1871 %55 B L T 2 &0,

Ty RE 2— DK &

7 Uy RIZER 7~ Sh 5151 @T“ﬂifuﬂ@iﬁﬂ DT —REMR R TEET. 7V NIIERR SN
TWB7T—RZK LTH R 21T O

1. BB 7143/ % 2097 &7,

2. BrZE(Search)] 74— Nz FI G (AX—AL L) EE T BLUBHR R 2 2N\ /)
LEd.

i :

Status="404 Not Found'
ResponseStart>'9/4/2015 9:08:52.242 AM'
Status~'3[0-9][0-9].*"

3. (A7 2NEE DH| it LT R #1T DZld s AR—AAR—%4 L T, XK OFI| & (AX—
A UEHE T BIUMR T3 2N 11 LET. HEDF| (oxf § 28 R IGANDFR
RELTH DN ET, ZH W LTHRE WM R LM 45 0L a—FOABE R &
NETHMESTBEHCONT, COTFJE 248 ik L£7.

B -
Method=GET Status~'3[0-9][0©-9].*'
4. <Enter>*—%4f 4. Qz vyl 7.

EHRERBZEH LT Uy RN TRE—V R T2 TEET sF DL, T
Z A ONT" A= 1871 25 I L TS0,

E7 VYR 2—TOMK R

&X(Request)]ﬁ@&b [i: % (Response) ] £7 7% EDE 7 Yy FEa—T7 — K%M R T& &
T X7 TR T 212

1. ZUy RN D7 —24T #IZ R L 7.
AR L7 — 204N A5, [ 3R (Request) ] &7 it % (Response) ] X7 7% £ D i
fFien 270 R R S &7,

2. MRTHMEEZXTHR 74—V AN T LET .

3. (A7 ;)RR KM CIEMR I £ A ¥ 51214 . RegEX] T =v7f v/ 2 £ R IR L &
To FEA DL Tl TR S IC D0 T A= 1871 55 I LT 280,

4. <Enter>x—%#f L 7.

MZEDOIVT
MREFZUEEIVTTBCERE T3>0 k]E7Vv 7L ET .
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=L H A N
% 15% : Traffic Viewer

7Yy FTDY—h
7 )y RN O & DF TY— b 21214
e HIRM LEIYYIL LT,

7 )y R D 7 4)L ZAL B
Z Uy R D1DLL | D% T 70V KALFE 5 B2 14

1.

IER B LOYFE 7Yy 7L &9
FIEH LOFIC 7OV R ZUNE IR SR &7,
7 ov &(filter) ] 74— R 74v & 2N T LT
TZOVER L ATV av O FE T (51 <s >=+ <=+ I=1 ~y =)D Tinds Thoting. &7204
Mregex] DWW N DB L & ZDR (&t SCFF TR S &9 P E 7 (..)
220D FH ORI HBZDTHI 4 T3 sE A ICDOTE T Z L ic DT o
=1 R L TS0,
1 :
443
'400 Bad Request'
30%
'9/3/2015 10:53:08.000 AM'..'9/3/2015 10:53:12.089 AM'
in(200,300) notin(400,500)
xg): FLOEHEETE. ARBER &5 o CEM 7 ov2el@/ Lawig &
BHVET

FEHCOWTET"Z VRN O 7 L ZULEE D)L—" K 1 5F 18 LT 280,

<Enter>F—#%# L £ 4.

N3N RICE DWTT VY RN DT =X 7OV KL S 4, 70V ZULEE s /2
FIRHLO7AavBT b VET.

4. BINOH T7 VUL 4 21213, 20 6DF) T EZ AT v 7156354 ik L7,

TV RN D7 4L XU D)L—)u
T Uy RN D7 OV ZULFR & IR O)v—vhvid F S £,
o JTAIWIRL ERE TAVLEIEHVERA. K7 E DI TTANVREHE T B5DT, 74—V K

SO BRI 2R e S &Y.

T ovA(filter) ] 74—V FCEM R E 7 2 H c& &7 . st Al wowTdk, MM
=189 2Z || L T a0,

v &(filter) ] 74—V RIZIHFE F 274V FA—FBR E S Wi & . 70V R
field:*string*DJE R Dl contains] ) A5 8 S 4. MR 5] H 7 T sh T 3
7B 7OV RIS field: THstring* ICAR R SN E T
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V=V HA KN
% 15% : Traffic Viewer

fz&z . [R7—&A(Status) 151 D7 1)L KL F 41| 404 Not FoundidStatus: ' *404*"
Status:'*Not*' Status:'*Found*' I ZE# 3. A7—&XAnM404]. [Notl. /-1
[Found] #& L4 XTDL vy avBE /R SN 9. 700 ZE B2k, 1302 Found] .
[404 Not Found]. & & 1*T405 Method Not Allowed ] % ED AT —RANE & 2 &
260 &7,

[ 27 —XZ(Status) | 5l D 7-1)L KL F- 41| ' 404 Not Found'idStatus:'*404 Not
Found* ' (IZZF # S#1. 404 Not Found] & A2 AT —RRA%FF DT XTD & v v
TR INET,

o THOVETA4—IV RIZIE B O R 7OV XEAR—ATX Y] > € C& 7.

o HATURZIOT74—L PO 70V B — 5 FFF () &72id = & 51 H £ (") T b 2 5
HnEv.

TV EAIN Tz E2—D 77
7 )y RN D1DLL EDF| TT7v RSN fEa—% 77T BI12i:
1. 7OV B S R LT 220y 97
MR AXVHAF R LOF IR S &4,
2. [ZYy7(Clear)]1%#/7VysL 7.

FIN OF —RiE 70V L S e e N &ET s

3. IBINDH D7 KEIVTT BIIE 7OVRLE S T2F T AT v L2 %4R DIk L
9

MZERICDONT

CDREYITUE Z Vv RBEO X7 TOR R S 2O E R OO TEI I L&
ER

7T YDEE AT

MR 7T VOHE AR LR DEBNTT,

<PropertyName><QOperator><SearchValue>

7y N4k TR 1 215 4 . PropertyName 3 i & 125 0 251 4 T4, BER
(Request) ] 27 % [it; & (Response) ] X77% £ D X7 T & ¥ %35 & « PropertyName (&
74—V KI7'a/8 7 445 (T Request] °T Response ] %4 &) T3 .

7V RD1ODF N 548 R 4 285 & 14 . PropertyName 28 8 L 9. DXL 7D R D
R IEKDEBNTT,

<Operator><SearchValue>
R TIE B R B (RegEXp)is SC &6 ] 372121 IR DIE RN 2l L &9
<PropertyName> RegExp('[RegexSearchValue]','[RegexFlags]')
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=)L #H A R
% 15% : Traffic Viewer

1R O H OFf Al e OO TR R B off " X—2191 ] 22 B L T80,
Bainsrxy

WA LT 28 RO TN T — 2B B OB 4 7T VERAIT C&Ed. sl ro)eld
DL IR LDTT,

Method=GET

Scan.CheckId=6

YouTube ¢H, 2.

RAR—RALF E1ARF R L F 28 67— X0 R

MRS BIAVTUVICARN—AL R R LT b g & it a>7 >y EH—5 ()%
feld ZE G HAFC)TH A £9.

Status="'404 Not Found'

Path="/signin.html’

OlvouTube TH. 3.

SIRFF #7440 PA—NEH A G DY 2IENTEET
ResponseStart:*'7/8/2015 4:22:'*

BEHOR #EH LR R

1D R AR CEHB O 25 0260 TEET. ZN TN ORI AR—ZATX Y] 0F
T o

Path="/banklogin.asp' Method=GET

OlYouTube TH. 3.

[ L 74— PR R R S Tw g &t  TORIcx nEd.
Path="'/banklogin.asp' Path='/loginl.asp'

COI % Tld + Path3l /banklogin.aspl #7zi&/loginl.aspl TH 23 XTDL a— FHIR &
nEd.

BN &N Mt D7 4—)1 Rk TANDIR LT b £7.
Path="/banklogin.asp' Path='/loginl.asp' Method=POST

COE & Tt + Path23 /banklogin.aspl &£ 7zi& [ /loginl.aspl T® 9. #>Method [ POST J
THBZTXTDOL T—FBIR SN 7,

AND/OR&ZE D& D0 IR 1R L&,
Method=POST Scan.Engine:Sql* Scan.Engine:Cross*

COI% & Tld+ Method 23T POST | T& v, »>>Scan.Engine Dff D5t 85 231 Sl 7214
[Cross] THBTRXTDL I—FHIR SN &7,

YouTube TR 2.
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https://www.youtube.com/watch?v=R09n59YJSbc
https://www.youtube.com/watch?v=R09n59YJSbc
https://www.youtube.com/watch?v=PyyrzqbVErE
https://www.youtube.com/watch?v=PyyrzqbVErE
https://www.youtube.com/watch?v=r1oojZocMcQ
https://www.youtube.com/watch?v=r1oojZocMcQ
https://www.youtube.com/watch?v=uD0dElCUfc4
https://www.youtube.com/watch?v=uD0dElCUfc4

=)L #H A R
% 15% : Traffic Viewer

Null 7 —208 &

Null (Z)Ty MEE &7 —REM KR T2 =lHE T 2 L. 201 122>0— & 5| [
FFMEN S LES,

ParameterValue=""

K552 OF znull ()T I ENTW BT —RE 7OV L 4 2i2id. Bl 74L&
(column filter) ] 74— FC={H . T 2 H L. 2D% 2220—FE 5 HF(MEAN I L&
o

OlYouTube TR 3.
¥E& 7z)TcoR 4 Off H

ARN—AEE I 4 2l 74—V P TR 325 6 IR 72 VTIE 2O A=A H B
L&d. 72&2id. 7Yy D Response End 1%l # & 9212 IROTE X AT L &7

ResponseEnd='7/8/2015 4:22:52 PM'
ERREROHEH

NEA—VERR T2 ERRBFHE T )M H LTER R 2R CE 0 22eh
T&7.

Response~'[0-9].*="'

DlYouTube TH. 3.

IEMRBEBL E 6l TEET,

Response RegExp('[©-9].*=',"'1")

1E #12% BL O H Osf gl e D>uTid TE B R B O " A—21911 22 B L TS0,

T

RORTE MR BLI 7R H TEZEE T LRI ODWTH B LTh&Ed. O
5| ¢ffi i} 1T 2PropertyNameld . 7 Uy NTH R 21T 015 & d 5 & . X7 TR #17
WG & 74—V N7 Ol TR NET HIWCE B 7ovREE T 285 5 & Bl 7ov
Z(column filter) ] 71— RIZ 74—V RIZ7'0 /3T 44 5 B % WT 2 S0,

A
¥ B Bl
= MR L TFHNCFEE T 58DDA  PropertyName=asdf
R R
> MR 2 H AT £ 0Kk Ehv7F—4&  PropertyName>123
R R

>= MR AE 28 H AT L0k &0 PropertyName>=123
LT —R%M R

Micro Focus Fortify Weblnspect (22.1.0) N—>189/379


https://www.youtube.com/watch?v=hnVX6SVDxZI
https://www.youtube.com/watch?v=hnVX6SVDxZI
https://www.youtube.com/watch?v=l_ENxbRGiBY
https://www.youtube.com/watch?v=l_ENxbRGiBY

=)L #H A R
% 15% : Traffic Viewer

A

notin

at B

MR BE o H AT &N ST —4
R

MR BE &2 H A &0 80pEE
LLWF—RE &R

MR LT 5 L OT —RE R &R

A RA—REFH L TR R LT
LR T 2LDDE R E (MR
TIE R LT N LT # X § 3)

B L FHN W AR—REE K v 2
(D E ENTLBG A . H—5 A
FF&fzls —EHE HFCH OB ERD
NEd,

6 € LIl 0% P N OF7 — X %40 &

IE MR 2 L7ek R 307 51 O
R

1E 1 £ Offi FH OF 4l e DWW T
MMIE#H RO H" R OR—y | &5
LT <l2an,

N CH N REIC— T35
D& 2R (B DM #R 2.
=X Y] 0D YA NP IR TR ©)

youTube TR 2.

FE L TR & 1o R AE PA A DT RT
AR R (B O 2Bk A 3 22l 7
Yo X ] DD YA MAE IR TR ©)

youTube TR 2.
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(!

PropertyName<123

PropertyName<=123

PropertyName!=asdf

PropertyName:asdf (58 &= — B M &)

PropertyName: *asdf (¥ & X T % T
Kb 27T —REMR)

PropertyName: *asdf* (F& & X 7 ¥ #
HOT—RERR)

PropertyName:asdf* (f& & 3 7 %I T
U & 27— &M R)

PropertyName: '7/15/2015 5:00
PM'..'7/15/2015 5:15 PM'

PropertyName~'sea[a-z]ches'

PropertyName in(123,456) £/zl&
PropertyName in(abc,def)

Port in(80,443) (A — b280 /21
443D F RTD X vy 5 R)

Method in(GET) (TGETJ 2/ v K #&fdi
H 329 XTDL vy a2V R)

PropertyName notin(123,456) 7zl
PropertyName notin(abc,def)

Port notin(8@,443) (KA— 380 £72
(443D T RTD Y vy 2 %5 4h)

Method notin(GET) (TGETJ AV v K%
i 423 XTDE vy av %5k 4H)

X—190/379


https://www.youtube.com/watch?v=zNhSP1Kk8Po
https://www.youtube.com/watch?v=zNhSP1Kk8Po
https://www.youtube.com/watch?v=OBWLO51FyeQ
https://www.youtube.com/watch?v=OBWLO51FyeQ

=)L #H A R
% 15% : Traffic Viewer

1 #12% B O A

FURVEE T2 E BRI 728 FULEOLEMICH2EDH., 45 OIFEH £ H %
fEH LT R S 9. SHIHE M 2 IE H K B (RegEXp)E S #ER 2288 T& &,

MR CTEBNF749 L FH 7037 4

ERRBEEZEH LT AER D 71973 FH 7o 743l CF 5 g H A %
MR TEET. Chiid. (N7 19X(Traffic)]17 Uy Fea—0% & 74 23 5 2 V94 2
BRI SN BTV T RTHT EN £,

FIVE(T)iE H - O

FWEKO)VHAE T 2#EH 7255 EREKRDEIN L NET.
<PropertyName>""'RegexPattern’

—HELHAMF e ES AT &Y.

il

D7 IL, B RN vXWN DORefererizindex.jsp 7 71 VAR E SN T bt vy avD YR b
RLETS

Request~'Referer:\\s.+/index\\.jsp"’

WD 7TVE G Z N v& W DLocationiZindex.php 7 71 )V & fzidindex.html 7 71 )L 538 & &
NTWatLyy DYAMR LET.

Response~'Location:\\s.+/index\\. (php|html)"'

WD IL. TCross] 7214 TSqll TUH £ 2% H OB & T2 Y 2 S o TH B sh 7z,
index.html 7 71 v & /zidindex.php 7 7A W& 3 v D YA &R L £9

Path~'/index\. (html|php)' Scan.Engine~'~(Cross|Sql)"'

RegExpfi 3L Off H

RegExpi# X (& JavaScripticfl T 0. RO X 2 H L &5

<PropertyName> RegExp('RegexPattern’) - K 3 7 &N CF #X il L TR #F 1T L &
_d—

<PropertyName> RegExp('‘RegexPattern',' i) - K 3 7 &/N X F %X [ L TR 25
TLET
#l

KD, E R XA DORefererizindex.jsp 7 71 VAR E SN T bt vy D YR b
BRLETS

Request RegExp('Referer:\\s.+/index\\.jsp',"'i")
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=)L #H A R
% 15% : Traffic Viewer

M D7TIL . IG5 E N vX W DLocationiZindex.php 7 71 )L & fzidindex.html 7 71 )L 3 € &
NTWwatyy DYA MR LET.

Response RegExp('Location:\\s.+/index\\.(php|html)','i")
OlYouTube ¢H. 3.

RegExpf# 3L 12D T
KX DX T RegEXpl L D% # OF K 23 B L £ 7.

Request RegExp('Referer:\\s.+/index\\.jsp',"1i")

Response RegExp('Location:\\s.+/index\\.(php|html)','i")

I I
@ 2]
HH B

1 B OHTTPE R 77— k%M R 4 2D, 4 OHTTPG &
F—RER R T BDMEIE T LET(NVET—RER T
T —RO] 77 &8 A &)

2 WOR IR TIEHR R LT 2 LT MR T 3IE
BRI AR—r2EBHLET

1= 3R B

EH BB OAR— R R L7 or—r VA& LTER S &4, IROF 2. Ih
SO F D—iB %R L. 2O # 2Bl 278 LT, #HER 720 &L T 4>
Z4 >~ ®Regular Expression Library (http://regexlib.com/Default.aspx)23® D &3,

X wiH

\ WO FEREHR L F ELTe—2LET. ML EnJc—FH LT, >—7 >
AN/l AT L F L ET.

AN ERIFATOREEC L&Y

W IFREEBME I § 58 T E L F 28K L&T. f2&24E . content7 1L
7 b UM Dlcontent/en & & Uf/content/ca #fk <3 X T %k b 3 2i21& . /content/[*
(en|ca)l*/*&E I L& . \S\DWES I LT Eaun,

Micro Focus Fortify Weblnspect (22.1.0) N—192/379


https://www.youtube.com/watch?v=DZdP1RN2GwQ
https://www.youtube.com/watch?v=DZdP1RN2GwQ
http://regexlib.com/Default.aspx

=)L #H A R
% 15% : Traffic Viewer

XFE @
$ ANJEFREITORREIC—ELET,

* T AT 00l UL EORIE E L ET . 1zoMid Tz EbTzoo) 6T L
7,

+ AT T AL F ORI L EORE &~ L&T. /zoHidTzool io—F L £ 975,
fzjwid—s;HLEL A

? AT+ 2 F 00 k1R OF B &—F L F5. /a?ve?/iEnever] Dlve]
L&,

WMAT LA YT E DI Fwe—F LT,

| 2OV EDUF ST F A MR R FE ) O] OOR %R L&§ . 221X IRD oY
&+ 7N AiZfindex.htmlAvindex.php & EM Tzt vy s> D YR MR L &7,

Path~'/index\. (html|php)"’

i KL FUNLF %X H LEA. COXF 1. RegExpD2% H D3| ¥ ¢ff [
L&d. ikl 2R LEds,

PropertyName RegExp('stuff[abc]', " 'i")
N MOTST7 B A G DERIENTELT . KWK 2R LET.

PropertyName RegExp('stuff[abc]', 'mi")

m BEITEFTRRELLT. COXF . RegExpD2% H 05| $ ¢ff A L &
T R H R LET.

PropertyName RegExp('stuff[abc]', 'm")
INEMODTST Ll AGDEBRIENTEET IR K 28 LET

PropertyName RegExp('stuff[abc]’, 'mi")

xyz] XFEvh FHINH OMEE DI FIC—F L &Y. [abc)idMplainl Dlalic—
qLET.

\b AN—RA% EOH GBI FLic— 3 L 9. lea*n\b/id . Tneverearly] Dler] iz— %k
LEd.

\B HLEE LIS OBS F o — B L&, fea*nB/id T never early ] O Ol ear] &— 5 L
£

\d 100 F — B L ¥, [0-9]£F LT
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V=V HA KN
% 15% : Traffic Viewer

XF B
D HEUUAOILF e L&T. [*0-9]&F LT,
LS SN ol S N QI DI & 8
\n AT FE - LET.
ro F Uy IRV LTI LT
\s AR—R, X7\ A=Y EOF HIZ—E L 9. [\Wn\ntw] &[] C T
\S  FAXFUSNOLF L &d. [ n\ntwv] &F CTFs
\w TR —AAT7 % AL E OB EE L7 I— | LT, [A-Za-z0-9_]&F CLTT.
W SR AR O B L 5. [PA-Za-20-9_ &R LT,

Traffic Viewer7 o 3

DYy avTlE. 7% ET—FEHB T2 i Loy afxe 7oA Va2 E R 35 .
Traffic ViewerD7' o 5% %€ #47 Ol L #an Bl L £¢

Traffic Viewer7' o+ > Offi F

7'n¥ > ®— FOTraffic Viewer2f Fl L CH LwWwoxs 77/ VA ERR C& &5, CO7 711
& b7 497 Aol TIRE T&E T . 128218, Weby A bDY A > 7 ot A%EL
L. v/ Fvan T —REZ A~ TRE TEET.,

7'm¥ v E®— NOB 4

TaEL ET—RFERIE T 3100 IROWT N »OEAE #FE4T L &4,

e BlLTWBRAF YIMA IS T4v /T —RER R LTHBEE BIHR(NEW) 152Uy &
7T,

o [V—(Tools)] #=2—( %7z Fortify Weblnspect Enterprise D —)L ¥ v N4> 5Traffic
Viewer#i8 ] L7245 . LT Wil SN -7 od > 7/ v aE s 258 1k B <
(OPEN) 1% 2UysL. i Lnwaxs 770V EE R 25 6 & B (NEW) %22y 7L
EQr

T4 RO EEICTaF o Y—ILDR R NER R SN ET,
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% 15% : Traffic Viewer

HLuwrz'ox s 7710V B
Lo oxrs 7o v EE R T 212

BTIR(NEW) 122Uyl £,

TAY RO LI I aF VDR R DR IR SN ET .

2. 7uxs 7 VORLER 2B 46 4 270 BAZR(START)IZ22UvoL &7

3. P'ZYR(BROWSE)] Nu w7 &y A=a—% 20y L i 4 27579 £I%4R L &
ER
BN SN 7 o0 Ey—LHAEE) LET.

4. 75T T, 70X T/ IVTHR oA FOE > FTCHEN L £7,
Traffic ViewerD 7 Vy NIz, 7aF 8 H D bS749 BN NET .

5. 47 L#z5 [E1E(STOP) 154 2VysL £7.

6. IDNVTNHIEFEIT LET.

o TOFITAANEINTTA4vIT A tsF)EL TR T 3121 BRFE(SAVE) 1270y
7L &9,

o 7771 V&~ a(webmacro) EL TIRTE & 212id . BRFE(SAVE) ] Ko vk
v A=a2—%2YysL, [¢/mélT(as Macro) JZiE R L £

-

7'a¥ v YAF DEE
TaFIVRAFIE TIVENSDEE LS F VAT B0—WHTTPZ 04— T7, 7o
FLVAFOREGREN—YTITWET B2V /L TRERT 7EALET .
7aF T YAFERE T BRI
o [BEM(GENERAL)]Z V77 a2 YR+ D [B—UP 7 FL X(Local IP Address) ] &
[F—MNPort) I3 5 2N 1 L &7
AE 7 74)V NCIE . 7'mF idlocalhost (IP 7 FL 2127.0.0.1) &4 — 18080 %1t F L &
TH CHIGDBE S CCREE TEET.

H 75 Dk A bE OWeb Proxy £l DR A MO 42 & JIak E 3 212id . o—P 7 ML
ADBEEEH T 2L ENHVET ., 774V MDT FLATH3127.0.0.11E . 438 A A FCE
i C&FtA. O 57— AT—y 2DIREDIP7 FL A H T1IE, YVE— FAT—
VAT EDT—IAT—v avE7ux LT C&£7.

7oxy YWeb7 7 Ol /5 TR CIP7 KL A&KE— i H T 20 E 03 HhEd., 7o+
T—NT o7 X (Browse) | R K> H 3 2&. T 6O E N7 774 (CH B (2 H &
n £9 . Traffic ViewerD4h il T7' o0 2L 8) 3 235 6 . COXRE X S 8 A

7'nx DR E
TRFVREE TV iR E AT VWET BE 7Yy L TR EWX T 7 AL &7,
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¥ 152 : Traffic Viewer

7 0¥V E T A
1. P'ex(PROXY)]t /7y s TAZY av#IRIR L ET. IRDFER T A7 a1 D0 T

AL ET.
A7y av % B
HEES(Toxy 7o d—"zfill L2V E. COA7y s 2# R L &
4 %)) )(Direct T
Connection (proxy
disabled))
7o¥x k€ OH  WPAD (Web Proxy Autodiscovery) 7o b i ] L T7'o*
By 4 t (Auto CHBIRE 7AVER L. 7 I79 OWeb 7' o L35 E 21T U
detect proxy 9.
settings)

YATLADTOFY p—iei s ux o —ER EA V- ET
K E & T2

(Use System

proxy settings)

Firefox7’o¥+#%  Firefoxps7 oo H— ME R 24 v E— L 7,
e T aUse xg ooy rore B E A4 LTh ZaE s —A

Firefox proxy R DA > 2= bT 72 ABMEEE S 2D Tl b D& ¢

settings) . Firefox7 774 DR e ik € 45 Do v —2fiH L%
WIIERE SN TV B & . 7ox o — N\ sh &+
hoo

PAC7 74 1L &f il PACZ 71 WURL(PAC File URL)] 7 +—L FCI5 & L7-85
LT7 o &% E 2d BPAC (Proxy Automatic Configuration) 7 71 L7670 %

3 %(Configure VERE #u—FRFL &7,

proxy using a PAC

file)

ToX R E A TaF o ERE TR DL OB R 2R L 29

N HIAT 5 a. 7Y —ERd1 T BTCP M7y 2 § 2100
(Explicitly 7'8 LD K17 (Socksd. Socks5. -k )&, [KA
configure proxy 7(Type) ] VA bmaiE iR L £9.

settings)

b. FRAL 2 %35 4 & . BBARE £1 7(Authentication
Type) | YA b2 5IR DTN DR 7 EE R L &7,

o H Bl (Automatic)
o 3 A (Basic)
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¥ 152 : Traffic Viewer

A7y av A
o X4 xR MDigest)
o Kerberos
o %I ¥ x— NNegotiate)
o NTLM (NT LAN Manager)

c. [Br—s3(Server)]7 v Fiz7' o 24—/ YDURL 7214 IP
7 RLRAEN I Ly Ht BT [R—NPort) ] 74— Fiz) R —+
%5 (8080 )N L&,

d. 7'oFoH— R AE #E K T 256 1. [=—5 4 (User
Name) |7 +— k& PRRA 77— F(Password) ] 7 )L NIZE
MIERENTILES .

e. FFEDIP7 RLA(NES 7AMA M WS T 72 AT BI2odIC
TaXs =il 2R ERLE L. DokvE
A8 AT B4 NBypass Proxy For) ] 74— FIZ 7 KL A
FIEURLEAN H L&d. =2 NIERY) 235 & 1. v~%
EHLET.

2. BRFE(SAVE)]%22UvrL £,

7547 > balk B & Dk 58

254 7> NE B 2 O %F (X Traffic ViewerO7' o+ i 58 TIT WET. BMas 27Uy 2L TR E
W77 AL F9,

747> NMEM EH #E B L. i 4 250 B F 248 2 T 310

1. 54 7> N W # (CLIENT CERTIFICATES) 1T V7 ¢ 547> REBI B 8 2
7 3(Enable Client Certificates) ] #i% R L £ .
2. i ¥ %:E 9] & O BE B F X +7(Certificate Store) ] #i# R L £ 4. 47> 213K D
EBNTY,
o [—#)v~>(Local Machine)]-a> E2—RDo—AWZH Y, T3> E2—KE DI AN
TOZ—H WK LT a— i Bl #E X 7.
o [RTE D2—4(CurrentUser)]-a> Ea—&R L OB D2— 7 A 7> D O—IZ
HBAL W EH A LT,
A LIl 772 24— NCAC) /=X ] sh 2aE Bl & & 2— 5L & Td
0. BifE D2—4 (Current User) JICfRE S £,

3. MOWTNEEITLET,
o MME NI ~ANAEHFE R 7o 65 B & ZI# R 5 212d. Koy X7 R Mps =
A(My) ] %R L 9.
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% 15% : Traffic Viewer

o FER SN fov— NREWE ZEIR T 2108 Foyr LY YR PC [L— NRoot) ] #i#
RLET.
4. Web¥ A M3 ILIE 7 27€ X 47— NCAC) V—K %A ] L &9 57
e NTWVIDGHE & IRDFNEEZEAITLET.
i. ELBH# (Certificate) ] VA b4 5. [(SmantCard)] &4 7L 747 A%t W 1zRE
& £ L &7
AR L al B 4 215 )R EPIN 74—L 4 BiE B & 1% #% (Certificate
Information) ] TU7IZR IR S £7,
ii. PINSWQE 2354 1E. PIN]74—u FIZCACOPINEAN /1 L £
i. TAMNTest)lz2VvrL &7,
IELOPINEN T LI & d ) Ave—Y R IR S &7,
o TLZ DI 4 &, EEWH B (Certificate) ] YA M ailk B & 218 R L 7,
AR U7-aE B = B ¢ 215 W A BE W & (Certificate) ] YA MO R ICE IR S &7,

5. BR%(SAVE)]1%2VvsL £,

7'a¥ T FR AN DRK E

A A=Y 7 7A WPPDF % EDF} 5 DRXA T D7 74N ET OF T —RE O Wi & M b

NET ., ZN SIEELEE DX R OB TEENTEEST . N SO 771 IVER N THIE. Ay
=Y ORI AN E 2 DAL 5 it T HTTPE R /IG Z& OfT eNvRicEh §32¢
NTEFT., 2 60771 )it Traffic ViewerD7 o+ o2 € TN L E3. B4 20y L T
TEWXT 72 ALET,

7 7AW RA T ERR A T BT
1. EC#% L% (DONOTRECORD)]T V7 CIERER 2FH LT7ofs 77/ 0 D
F T F BRI T BT AR T BN LET
1 :
A\.jpg$,.*\.png$,.\.bmp$
B OO TEH R T O " X—=21911 22 I L T 280,
2. BRFE(SAVE)]%#2VvsL &7,

R B LU E RO E

MREBIOCBER T, 70F 2288 H LTRIE T 3HTTP Avb—Y N D7 F A MOAHE O
REBBRODIEDOL—VEER TEET. COMREIZ. B DY 32—y 2 5H B 10 24T
Itz DIEH IZTLWR oY — AR L9, HER SN A B IEROEBVTT,

o« ZT—HLRNAT— N EOE S F—RD~ A2
o« FERADZYEF—DIBE I
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% 15% : Traffic Viewer

o AcceptE R NvX 74—V REZE T LT BB TR SN B AT AT XA 7 %IB I 7215 H
kx93

o BRURINOEE #/0 R4 A NAIVTTAV T B ILER T 3

2 B L0V F D 2 (X Traffic ViewerO 7' o L3 58 TIF WEd . BaE 2y L TR E 2
7oeALET.

7 ¥ A NOM R LB ]
BER FLEIGEBEDTFA MR LTHE &R 2 2121

1. B&fN(ADD)1%2YvsL 7.
F 74 DIy NURE B I S T,

2. Z0Ox> MO BREIFG T (Search On) 1% #X 7w 72Uy oL &9,

3. Favw/ R REN#7Vv /LT MR T2 A0v—Y TUT7EEIRN L &T. A7 213k
DEBENTT,
o RequestFull -E K Ayt—Y 4k THR LE R 21T W ET.

« RequestHeader -ZZ 3K N\ yX O 12 TR CE IR 24T L &7,
« RequestBody - K A T O 2 TR LB IR 21T LW T,
o ResponseFull -J5 & Avt—Y 2k TR LB 2T VW ET.
« ResponseHeader -ji; & N yXDH 2 TR EB R 24T WET,
« ResponseBody -/t % A& L O 1213 THUR LB IR 1T LW ET,
WO IS Ave—Y DE My 2R LTOET .
RESPONSE

HTTP/1.1 382 Object moved

Date: Wed, @8 Jul 2815 2@:22:30 GMT
server: Microsoft-IIS/6.9
¥-Powered-By: ASP.NET

Location: banklogin.asp
Content-Length: 134

Content-Type: text/html
Cache-control: private

¢<head»<title>»0bject moved</titler</head>
<body»<hl>»0bject Moved</hl»*This object may be found <& HREF="banklogin.asp">here

HE ®H
1T &K
2 BEBEAERX
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% 15% : Traffic Viewer

4. BEMNEFo) NG . MR T 27—REE7—24E TIEHEH)EN 1L £
T,

5. [B# 7—X(Replace With) 15| (0. F O o7 — %8 s 2 27— K& S L 7,
»E MR 5 (For) 151 » B # 7 —%(Replace With) 171 T1F # % 3 #{# il +

212iE. Regex]F zv/ R v/ AZBIRN L & 3. M"L— TOIEF R OM " T 1
#Z LTS,

6. MEIL—ILEBMN ER T2 A7 v71-5%548 DR L &7,
7. BRFE(SAVE)]%2VvoL &7,

V=)L COIE MR B O A

ER! COv sy a3 IEM R B ST OE R £ DL 2 DB exf R £L T
WBEY,

F& 2= BEXT SR (For)]% & B # (Replace With) 151 O /7 TIE # % Bl #{§
FILTH R EERDOL—IVERE CEEY. e EHRER2#EH LT
ResponseBody T(<return>) ([*<]+) (</return>) #I& K L TH, Dhofc 7T —RE$1<!
[CDATA[$2]]1>$3(CHE &I 2 2L— W EF RN T 28 COM B IL—IIZ L0, DL T IR 345
BRI ZeN 228k DET,

This Response Value... Is Replaced With this Value...
HITE/1.1 200 OK HITES1.1 200 O
Date: Fri, 31 Jul 2015 14:FZ:40 GMT Date: Fri, 31 Jul Z015 14:2Z:40 GMT
Server: Rpache/2_0.63 (Win32) DAV/2 mod suth sspifl.0.& Server: RApeche/2Z.0.63 (Win32) DAV/2Z mod suth sspi/l.0.4
PHP/5.2.5 mod 5s51/2.0.62 OpenSSL/0.5.Tm PHP/5.2.5 mod s551/2.0.63 OpenS5L/0.5.Tm
H-Frame—Options: SEMEORTCGIN H-Frame—Options: SAMECRIGIN
H-Powered-By: PHE/S5.Z.5 H-Powered-Ey: PHE/S.Z.E
H-Token: CH45865478 H-Token: CH458365475
Content-Length: 207 Content-Length: 207
Esep—Rlive: timsout=15, max=5H Eeep—Alive: timecut=15, max=58
Connection: Hesp-Rliwve Connection: Hesp-Rlive
Content-Type: application/xml Content-Type: application/xml
<?7zml wversion="1.0" encoding="UTF-8"7> «<?xml version="1.0" encoding="UTF-B"7>
<Data xmlns="http://scanms/sexvi(l"> <Data xmlns="http://scamme/servi0l">
<Body> <Body>
<testResponser <testBesponse>
<resultrrecurn</result> <resultrreturn</result>
<return*22ZZ</return> <return><! [COATA[Z223] ] »</return>
< /testhesponse> </testResponses>
</Body> </ Body>
«/Datax </Data>

FEAT W OLTIE, T IE B L T O 1" XN—21911 25 18 L T an,
JL—IL DIk
FRNMGBE NV IVERRINTOHBEF CIEREH S E&d. 228 H20—uh

HTTPS #SSLIZZS B L. Z04% 2%t L—IVSSLASECUREIWCAS ¥ 4 285 & k. 45
HIWCHTTPSASECUREICE H a3 ¥4,
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V=L DOF Rk

W—IVER T BT

1. BT 2L—1D B X (Enabled)]17 =y /4 v/ 2%&A L &7
2. BRFE(SAVE)]1%227VvsL &9,

=L D& AL

L EH IR 2

1. B 2L—1D B X (Enabled)] 7 = v/H v/ 2547 L £5,
2. BRF(SAVE)]%22UvrL &4,

=L DHI FR

W—IVEE] R 3 2121

1. BB 5 20— &R LET.
2. [EIB(REMOVE)]%27VysL £5.
3. BRFE(SAVE)]1%22VUvsL 45,

JL—)L D% £E
WL EHR A I B

1. BREIZFr(SearchOn) 1% . BREX R (For)1%1 . 7214 B 7—X(Replace
With) 151 > Y% 297l &5 .

2. TREAEE L LY.
3. BRFE(SAVE)]1%22VUvsL 45,
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Web Discovery #{f |l T 2&. 2o &—7 A RXEHE N TH W TL 2T NXTDKRR MR T
&9,

f1- 4 &

Web Discoveryld (g i€ SN 7zIP 7 FL R &R — FOH P N D) F R TDA—7" > R— M7 v
MEEAE L UL & Z N TR E O IR AR L &5 R 2R x LEd. Web
DiscoveryZi& . Web Server £SSSL Web Server &u» 53 | i€ 35 SN 1220087 v MYVE &
NTHWET, NSO 12 IROHTTPE R 88 Fn T & d.

GET/HTTP/.0

Web Discoveryid . HTTPJ&: & %38 X T F A THTTPL 21 & L. 2D F 4 235, D53
&L ZDIP7 RL A, £— M5 . 8 LU TWebServer] £ 37 F A ML R L. SAHICZDIE
I = NDLH &= 2K 5 #HIR T 2L ISR 5T S IEH R BRI R 0% | 4%
~LET.

M S e — D YRA M TF AT A NWIRF TEET.

Micro Focus Fortify Weblnspect (22.1.0) N—202/379



=V H A RN
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Web Discovery V—vDA 4—v

W DA *—2d, H4 rOIH D7z DIP 7 FL RH] B 23\ /] &1 72Web Discovery V—L %
ALTHWES,

File  Edit  Scan  Enterprise Server  Help
B Start ] Pause Stop @A Settings
Search Addresses

IPY4/IPYE Addresses (or ranges) Ports {or ranges)

|1:-'2.15.10.0-1?2.15.10.29I | 80,443

Example: 192,163.0.1-192,165.0,12;172.16,10.20; 2001:0db3::1425:57ab  Example: 80-100;443

Total IP addresses specified: 30 Total ports specified: 2

Discovered End Points

Selection IPAddress Port Identification

4 bR

Web Discovery #5E 17 L TH A M H 3751214

1. [PV4/IPV6 7 L A( £7-13 %1 B )(IPV4/IPV6 Addresses (or ranges)) 1 v7 Az, 1D
LLEDIP7 FLA(EEIP7 FL A FH) 2N 1 L &9

« BWHOT7FLAEX Y 2121, vIao s LT,
#1:172.16.10.3:172.16.10.44;188.23.102.5

o FIPH DEIEIP7 FL AL TIP7 L AZX Y] 2i2id Kvsafzld A 7%
LEd.
f51:10.2.1.70-10.2.1.90

XE IPV6 7 L A HE IR CHl S E A H V& . ] 213
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V=LA AN
%5165 Web#s H

o hitp//[::1]D35 & -
Fortify Weblnspectid lNlocalhost] # 2% v> L £ 9,

« http:/[fe80::20c:29ff:fe32:bae1]/subfolder/ D 4 :
Fortify Weblnspectid . 15 & St 727 KL AD K A D 2% x> %[ subfolder] 7 1L
JhUmBBE LET.

o http://[fe80::20c:29ff:-fe32:bae1]:8080/subfolder/ D5 & :

Fortify Weblnspectid . £— M080 TEAT &1L T 39— XD AF v %
I'subfolder] 7 5B 45 L 9.

2. [R—WN Z7i3# PH)(Ports (or ranges)) ] X v7 A2, AF v>F 2R— &N LET.
o« EHOA—IEXY) 21id. LIgorEHH LET.
1 : 80;8080;443

o HIPH DGR R— PR T A— P EX Y] 2121 Ky aZfeld A7 2 LET,
1 : 80-8080.
3. Web DiscoveryDi% i& #45 9 5121t . B E (Settings) 127Uy 7L &3, Ff 4 2 DL
TiE. TR 52 (Settings)" Tk DXA— | 5 B LT 280,
B 4g (Start) ]2 27Uy /L TR 7o &R G L £ 7.
A5 R A B sz MK A > NDiscovered EndPoints) | T U7 ICR /R S £9,
5. [P7 FLA(IP Address) 15 D> N2y LTy 204 A M7 50 TR LET.
6. B (Identification) 1% D> h& 7Yy L T [k vy 3> 7 037 4(Session
Properties) |7 4> N & & 4 OB R LG & 2R L.

s fe A SO A

Wi SN e — 3D YR MR AE T BT

1. D7(File)]> =7 &xK— NExport)1%27Vv/L &7,
T —RECSV7 7AIZTZIAR— N &, Z 5DIP 7 ML A057 7 4L hOFortify
Software Security Center7 7' )7 —y a2l % N&d . I 6D 77 Vr— av & il 77—
Ald + Excel T4 £ T& 9. TD% . Fortify Weblnspect Enterprise CFortify Software
Security Centeric i 5D 77 V7 —y av & A Y A— FC& 7. sF 4l L DL Tk Fortify
Weblnspect Enterprise D4 > 51 >\ L7 %% i L T 23S0,

2. fEHED T A WIRIN 74> Pl LT 770VIC& BT 247 TR AF L &

IHL6HTS R P

"iX 7€ (Settings)" X DR—

B
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V=LA AN
%5165 : Webf Hi

% 5E (Settings)
Web Discovery Y —)L D% i€ 445 8 4 21214
B 4 (Edit) 1> BX & (Settings) 15427V vr/L 7.

—_

2. [’om banvdiE IR (Select Protocols) 17 )v—7"C. 7'o o O OF =y /K v/ A%
Ay EIE AL EAE T2 v MERIR L &7
3. [@Z7it&k(Logging) ]/ V—7"C. o/ilét ¢ 2E K 41BN L 7,

o F—7vH— 1%/ 8k (Log Open Ports): & X b.E T & 74F B 7T BE 29X
TOA—7 v R— &/ ICitit LET. Web—\ER DA 207 771 WVIIRAIE L &
ER

o —ERX% 70 8% (Log Services): 15 tH H 125k i SN2 TN TOH—ERE B IZEL
FrLET,

« Webs—\% /5L & (Log Web Servers): i fill 3L 7-Web+—1\ %207 (Z5C 8% L &
ER

4. @7 DFLER5E(Log To) IR vr R 77/ VDI T N )1 T 20 BIE i 5 R XV % 7
V2L TEERE D7 7 )VIER 74> FYEEH LT, v/ 2> MERLER 327 71 L %45
ELET,

5. [@x 277 17 4(Connectivity) 17 )V —7"C. IRD XA L 77 NIV %5% € L 7,

o &t 21 577 NConnection Time Out): IP 7 KL A% &1% ¥R 2355 Sh % Wi A 12,
Web Discovery 23— A ¥ x> %45 1k 4 2 & C1F5 1 4 205 [H .

o 3515 24 477 NSend Time Out): xyt—Y %5 £ VE— NP> FAA > Mizxf L
TAT DL BB N E D S5\ y N Bl S 9. 1558 S P
Y RFRA Y ISR ATy MR B R La BB S Yy NEF Lo, 2O T FE
1> bOKH TlEH—EARIR S S £ A

o 218 #4 5177 NReceive Time Out): JE— NP> A A > NI Xvt—V 55 T 5
CEIVIEE NN Sy MIAY B S FT . F5 8 SR N 1o Web
Discovery Y —IW LS 7 v hER E LaWg & Y7y N Lan, 20T PR
4> FOR ) Tl H—EARIR G Sh £H A

6. [V7 vyNSockets) | X v/ A& H LT A7 >V 7r v N # L L. A—7>V
TN DL BIEFE. AF v BE IR L NET. 12120, =D L&A 218 2 250
X E T HE i A T RN D VLT

7. OK1%2Vyo U THE B LIz Rk 208 47 L. Web Discovery |7 > NI R D&,

(S AR—NE LS O— i DT> T AT ADLH TH . H—EAN 2 v hT— G § 5
ALY b $Y—ERIR ] T—F 7 7F v Tl 1D 2 v b7— 254 5 12200 T FifiA > b3
R U — 7 B —eRER AL 3 20l | At 7 23— H 9 2] &% 5. WebH—ERT
&, > PR A > NMEURITHR € &h 3)
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#5162 : Web#g H

CHHHTS R FEEn
"Web#& H " X—2202
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F172Z : Web74+r— 4L 7 4 X

T EAEDWeb 77 07—y 212id N a>y ha— U (T F A MR I AL KRR, Faoy7 R
VAN OV ENF274—L03HVET . 2—FILEE AN J] 3> bo— 22 B (7 A bz
ANJTLI20. F ool R v/ AR LIe DT 25 E) L TT74— L2 5E 1 SETH6. TOT7 54—
LAEH Dfepie T—Y 2> MIIE R LET. BH . COUE T b 28, 22— 77
r— DR DORX—Y Flold v oo W) LET. el 0l 4> T7+—LN 1 T3
E A=Y TV — DR IE R—Y I A £7,

AF X F DT TNV —y av N ThEBI,DTERZTRTD Y 25 F X — 20101 &
TA— L Y] % 7T —REIEAS T A EE S B A NET

Web Form EditorCl&. §XTODA 17 2> bao—iL D4 i & WebH A FD A ¥ ¥ (2ikA(E
T2 ENDZZENSDN J] 3> ba—V OB EAE &5 A7 7AVEE R £/2d 28 T& &
T, N ADTY MIFURLZ S5 38 & 2D T B OR—2izH 20 O ay bo—LizfE U4
B M W Tuw a5 4 T4, Web Form Editorid 200 52X J) T& 4., — B E D 74—
ATy N)EN 70— L] ELTIRE §3288TC&ET . 7 o— L) ELTIRE SNz b
fE & EOURLIZH 2B 1R % < [F) U BT B 2% DT XTOAN Jj 2> bo—icxt L
TiEfg s &4,

ER L7 7ANDIy NEEZRTTBTE A —F LAWGAN ] 2> ba—ib & A% v (i H
LG & AF v F &7 740 ME (12345) %1% (5 L £9 .
T+—LMEDVANAE R T 215 EIRD2DO3HNET .

o« FHEITYRMAERK T 20
o T7NVr—y v N EF LS — LA ME BECEE T B,

Web 7 +— Ll DEC &3

Web Form Editorid . 7’574 &£&—%" v MWebH A Ma]l ODHTTP + 574y 2400 4 27 0¥ >
ELTHERE LEd . 774V bCIE. o—UP 7 KL ZA127.0.01 & FH AT BE e R— 28 L
9. 1220, B (Edit) ] A=2—»5 B & (Settings) | R L T, il DIP 7 FL A &H—
MR TAZENTEET,

Web+ 4 b L DA Jj 2> b= DX i Ul &% +7'F v 21 IR OF TR W &5,

1. 73— LMED YA MER T 2121 A (File)] *=2—%5 B3 (New) ] 2z 41 L &
(&7l y—n 3 —0 i (New) 713> %7097 £7).

2. BEAFDVA M 74— LME 2B 0§ 2121k [Z71)(File)] x=2—»5 B§ {Open)]%
IR (& y—3—0D B (Open)] 74 a>%270yoL) EEE D7 7/ VIR XA T
/Ry A& LT7 A VERR L ET,

3. 777 OT7 FLAN—% ] LTURLEA /) £721 3B IR L. 74— LHE i T 3X—
VIR EILET.
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175 Web 74— AL LZT 4R

4.

5.

TA—LEER ST EGE LET@E T k. (Y] BE] Bolocorxrzs
Yy § B ETELE SN ET).

ZFOM DR— B L TCT7+— L5k E LET. SN &, LEBULBERHBZFRTD Y
s T BETEH T ET

'S Untitled® - Web Form Editor (=13
File Edit View Help
A"
Name Type Walue Length | Smart Cred. | Match Type | Allow Hidden Submission | Form
http-//mail .alltel .net:80/servlet/Login
PASSWORD password \Whackadoao 0 Mone Exact False loginForm
USERMAME et dthackery@alltel net 0 MNone Exact False loginFom
jeCapable hidden 1 0 Maone Exact True loginForm
LOCALE hidden en_lU5_base 0 Maone Exact Trus loginForm
WARIANT hidden consumer 0 MNare Exact True loginFom

http-//search.windstream net -80/_1_2B3G TRCO3FVKEDC__ wind main/search/redir htm

F et 0 None Exact Falze ideSearch
g Add Global Farm Input 0 Nore Exact Trus ideSeanch
r| Make Global PB4FSEEESFA0F1230 O Nane Exact True ideSearch
r Madify 0 Mone Exact True ideSeanch
r 0 None Exact True ideSearch
Unselect
Select

Smart Credential Username
Smart Credential Password

Mark As Interactive Input

X Delete

Browser's Proxy Address: 127.0.0,1:1147

ezl LR OYR MDERE D200y bIE. IROHTML 757 XY "8 124 DT

<form name="loginForm" action="/servlet/Login" method="POST">
<input type="password" size="16" name="PASSWORD">

<input type="text" size="16" name="USERNAME" value="">

<input type="SUBMIT" value="Submit"></form>

e I EH D DL ESAT—REN ST L ELT.

6. BEIS LT T NIEL 2Vl Y 3= by NERv7 7 v7) A=2—%F H LTIE H

R TEET,

o IV IUEHE T A, BEXE (Modify) J#iE R L £

o IV MBI T3k, [ a—/SvZr—A AN F1 OB il (Add Global Form Input) |
FIEIRNLET. 70— vy NS K€ OURLICBHE fF P e T Ty YT
ER

o IVIUEMREANT 2L, BRINMERR (Unselect) | ZE R L. Chickn, 20Ty
MO AL B ) R AR Ih S Z T, 72720, 771 VBl HI B S &8 A
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o IV MVEHIKR T 212k, BB (Delete) ] #iE R L £ 7,

o TVN)EAST—MEAKIER ELTIRE ¥ 21k, Rv— MK IER 2—4 (Smart
Credential Username) ] £ 724 [Rv— M #% 1% #t /S 27— F(Smart Credential
Password) ] %1% R L &9, sf 4l 1co0nTid. M 2~— ME K1 " ~—2218]1 4%
HE LT s,

o AF xS TORAF v EG @ I IC— R 5 1 L, 2= 12 2O b DN J) 23K &
274> RUERR]T 22 KFEE R J1 £LT~—2(Mark As Interactive Input) |
FERLET,

AF xF D7y 3> Web 74— DN J) #% 3K 4 2(Prompt For Web Form
Values) | E R s TW & . AF v IdHTTP 74— 4 &/zid JavaScript 7 +— 4
P T 28 AF v e —HEIE LT 2= R T7+— LN DN J) 3> ba—LOfE
AN T 20200740 RUERRLET. Ll AF vFDATY 3> RIfF EN T
DA %% 3K 9 2(Only Prompt Tagged Inputs) 143 [A] Ff (23 R S T 235 A 1 4
E DN T3 av ro—uil bt ag B F) &L T<—2(Mark As Interactive Input) ] 2345
E SN THARVIR 0. AF v Fid 22— N S Oz O— K {5 1k %47 WEg A2 L.
NAT—= RO G 3R &9 NAT—FDE &« AF v H I E (C— R g LTA T
EROET).

7. D 71File)] *=2—H»5. BR7F(Save)]£7:1& BB #4F O TR 7 (Save As) ] #i%
RLET,

Web 7 +— A D %?%bf JINE e s S

Web 74— L DM ZiB N &71213 28§ 3 312

1. WMOWTNEFEITLET.
o Web7+—A0fl %8 Il 21214 . Web Form Editor®fE ¥ = U7 OIF & O it %
F Ul v a— by NR YT T v7) A=a—h6 [ a—WZr—LN 1 DB N
(Add Global Form Input) ] 1% L £ 7.
o Web7+—2 0Dl 248 § 21214 =2 MEH 27Uy, ¥ 3= by NKR v7 7 v7) A
—2—h5 BEEE (Modify) 1 %1% R L 7.
[—#E #& A\ /1 DB i (Add User-Defined Input) 174> R &1zid [\ JJ OZE &
(Modify Input) 17 1> F7n8E R S 9.
2. BaET(Name)l R v/ AT AN B R OA AT B 2N (3B FH)L &7,
3. [ &Length) & vZ7 R, IRDVFHAEN ST LET.
o« FAREME TR E T 2MH .

o oA RENE EEE LA T E R OB A).
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175 Web 74— L T7 44

fe&ZE IR OHTML 757 A2 bOT7—R %145 ¢ 235 4 &
<INPUT TYPE="password" NAME="accessID" MAXLENGTH="6">

... B4 H (Name)]icaccessID %48 5E L T4 R O=> MUA1E K L. IR &Length)]
WCHART6 2R E T 2L ENHNET,
4. fiE(Value) & vo Az, NS B E B AT 27 —R(SAT— & ©) 8N T L&,
5. E=F(Match)JVA rAfli LT, SO MUAYE E DN ) 2> ha—LA D% {5 10i#H
LTW2maR+* v BHE § 2 R 2 E LET. A7 IR DEBNTY .
o B (Exact) -\ JJ 3> br— L OZ HIJEVE A COx> pUicH] D4 Ton 24T &
AL LTOZLERH VLT,

« K TH & 3(Starts with) -\ /) 2> ba—L D4 B J@ It 25, 2O MzE 024 T5
NI CUH $->TH AL ERHVET .

« & ©(Contains) -\ Jj 2> ro— O Hi J& (2 ZOT> bICE] DY Tah 124 i
DE ENTHELENDNET .

6. 707 Ivld. 74T N — D] TR s 215 ) (B F GHTTPO A7 — L R &
WHEE Dz bl TL &) &R AT 3 272012, type= "hldden"’iv%f'é% LN g ar
ho—IL 5 3328058 V3. Web Form EditoridIE X /x D a> ro—vO)g M %
LR LTR AR LET A, AF v+ BERRIX(S %3 7 (Allow Hidden Submission) ]
PER ST e, ERROIY ho—LVOME 2% 5 LEtA.

7. Bein(Add)] /- BEE (Modify)1%2Vy2L £ .
8 WMEG LT v hEA 72Uyl ¥ 7= My NER Y77 v7) A= 2—%F ] L CGE N
DJF 1 5] 04 TEIENTELT.
o ITVNVERRANT 221G, BRIV (Unselect) J#R IR L &d. Chick D, Fzvs
Y= IBA T ), ZOTY MG EL I R R AN S T . 12720 T v hsld
HI Bk S & A

o« IVINUETITATWT B E%iﬁ(Select)]’a’:‘ RLET, CHICED, Fryre—
It & 2O USSR ELTRE SN ET,

o TYhUZEHIBR T2k, HIBX(Delete) | 2R L £7 .

o« IVIEAT—IMEIEIR ELTIRE 3 31id. Rv— ML IBE IR 22— 4 (Smart
Credential Username)] el R~—1MEBBRSAR7— F(Smart Credential
Password) ] #i# 4R L £ 4. 5E 40 1oL TE. M 2>— M I 15 )" ~—218] %%
fE LTz aun,

o BFEEEIN J1 &L T>—2(Mark As Interactive Input) ] #i2 4R 4 3 &, ZF v+ A X
o B IE L. COTY MO DN F) #3K 1 274 FONRE R S E(R
F ATy 2T [RF ¥ (CWeb 74— AME DA 7 #E K 3 3(Prompt For Web
Form Values During Scan) 18 & U [#7f} & /1 D& 2 R 4 3(Only Prompt
Tagged Inputs) 10&% & 257 &1 2356 ).

*% MEERI A J1 &L Tv—2(Mark As Interactive Input) ] #ffi Fi L T/8 27—
MR BT T2 BEIEHNEL Ao

Micro Focus Fortify Weblnspect (22.1.0) N—>210/379



VIV A AN

178 Web 74— L LT 41X

Z7AIVDA R — B

PLET D/3—2 3> DFortify Weblnspect] 105k 5T 8 LUME L S 7 74 v A > R— L T,
T 1E DWeb Form Editor¢ff FHl T& 2377 WICE R TE& & 9§,

1. D 7File) ] x=2—%»5  ¥HA— NImport) ] £ R L £ 7.
Web 7 +— 24 OZZ # (Convert Web Form Values) ] 7 1> RUNREK /R S £7 .

2. HrR—bF 3771V DRIR (Select File To Import) |0 ic b 25 B AKX 27y

7L &Y.

3. EH¥ED T A IVIER 71> Ko afd H LT, Web Form Editor®OLL §if D/3X\— 3> T 1%
SNIXMLZ 7V ER L &9,

4. [B—7 v 77 VDRI (Select Target File) IO e b 25 I R &> 0097 &

EE

5. BRMED 77 WIEIR 74> FUEAEH LT, ZBIRAZ D77/ VD7 71 V4 U5 B %45 € L

9.

o

OKl%270vsL &7

Ya- My b AZa2—

Web Form EditorDfE 3 U7 54K 2Vv o 28RN SN B3R v7 7 v7 A=a—m61E. LR
Davr P H c&E7,

av>V R

J o=/ 77— A
A 71 DiE fin (Add
Global Form Input)

Ja—/\iZd %
(Make Global)

%2 B (Modify)

i3 4R PR
(Unselect)

Bt B

[—% & & A\ /1 Di& I (Add User-Defined Input) ] 7 (> b7 &%
RLET. 2= D74 F7TAN B av be—L D& T . E &,
BIOME 518 E C&FT. sf A e OLTE. "Web 74— LDl #T
) TIB N £/ A8 F 4 2" X—o209] 22 R LT a0,

IR Loy MERs 2 OURLOB I Af 2R LEd. I 21T

e, A¥ v FIE Oy NDK R B M 2H DN S 3> bo—LER
HLize&iz, 20 ay ba— D T R 4 Gl #1515 54£ 2
TNET,

IV MDA R S H 8BSV~ XA T DE M AT T4
EE

Ty MCEHEA e e F vl R I REF L ET . DTV Y
ERGF SN FRA. S NI LIECOR—Y 2 RN L
TH. TV MIBNVANMIEH BN SN B32LEHNELT A
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175 Web 74— A T7 41X

avV Rk

% (Select)

Ae— N f 1
22— 4 (Smart
Credential
Username)

Av— ME 1% 15
/NAT7— F(Smart
Credential
Password)

RN ELT
~v—7(Mark As
Interactive Input)

Hll % (Delete)

A

I MICEEAT e e F 2ol h v REF LT AR SN BY
ANMIZDTY NIBNE FN 2L LT,

2RI PIEAT— MR R IE R 22— 4% ELTIRE LTw 2
4« Web Form Editorid 2—% 2N /1 LI 20 20/ 7 L &€ Ao
AF¥ v Fid. SOy MOCBHIEAT e e N B R 25 ARX—Y
%A% ¥4 d&. B2 (Authentication) D47y 3> TR € S 1z
24 (24 BMEE ST W&k, L5
[FormFillText]) {8 A\ L &9

2RIV NEAT— MEIKIF R ANAT7—RELTIR E LT 385
4« Web Form Editorid z—% 2N /1 LI Z20fE 27 F L &€ A
A% v Fld. COTY M Ten N T B R 25 A=Y
# A% v 9 BE. BB (Authentication) IO A7y s> TR € Sn 1z
INAT— NS ZAT7— AR E ST WG & I1E . X5
[FormFillText]) XA\ L 7,

Fortify WeblnspectD; & D4 : Fortify Weblnspect® 47> 3> [R
F ¥4 ZWeb 7+— LM D 7] #Z 5K ¥ 3(Prompt For Web
Form Values During Scan) 16 £ U8 [RZ 4} SN D& #E R ¥+ 3
(Only Prompt Tagged Inputs) | D[] 77 43:% & St T 255 512
2PN HPLE LT MIELTIOTY MNERTFF L LT,
Fortify Weblnspectid O > FICB A} F s 1o N B R 24
IRV EAFX x> T 28 2—FBION JJMEHE#N 1 T2LTA
ForEBREILLET. . [HA OE 2B E £ 275—L4T
EHFRCAE R 9. 2O LT I LR 2 A7 A(F 5 0 EE
LTwae T 2OV T TICE ST &7 1 & EDIG 2 #iR
F)%. CAPTCHA (Ji5 % 70 23 Ea— 12 & 5T i S AL S ek
HRT 2200 FDF vL>I/L ARV AT RDTANGERDD
ES 2

BIR stz NIZVAMSHIFBE LET . 2O MIEIRAFE SN &
Hho 12, SOV PUIBHE B LERA—Y 2B K n T 58 20T
YMUBAFH YA MIIB N S 7.

Web 7 +—AL 774 EFH LIz AF v

T 74 D AF v ik T TWeb 74— A7 71 W4 B L1236« AF v IdWeb+ 1 bR
i 2B 45 T 2E& BRI HEMNCZO 7 AV EEIR LET. 72750, ZOIEIN A &, B
EDAF vk LTHI D7 7AIWEIERIR §52ET. L EETRIENTEET,
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175 Web 74— L T7 44

YERL LizWeb 7 4+—AE D VA MAEH LTHA b AF x> T 312 IROFNE W/ L ETS

1. Fortify Weblnspect® BR£E (Edit) ] A=2—%7Vy7LC. F74)V MDA F v 5k &
(Default Scan Settings) iE iR L £ 3. [F 7+ N& E (Default Settings) ] 7 1> K743
bl & &7,

2. [RF v "% 5 (Scan Settings) 1 & 73 2T 5 (Method) ] #1€ R L £

3. [A% v Ei{E(Scan Behavior)]7 ).—7"C Webig & K OWeb7+—ADH BIA /J
(Auto-fill Web Forms During Crawl) ] ## R L £

4. DIRTICELER L7 7V &R IR 4 2121
a. ZHR AR FoVvILET,

b. U D77 VRN 74> FEHH LT i 4 2Web 74—l 25 A2 774 L
%% L. B {Open)]s2YVvrL £9.

C. (A7 v )Ty e 7Yyl TCaAVTHFA M a—m A7y av ERIR T 2280 &
D NE EME T&EET,
5. Web7+—LOfE #5C 8% 3 21214
a. [ LL:Web7+—AfE O % (Create New Web Form Values) 1%l 4 72 L £
R
b. Tr1(File)] A =2—%2Vv7L. Bi#l(New)]zER L 7.
c. vy o &j(Launch Browser) 1% 27Vv7L £,
A DV T T"Web 74— AfH OFL 81" X—22071 22 1] L TS0,
6. ER L2771 )L DWeb 7+— LMl &4 5 + 2121
a. BifE DWeb 7+— A1 D% £ (Edit Current Web Form VaIues)]ii—J%:? Yy L
7.
b. FEAN Ic DWW T "Web 74— 448 Ol i3 " X—2071 #2018 L T30,

o

Web7+—L YA NN T TV ba—vD~vvF 7

Web 77 )7 — 3> #Web#R & L TWeb 7 +— 4 DfE %#i% {5 § % £&. Micro Focus A v
EWeb 74— LHE D774 VDT MESIF LT ME 2352 TRELEIDHE LET. # D
LTOWBEHE T2/:000Y vk, HERE OFE WEOMSIH IR DR IR LET.

Web 74— L D~ vF > 7 DiL—)L

& B &% . B
R—=VHE 7r—5L  HE—F KT Webik % L7-WebX—v T H L7=4F &
OfiEi (Name) I35 4= —  OWebX—Y . Web7+— 4% . 8 LUMHE D
. [E S(Length)] £ &4%, AF v [ iR sn 7z
M4 — webformvalues.xmliy D120 L a— R &58

L TWHL A,
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V=V HA KN

178 Web 74— L LT 41X

B

Ja—/\ 75— 5LD
18

i Reg 03

#ar—3, Bl
(Name) ] D& — 3
L. B 3(Length)]
& 714 Nh— NE
A

SBE—H Wl
(Name) 12358 4= —
# . [E &(Length)]
M58 4 —

W —1 B
(Name) Jid 5¢ 4= —
# . [E S(Length)]
& 714 Nh— NE
A

Wa—,2 74—
N4 DG FH Y [
Al (Name) O T &
n. & &(Length)]
F 584 — 3

A —B,3 71—
N4 DS BEEL 43 5
& Hi (Name) ] OfiE
THY. K&

(Length) Jix 71 )L K
H— NEF ]

Micro Focus Fortify Weblnspect (22.1.0)

it B

Webi% & L 72WebX—y Tkt ! L1245 &
DWebX— 8 LUWeb 74— L4 7. A
* v M 1 R & fzwebformvalues.xml
WD1ODLa—RE—F L TWH 3, 20D
74— IME AT T A TH BT 4—L R
RlE. EDQLIH% 74—V RN JT R NDIXEAE
W EXT IS § B(7 AV BA—R7 4=V B —
).

Web#x & L7-WebX— ¢fi i) L7-Web

Tr—L% BLENEDOE S, AF v
IR s f-webformvalues.xmly © 7 o—
NWWebZ7+—AE £ 73 a2 dHB1DODL

I—REe—HLTW3,

Web#x & L/-Web~_X— ¢f& ! L7-Web
Tr— b . AF UM ICIER S
webformvalues.xmlPy D7 o—/3)UH & 7
VRN HDBETA LG LT L TW
%, T 74— LME BT s Tw 3
T4V FE . ED &35 74—V FAN T E
NOEAF IO I T (7AW RA— 74—
W RE— ).

7714V OWeb 7 +—AfH 23, [ Dhvofz
T4 R S — B LTw3, 20
Web 74— 2B I2E N THW 3T XTDXL
Z HWebRX— 74—)L N4 DI BEE 77 &
— 5 L. Webfg & L7=WebX— T Hi
Lz 74—V FE 2. 2AF v IR IR &h
fzwebformvalues.xmly @7 o—/3\ )L Web
Tr—LME Iy 2 HBLa—FE-F L
Tnb,

7 74 IVN OWeb 7 +— 4l 25, /L Dhvofz
ARG R e LT3, 20
Web 7 +— 2B 105 FN TH 3T RXTDXY
Fm, WebX— 7 4—)L K44 DF: BH 8
L TW3, ZOL a—FD 74—)L NE
EVAERE D7 4= MR ANDEAF IR S §
B(7AI KA R 74— FE — ).

N—>214/379



VIV A K
17% : Web 74— A T7 41X

1B A& 2t BH
A4 —84 7 74 VN OWeb 74— 448 25 [ Dhvofz
(Name) ] 0ff 3 T4 K4 SR A B LT B, 20

TA—IV R E E Web 74— MBS FN THBE3TXTDXY

. [E &(Length)] 745, WebR— 74—)L k4 O— 3 &—

X5E 44— FH L. WebiR & LEz-WebX—Y T H L1z
T4V FR B AF v ICER sz
webformvalues.xml @7 o—/\)LWeb
Tr—LME Iy N HBL A RE—F L

T2,
WA—B5 BT 771 VN OWeb 74— AE 55, K Dh otz
(Name) JOf 2¢ T4 B S I B LT B, CO
T4 R ICE Web 7+—4fl 10 &M T2 XTODXL

n. [ 3(Length)] 2, WebX—Y 74—)L K O— 3 &—

E 74V RA—FETF BLTH3, 2OLa—FD 74—V FE &,

) fEE D741 MR ADZEAZ xS 3 3(7
IV RH—= 74— FR—5).

—FH Azl T4V NZIEE S Web 74— Al ED—F % 0. 15 E Sh
W HEB AT B 127 74V M ( F 740 NDefault) 1) 2332
Web7+— 4 &— 5 &h 3.
FLow

774 M & L Web 74— 2 D77 Web7+— 4 O— 3 13 % < Web 7+—4

ANWZT 75V MED  HDTZ 74T 740 ME A% 0o TR Dh
fRE S Thgn N &+ A(not found)] 23%3% 15 Sh 3.

= 1 e L
X E T A
i Fl 427574, BLUTS7H BN L—7 v MWebH A h&xe VEL 09 2707 1% % LLF O &

HEA LR E T30 TELET. TN HORE T 72 AT 2iid . BRE (Edit) 1> B 2
(Settings) 1> & #% (General) ] #1Z R L £ .

X E EA

7a¥ YR+ Web Form Editorid . 7' 774 £&—%" v N\Web+ A ] ODHTTP >

(Proxy Listener) T4 37 nx L THERE LET . 7 74V MTIEL B—7
P 7 L 2127.0.0.1 & AT e A —bafii H L &9, 72720
2= Oa—UPT FLAER— AR E T 22N TEET .
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VIV A AN

175 Web 74— L T7 44

W RE

& E 2 HTTPE Hr
(Advanced HTTP
Parsing)

i 327504
(Browser to use)

it B

TR S Tw2R— &R E 7 50] fe 1k #[8 i 9 21244
[R— bDH B #] b4 T(Automatically Assign Port) ] 1% 4 L £
ES

X A EDWebR—2 ik H 32X F £y b7 IU7F IR 68 3
IR AE ENTHET. SO R I HTML K+ 2 4> NOHEAD ¢
73 2> @Content-Typejis Zr N vX( £ 121 dHTTP-EQUIV/E P %F D
METAZ V&R LTI b &9, L F Ly E7F7YALTOE
WA—YH (CZWeb Form Editor i Fl 9 X& W F v iE, BHE S
h 3 L= ¢ v ] > 3— F(Assumed 'charset' Encoding) ] VA b T
R caxd,

K8 07574 Tld &—4 v \WebH 1 bSERE LA Wi & 6 0&
9. Web Form Editor ¢j3] 07 274 28 1l 3 21218 D'Z279 &4
7(Browser type) 1 YA b SFirefox & 72 (4 Internet Explorer %138 R
L £9 . Web Form EditorT [L 2—F(Record) 1% 7 Vv o4 3 &, i#

R L7709 53 & A H T&27 740 MDY —v&A=2—TH H

HF R S, TruClient] S 3 Lid EIx S &4 Ao

A& 7 74V MDTZ 574 L Firefox T4 . Ji| D7 574 %1% iR 4 2
EVIBIR LTS BH LT 7400 M2 DET,

2L —2 ., ° ~

A JE. 7 BF v

7'a¥ >4 —/3%4 L CWeb Form Editoric 7 7€ A4 212 L FORE A H L 4. &
N ADRE LT 72 AT 221k B4R (Edit) 1> BX % (Settings) 1> P'o# > (Proxy) | %%

RLET

X E

HE#EG (T axy
% %) )(Direct
Connection (proxy
disabled))

7'u¥ vk E DH #)
i H (Auto detect
proxy settings)

Firefox 7' o+ + &% &
#f# H 3 3(Use

B
TaE Y —R"EEH LAV S IE. CO47Y o ERIF LT,

WPAD (Web Proxy Autodiscovery Protocol) 7' & b )L %1# ] L
7 HERE 77AVER DU 7579 DWeb7 o+ o i#%
EET L COAT Y v EIER LET .

Firefoxn»67 0F > H— NF R 24 > AR— g 22k ZOAT Y 37
FIERLET,
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VIV A AN

175 Web 74— A T7 41X

W RE

Firefox proxy
settings)

AT LD OF K
€ #1 H 9 3(Use
System proxy
settings)

PAC 7 71 v %1 H
LT7eF v 5k &
3 %(Configure a
proxy using a PAC
file)

7'o¥ o EHIRMI
& € 3 2(Explicitly
configure proxy)

Micro Focus Fortify Weblnspect (22.1.0)

it B

O—/v b7 aF s —ER EA VR — M AIE. DA
Ty EEIRLET.

PAC (Proxy Automatic Configuration) 7 7 W67 0% 2% € #
P—NF 2d COAT Y e #EIR L LT . URLIE v/ 2
TTZ7ANVDG T &5 8 L&

7TaFXF Y —N"EH AV EZ—2 v N T 7R AT B2 ZOAT Y 3

VEIER L, BER SINEREZUL T DL TSI LET

1. B—N(Server) | X v A7 ax v —OURL /2L IP 7
LAEN ) L, %t T [R—NPort) & v/ 2 NicA— Mk 5 (12 &
A1, 8080)&EN 1 L &7 .

2. 7TuF =l OTCP b o274y /DI Dz D7'a bajy
%. SOCKS4., SOCKS5. &7l ¥E D 7SR L &5,

3. FRRL A 235 A k. BRAEE (Authentication) ] VA 564
A7 HIEIR L £7,
« H B (Automatic)

AE HEIRE AR E 7288 AF v OULH AGE <50
F9. 109 LTOBH ORBAE XY v REH8E T 5&0 R
F DA Tr—v AL KRR B LET,

# A (Basic)
&£4 Y A NDigest)

Kerberos

4 I x— NNegotiate)
« NT LAN Manager (NTLM)

4, 7oxH—/NTEREE B E 215 A A 52— 4 X
AT—RENTT L ET .

5. FFE DIPT FLA(NHE 7 A M A M W T 72 RT 2l
DX H—NEEFH T2 ERALVBIGE X, Doy ing
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Y=V AN
178 Web 74— L LT 41X

W RE it B

/SRY %44 NBypass Proxy For) | v/ AL 7 KL ATzl
URLZAN JJLET. = ML A>~TX Y] DT,

HTTPSH O & 7 HTTPSH:fi 2% WA N 37 ofsy— 08 & &, HTTPSH
n¥TERE T3 OR B 7'o* %18 F 7 3(Specify Alternative Proxy for
(Specify Alternative  HTTPS) J#i# 4R L. R s 2N I L 7.

Proxy for HTTPS)

e i 1 9

Web 7 +— Al 4508k L TR EEIE . 2—H L X RAT—FON ) &R 20l 4> 75— L4
MEIRSNBIENELADNET . Hr Da—44 X AT— 2L H T&Edmn. 20
F2OlE s Z7AIVERETE T BT 10, 22— 4 &N AT7— ROy pMET Zv— MEKEHR 1 &L
TIRTETAVLELDHVET., EEOART—Ne2—F L IR SN ¥ A

AF v FlE. SOV MICHEART e\ T 3> ba— v aE ARR—Y 2 AF v d 3E,
% i @ BRAE (Authentication) ] 47y s> TR E SN TLB A AT—FERA L &ET . COAT
TETE, BF 2T AL E ELR VIR O2—H 4G & ATV— R E S &4, 22—
& ERE R AT RREE SN TR WS . AF v H I3 F ¥ TFormFillText] #1515 L £
T
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Web Fuzzery— Wil ¢ 3¢ IRICZE T 2L 9% — K % 25 ADWeb 77 )7 — av &
F 2T AT 1okt LT WONDH B 7R MNEITTEET,

e SQLA VY =7y 3~

o XLFHDT7Hr—=vh

o JORYA NAIVTTAVT

o /NA NI/A—H L

. BYEXF

o N7 DA —/N—T0—

o 70 hIVODE L I 3 2 E

77y 7 &

(770271 HE Y 7 827 T AMIRT T 7705 —y 2o D3 EFS &5 VT VR L &
ey o—r o T —REE R LTERE L. v F 207 DG 551 28 amic L& HEL &
To f2EZIE N7 7 DA—N—T7o— R T A TAMIY H SIS A ADT—XK
FEW L ZNET77 ) r—y av Ty PURA Y MOT1DWZIE(E LT 77 07—y av DAL B 5
EEEA TEET.

Web Fuzzer~® 7 7+ A

Web Fuzzer— il 7 7% A4 BI21E IROWT N HEFEAT LET,

« Fortify Weblnspecty—)v\—T. [Y—(Tools)]> Web Fuzzer]%/7Vv/L £

o tXalUFTav—Eyirafi A L. [ (Start)]> Fortify]> Web Fuzzer]%/7Vv/L
79,

Fuzzer X=a2—(2DOW T

DRI TIE. Web Fuzzer A= 2a—"—D&FX 4047y 2 DO0WTat B L ¥4,

[7 74 V(File) ] A= 2—
ROF & r1VFile)] A=a—F47> 2> D] T,
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5 18% : Web Fuzzer

A7y av 2% BH

A >R—F PLHET (R AF Lz vy av % [k vy 3/(Sessions) | T U712 A >»HR— kL
(Import) £9.

IIRAR—Fh [ v 2/(Sessions) | V7Dt vy 2> # 7 7AW T AR— L £ T,
(Export)

yravDIY7 vy arbEa—YA LIV LET,

(Clear

Sessions)

#& 7 (Exit) 77Vr—y v EH L7,

i 4 (Edit) ] A= 2—
W OFE &, B EEdY] A= 2a—A47y OB T,
F7y av 2% BH
Y—s3(Server) X7 vy MF—AEIRE L. WAk ek € RN T&ET

% 2 (Settings) — MK IE . 7RI E . Vv N E . BLUT 0 PV E EE E
T&Ed,

[t v =(Session) ] A= 2—
R DFE & [y x2/(Session)] A=2—A7"> 3> Dk B T4

A7y av % B

A>R—b CLRT PR AF LIz vy 3V &N TR AXMLZ 7 v e > A— L &
(Import) KR

ITIRR—h vy avEXMLZ 7AW T2 AR — ML E T

(Export)

fE B (Create)  Session Editor #ff &, Z R 2{E ik 3 270 O iE L S /- 77 o—F
Rt L &9

4 OfE B (Raw  Raw Editor 2 &, #E#E B3R 245 4 & &4
Create)

# ££ (Edit) vy a2 DRI % (fF ] T & £4 . Session Editor B £ £ .
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Y=V HA RN
% 18% : Web Fuzzer

A7y av &% BH

A oL (Raw  t vy s DIE R % 1o fd H ¢ & £9 . Raw Editor 2 & 7.
Edit)

[7 1)V Z(Filters) ] A= 2—
W DOF L. [ZVvAFilters)] A=2—47"> > Ot B T,

A7y av &% BH

41 £ (Edit) 7oV &(Filters) 154 707 %8 &, §6 5% LIRS & O& 21847 4 21F
MERBZERTCEES.

3 oyl AT VAR LT,

(Enable)

Web Fuzzer®f§ F

X DF 1& . Web Fuzzer®dfdi W7 #5885 L T 25,

RATF—

1. = EW AR E L ET. A cOOTIE T — D3 E" I DX—3 |
258 LT E0,

2. HE AT VWET. SR I OWTIE . ["Fuzzerid 2" X—v231 12 LT
2 &y,

3. WONTNEEIT LES,
o Ly EERMLET.
o LLRTWRTE Lzt vy % v A— b (L E LG EQ)WELET.
FEAN 12 DL Tk, T"Session Editordf# 1" ik O~X—> | #1213 ["Raw
Editordfii F" ~—227 145 8 LT 2 &0,

4. BA 4 (Start) 1227 VvoL &7
[ v 22(Sessions) ] T U7 V=Wl & >THE R S 2% £ vy (R
BV —E RN SN &7,

5. 45 R 2R ¢ 3720, vy 3/(Sessions) ] UA DT> FE Iy &

KR
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% 18% : Web Fuzzer

AT—Y

R Lz vy s OHTTPE K 28 LR (Request) | T V7 IR /R S &£,
=G E & oY ea—(Browser View) ] 27°¢ B O & (Raw
Response) | &7 0Diij 77 12K /8 St £

6. SRUE R £ T 21, [y 2/(Sessions) | YA NCE vy 3%
IR L. [y a>(Session) | x=2—%2Yy7 LT, BRE(Edit)] £721&

B D% £ (Raw Edit) O Eb 60 %18 R L £,
FH A4l DWL T, I"Session Editordf# " T | £7z1x"Raw Editordf# H
"A—U227 1 EZ I LTI S0,
H— DX E

[Br— D% % (Server Configuration) 1% 4 707 #ff i L T. %—% v M\Web+ 1 %35 jill
L. (5 A E 21T VW ET .
H— NG AE FAT O

1. B (Edit)]z27VysL. B—¥(Server) | Z1E R L 7.
[—/\i% 5 (Server Configuration) ]X'( 727 7B & 4.

2. kR M/IP (Host Name/IP) 15 v 212, Web# 1 hD5e 4 {5 8 F A{ >4 (FQDN) &
TP RLAEN T LET.

3. H—NPort) 1K vI A, $—DR—MEF ENTJ L &T.

4. —s3hSecure Sockets Layer7' o bV A L Tw 2 & d. BSL]FzvoK v/ R
EANCLET .

5. BAL BB E 2355 & BA7(Type) ] VA Mo XY vy R &R IR L. 44 T 548 v7 AL

G ENAT—REN TSI L ET .

OKlz2Vy7L &7

o

Session Editor D1 F

Session Editorz{f i} L C. HTTPE 3K #/E il L7z 0. HTTPEL 3K O%f 8 D 7y 2> 248
B LEOLET. 7FAMR IR TF AN S 12305 OFF 0247 oC HTTPE & LHB &
MMZBIENTEEFT, 2l Y AL —RER AN LT N S o7 —RE S A E O
KREER TEET.
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% 18% : Web Fuzzer

v vy 2 OFE R
RO V2 (N A R

o [y 3>(Session)]> WEHk(Create) ] #1E IR L £
Session Editor?3fi] & &9 . " v 2Dk E" | JIclE A 9,

Y vy D%t
Yy v B E T A
1. [ev> 3/(Sessions)] VA FC. vy s> #RIR L &5

2. [kv¥ =>(Session)]> ER£E (Edit) ] 2E R L £4
Session Editor3 i & £4. "t vy 2D E" 1w & £4°,

t v Dk E
Session Editor Tt v av #i% 7€ § 3214
1. &7% 2092l £
2. % ZTOFANCONTIE IRDE 7y 55 W LTSN,
o " [XV v R(Method)] &7 Ik DX—
o " AR(Path)]&7" Ik DR—Y
o " [T YQuery)] &7 IR DA—Y
o " X—¥ z/(Version)] &7" X—v225
o " ["vX(Headers)]x7" X—225
« " [ v¥—(Cookies)] £7" ~—226
« " POST#—%(Post Data)] 47" ~—226
3. WOLTFN»EFEATL&T.
o THFRAMRYIAEKIN SN BT —REME L ET .

o xR L—2%%fEH ¥ %(Use Generator) |7 =y v/ A%IER L. P zAL—&]%
UL T YL —REH AN LET. ff 4l e DT, ["Fuzzery =4 L — &2 D
T" X—o2281 %2 1R L T2 80,
4. DT Y7EIET ¢ 212 I DEXTHE V9oL 9,
THEIT 2TV E LR T, ODK1E2Vy/L &9,
Web Fuzzer] 71> b7 R o1z 6. B (Start) 12 2Vv oL &4,

o o
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VIV A AN
% 18% : Web Fuzzer

%Y v M(Method) ] &7

T 740V FCGET AV yRBEE SN TV ET [EE DT FAMIE &R 2 20, A/ yRY =4
L—REfH N T&Ed.

s A(Path)] 47
NA I 4 2K D3ODE K 57707 T&ET,

o 774 IVD4 H
o 771IWILERE T
o« TALZMILNVESRE § 20 F (B H (& AT v )

CNSDEREERBDTFAME &R 220, VAL —REFANTELT

[ = Y(Query) | &7

— I OHTTPE K 12l 7 UL F U E g 7. % /37 A— &I . parameter=value &>
X T 7o NR)TX Y V&Ed. UY—RiE XY Vit 5 X7 (B % &5 M55 ¢
DN T7Vr—y A E ST DL F 2 H TC& &)L ->TrTUmair il st 7. #l 2
(Ees

http://www.website.com/category.cfm?model ID=0&category_ ID=12
e Y2 (0

RE B (Add) 1% 27Vy oL £
name=valueN YA MR R IN 9. CNEIER T272 )0 FH 2R LET,
2. B HET(Name)lx7%2VyoL &7,

Mname] £V IZ FF DA FTA—REHE T 2. KDWY 24 L —RE [ H &3 (P =
AL—2x%f# 3 3(Use Generator) | 7 v /R v/ AZER LT P zhL—&
(Generator) 1% 27Uy 7L £9).

3. fE(Value) 157 %7VysL &7,

B A Dlvaluel ZHRE 720 KOOy AL —X%fi H T&&F( P =AL—X%
f§ F 4 3(Use Generator) ] 7 =y /£ v/ 2 %i# R L T. [ =4 L—X(Generator)] %~
V7L E9)o

4. [k/\v—ZX(Separator) |57 %7V 7L &7,
il 252 1l %57 Bt 3 230 7 (B 3% 550 5) ML 320 by =L —x%
i C&&9( P =2 L—2% H 3 3(Use Generator) | 7 =v /K v/ ZA#IE R L T,

[ zx L —&(Generator) 1% 7 Vv /L £7).
5. [Zr—~vyNFormat) &7 %27Vy/L £¢.

BAEEZLNR RSN ZERF #ME LY, EEOB L FEENLINT 28T
xF7,

—_—
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6. [ ET &E Dt/ L—%(Name Value Separator) ] T V7 C. /X5 A—K%4r B ¢ 230 F
GBI 7o Y ) BRI AE T B0 fR D DICY 24 L—R%{H ] T2 3 ( [ 2hL—&%
i F 4 3(Use Generator) ] 7 =v 7+ v/ 2%i# R L T [ =2 L—Z%(Generator) ] % 7
V7L E9).

7. DRI A=REE N T 2k, BIMADD) %227V 7L T A7 v72-6 %4k ik L £9,

N\—v 3>(Version) ] %7

W= E BR O AE ] 4 2HTTP A=Y av a4 — R LEST. H R 23—y 3
. 09.1.0. BLF1ATT, A=Y 245 ETHTTPversion] D it WwEd. 2
& AZvy 2(1)TX V) iz 8f L OX7T3. e ba(Protocol)]. [/iL—x%
(Separator)]. 8LV 3— 3/(Version) |D3 DD 7y s RCE 770 >/ T&FT. A
PRI MR AL FERANLLOLCG B 277007 TEET,

[\ v&(Headers) ] %7

ANVRIWE s =N FIE 77V — av B R 2 4 20K Dy 794 T2 M & oT
FAT SRR AR F R ST FnToEd. — K 2N oXid . HostéUser-Agent T3 . & v
KiE. Tname:value ¥ L2 H LTE R SN 4. COLHT LE O & 2. 770 > 7 D4
DOMES W F T 2L TEET,

N EE R § Bz

BB hn(Add)1%227VvoL 23,
name:valueN VA MIER /R SN F7. NETEKRT3NvXER L FT.
2. B&HET(Name)lx7%2YyoL 7,

Mname] &0 I F DRI A—REHRE T 20 DY 2L —R%Mi l CE4&9( P =
AL—2%E F 4 2(Use Generator) ] 7 = v /4 v/ A& IR LT, P zxL—%K
(Generator) 1% 7Vy7L £7).

3. fiE(Value)lx7% 7)ol £,
Mvaluel 7 A M8 EE ¢80 DY 22 L —R%fHi H C& &4 ( B zaL—R%fH
H 3 3(Use Generator) | 7 =y /K v/ 2%i1# IR L T, [ =k L—X(Generator) [ %7y
oL £7).

4. [k/SL—ZX(Separator) 157 %27yl £7,

i o4 B 25 Bl & 230 7 (B % & 20 &8 5E 4 20, b ey =4 L —k% 4 H
T&E7( P zar—%%f8 H 3+ 3(Use Generator) | 7 =v /R v A%IE R LT, P =2
L—X(Generator) ] 7 Vy/L £9).

5. [Z+—~vyNFormat) 147 %)y L &% .
NOREE AR S BER #E L2 0. BEOM 00T #F A LT 30enT
&9,

6. W&l “E D&/ —X(Name Value Separator) ] T V7 T, N\ vX &5 Bt & 230 F %4
E TRy zxL—2&FH c&&4( P =pL—%% FH 3 3(Use

-
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Generator) | 7 v/ v/ A%IE R L T =k L—&(Generator) |27 Vv 7L £7).
7. B ONVZ&#BINT 2. BIMAA) 1227097 LT A7 v72-6 %4k ik L 9,

[V v —(Cookies) ] &7
IvE—ld. 2 EREZEH T 212077V —y L oTE ] S 285 A= K%
CHF I e ~Nv&TH o 2o —E B OB K DEBNTT,
Cookie: name=value;name=value
H NRF ARG AH T 7Y 7 TEBR R LEHDXTTT .
7ok —#F S B

1. [v¥—(Cookie) ] VA +T. [EBHI(Add)]%Z27VvoL £,

[ ¥ —(Cookie)] VA MZCookie: K /R SN T CNUGIEM T2 7vF—%2K L &

ER

[ v —Of 4 (Cookie Detail) ] V2 +¢. BEIN(Add) 1% 2yl £ .
name=value®’ [7v¥—®# 4l (Cookie Detail) ] VA MK R St £7,

3. [Zy*—OF#H (Cookie Detail) ] Y2 b1 il 12 H 2 [ v¥—4 (Cookie Name) ] %7'%
V7L &7,

LA EHRE T2 ROy AL — 2% T& &3 ( B 2AL—REMEH ¥ 3(Use
Generator) | 7 =v /R v/ 2&IE R LT, [ =2 L—Z(Generator) |27 Vy/L £7).

4. fE(Value)1x7% 2 VysL 7.

Mvaluel 7TH¥ A MEEREE T 2 O CY 23 L —R&[H ]l T & ( B =hL—R%fH
H 9 3(Use Generator) | 7 =v /R v/ A#i# R LT, [ =L —XK(Generator) [ %71y
L £7).

5. [/fL—ZX(Separator) | 27 % 7V 7L &

5% 20 #E ¢ 230 F(lE EE TR T)EmME T 20 by 2xL—&%
i c& &3 ( P =xL—%%ff F 3 3(Use Generator) | 7 =v /K v/ A% L T,
[ =2 L —&(Generator) 1% 7V v/ L £7).

6. [Z+—~vyNFormat)1x7%/7Vv/L &7 .

NVRE R DRI SN BIRT 2 E LIc0. R OB L F 2N LI20T 20T
&9,

7. BEEI Y O+ L —&(Name Value Separator) | TV7 T, N\ yX &5 8 § 230 F 24
5 am AN b NIy 2rL—25fE  TEE5( P = L—&%6 ¥+ 3(Use
Generator) ] 7 v/ H v/ 2 %1% R L T B =k L—ZK(Generator) 1% 7 Vv 7L £9).

8. HDryF—%IBIN T BIIE AT v71-T24 R LEY.

N

POST7 —&(Post Data) ] 7"

2 )it RequestURNIZIE 1 € X 30125t L. POST 7 —Xid B 5k O % i il Sh 27
R GEURIZZ VAL TH O, 1 A EDE A . POST XY v N Cffi | s &4, POST7 —&%
fi 4 256 B3R 12k POSTT —&DH 4 X %7~ 3 Content-Length~\ w238 41 T
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Y=V HA N
5 18% : Web Fuzzer

PNENDHNET, POSTF —X#21T% < Content-Lengthfd £ 7 7Y > 7 LT, — 3 &/zld
T7Vr—y N ED & N IE ZUHE § 207 APTCE &S

HTTPE R Aot —Y %7707 3 26 77 05—y X BR 5L D200 % Jg (F—37'm b
IVDERE Web 77 Vr—y N E L ET.

POST 7 —&%&fE B ¥ 21214

[Ehn(Add) 1% 27V 2L 7.
name=valueN VA MIE IR SN &9 THIEAE R § 3POST7 —X%F£ L 7.
B2 BT (Name) 157 % 2 Uy L &7

Mame] &% BT D8 S A—REHEE § 20 KDY AL —25 i T4 (P =

AL—2%&fE B 3 3(Use Generator) ] 7 = v/ R v/ A%IER LT, P =L —XK

(Generator) 1% 7Vy7L £9).

3. [&(Value)] %745 7Yy sL £5.

Mvaluel 7 A M8 EE T2 DY 22 L —R%f H C& &4 ( B zaL—K%MH
H 7 3(Use Generator) ] 7 v/ v/ A% IR LT, [ =& L—X(Generator) 1% Vv
2L ).

4. [k/Av—ZX(Separator) 157 %27yl £7,

e a0 8 ¢ 2L 7 (B & 30 )2HmE T 20 by =x L —x%{H H
T&F9( P zaL—%%fE H + 3(Use Generator) ] 7 =y /R v/ A%1® IR LT, [P =2
L—X(Generator) 1% 27 Vy7L 7).

5. Zr—~vyNFormat)] 47 %7Vv/L &4,

NYRERNRIN SN BET 24 L0 B R OB WL F &N L0 20T
&9,

6. W& Bl Ll D&/3L—%(Name Value Separator) ] = U7 T. N vX &%) Bt § 230 F %4
ET2h. ROy 32 L—&fH cE&3( P =2 L—LR%M H ¥+ 3(Use
Generator) | 7 v/ v/ A%IE IR L T B =R L—K(Generator) |27 Vy7L £9).

7. B OPOSTF —XE R #B M ¥ 212k BBIM(ADD) 12270y T AT v72-6 43 VIR

L7,

—_—

N

Raw EditorDfsi HH

Raw Editor#{#i | L T, HTTPEE K Avt—Y 5{ERR L £7

ZR OOWT N AHOH 73 22 F 2121, Y—LD7 F A M EHEE 2l 320, v =2
L—REHHAN L&Y

VAL —RERN T B2
1. OWTNEEITLET,
o BRNDEZDGHTCA—YLVEREI LT,
o TRDITEEDE 258K R LET,
2. H 7Vl T v 3= My hA=a—ms Pz L—&(Generator) | i€ R L 9.
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5 18% : Web Fuzzer

[ =4 L—X(Generators) 1% 707 35 & &,

3. [ xzihL—X(Generators) ]5( 7u/ T, ¥ 23 L—&%i% IR L. Bk E (Configure)]%
27Uyl Ed,
(47> 22/(Options) |1X 1 707 HH & £ .

4. [F7v AOptions) | x4 7/ . & EHIWEN I L. OKIZ70v7L £7,

5. B zxL—&(Generators) 1X 1 7u/ . DK]&27Vy/L ¥,

6. TER Lz s L—RiE. A—Y AL B (F20E AT 971 TR R R LIAE = OFf 4 12

B &R S &7

TR D% 5 £7218 ¥ 24 L— RO N (£721& 2Dl J57) %47 o148 ¢ OK1%27Vv7L.
Web Fuzzer] 74> 7R D&+ . k. BAGR(Start) 122Uyl £4

Fuzzery =4 L —&XIZDOWT

AL —REFEH T BE T TR vy s OIE IR L B E T IR DF I
Web FuzzerCffi il T&2Y 24 L —RIZ DWW LTWwWE S,

ASCII R ez, HEE LB B A OASCISC 7 2108 A L &4,
I 7 T LT BLUO—EHOLF 2—74 3R B 22 L
ES

XF B LT #ER L. S BR 2O T #E BN L.
BN CTF R SR KSR BEOBE Y 2 E L&Y

/N 188 LIS By /N B 25 BEOR N L 5.

B /N (Minimum) ] & B K (Maximum) JO%; . B¥4) (Increment) ].
BLUO—H O s —7 ¢ 2R 2R E LT,

GUID % B3R 12 5% 47 Globally Unique Identifier (128 £ hO¥4 fili ) 545
A LET,

TR OB EEE LT,
HTTP XYyl | AV yNGET. POST. PUT % &) #E R i A L £,

7’8 b DA—Y (0.9, 1.0, 1.1, LG IXRO)&EE LET,
B iE 18 58 U780 P ) 0%l #95 BRI N LT

B /N (Minimum) ] & B K (Maximum) ]JO%; . B¥4) (Increment) ].
BLUO—H O s —7 4 2R afeE LET.
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5 18 : Web Fuzzer

D Iﬁ\ I/—‘ﬂ

SQLA >y 7
var

FER b

WordList /—X

XSSA >y =/
var

it B

TRE LT F A7 AN T &N LET . EROE L, 771
W DB E B &> THR 20&3 . BEI% N Dcharacters §XT A
A SN Ed,

7 74V FD 7 74 W (sqlinjections. txt)iZld IR D2 DD T MAHE &
nxd.

"or 1=1

"'or like '%
o LETEAMIODE R AN LT,

BRELIETEANZ AANDSL FH 24N LET. BER O I&. 771
IWN OB TEBICE TR E0ET . BLIE N DT RXTOX F 23F N Sh
ES 2N

R LT F AN 7AUm 6307 5] 248N L & BoR ORI 774
VN DB B oTIR $0& 3. BUE W O XTOIL T A3 A Sh
9.

7 74 MDD 7 74 )V(xssinjections. txt)iZld IR DT> NUMBE Eh &
ER

<scriptralert('test')</script>

7 4V ZDEAE

TOVARE . ZET i BEOL—ILTHER SN . Tv—vjid, — s OF € Ot
IV TR TB7TFAMER TBEMREBH . L2 BB AR L lerror] &)

HEENE FNTHT OB DAT—XAa— FEL T500-599 H1E & S T 3G & 1240
ERRT A IROLV—IVEFH L EFT,

[STATUSCODE]5\d\d AND [BODY]\serror\s
WOFTXEAHHLTIEEDE sy av i E LET,

[HEADERS ]
[STATUSLINE]
[STATUSCODE]

[STATUSDESCRIPTION]

[ALL]
[SETCOOKIES]
[BODY]

Micro Focus Fortify Weblnspect (22.1.0)
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[7 1V X(Filters) XA 7/ D7 74 A

71V A(Filters) 1 X4 707l 7 72 A ¥ BI2ik:

« [ovAFilters)]> B4 (Edit) 121 R L £
[7 v X(Filters) ]1%4 77 HB & 7.

7 4V ZOVE 1%

TOVREAE N T BT

1. [Z4awvA(Filters) %1 70/ ¢, BBiN(Add)]1%227VysL 3.

v—iZ & o>l Default Rule] &0 5% Bf D)L—ILHE K S £
2. B #r(Name)]. B% B (Description)]. 840 I—(Rule) 248 & L 9.
3. WHApplY) 122Uyl T, 74V RERAF LET.

7 4L XD H

TV R e T B

1. avAFilters) 154 707 T, [Z4VvA(Filters)] UA 57 0L KRR L £7 .
2. Bz Hr(Name)]. BB (Description)]. #7zi& lv—(Rule)]#Z5 ¥ L 7.
3. BEHApply)]z7Vy/L T A H 2R F LET,

7 1)V ZDAE

Y a7V REF 4 2101

1. [Z4vAFilters) 154 7u/ ¢, [ZavAFilters) ] VA b6 7 OV XEIER L £,
2. ¥4 (Enable) 17 zv/ R v/ AR L &,

BEIFEOLVEE NS 2IEDIE . — R E ZL—LOf i 24 %h i 20
BLRH0ES. 20DIE. DovA(Filter) 1> B %4k (Enable) ] iR L £,

7 L ZDHI|

7OV REHIBR 3 B2
1. [Z4vKFilters) 154 7u/ ¢, ZavAFilters) ] VA tmo7 OV XEER L £,
2. [EIBx(Delete) 122Uy &9 .
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VIV A AN
% 18% : Web Fuzzer

Fuzzer:® &

% 5 (Settings) 1% 7 12 TWeb Fuzzerik i€ %17 Y EMNTE T,
Web Fuzzeri% & #1T HlZl&:

1. BR&(Edit)]1%2VysL. B E (Settings) 1 #i# R L £7.
BX 5 (Settings) 1 X1 707 7B &£,
2. MOWTFNEFEAT LET .
o TTVIr—y iR E F4T ik Ml OXA > T Bk (General) ] £ R L £4 . fii
FA AT 8 5% € DA iC DL T T i e " 125 R LT s0,

o 7OFXIVERE FIT O ER OXA 2T PrF(Proxy) ] &R L &4, fF A
e iR E OFFAR DL TIE "7 oF i B I OA—V 1 55 ] LT a0,

3. 87T Lizas

— R

OK]%#2Yy/L &7,

KOFIE, — WKEECOOTE P LTHET,

S

7OV EADE X
(Enable Filters)

HE&) A 7g—va—

(Auto Scroll View)

Y=k bERR
(Show ToolTips)

B K V7 v N (Max
Sockets)

A LT N
(Timeout/Seconds)

Micro Focus Fortify Weblnspect (22.1.0)

it B

TAOVEZDYR— R EF L ET. COFTY v EH/ T BE,
71w A(Filters) 154 7027 T7 4V 4B 1N« 445 . 8 LUH|
B C& &9 if Al OOLTE " 700 2D AE" X—2229 ] %
Z R LT a0,

AE A=a2——0D [Z4vX(Filters) 1> B %4k (Enable) 1%
BINLT ZOVRER NS B TEET

[t v 3/(Sessions) ] A he2—DH &) 27— a8 #h L &
T, COA7 Y avEEMICT 24 La—dHEH SR T DLy
varyFCArza— VL EFT,

22— A &7 2—A(U)DF} T DB K I TARA » ReE b 3
&Yy MR IR S &
527y OH KB &faE L&,

VT NEAG A LTV b AL THRE L&D
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VIV A AN

5 18% : Web Fuzzer

W RE

Content-Length D58

e B
Web Fuzzerid . % (2t CTE K OContent-Length D % H

#l (Enforce Content- Fj [ WCFHHE L &3, COAT> av%H %129 &, Content-
Length) Length\vX %770 > 7 T& & Ao
Host\ »X'0Di# Web Fuzzerid. 3§ XTOE K (CHoSt\Nv&X & 8 Ed . O
(Enforce Host e #H 3T B& HostNvX %770 > 7 T& &¥ Ao
Header)

7'0¥ VR E

WMORIE, 7oF R EXCODOTHB LTHWET,

B R

HEEGK(To
* )
(Direct
Connection

(proxy
disabled))

7ux VR E D
H BB
(Auto detect
proxy settings)

VAT AD7 1
¥ VR SE &L
F 3 3(Use
System Proxy
Settings)

Firefox7" o ¥ 3
REEHT

%(Use Firefox
proxy settings)

PACZ 7{ v %
R LT o+
VERET B
(Configure a
proxy using a

Micro Focus Fortify Weblnspect (22.1.0)

Bt B

X —N"EFH LAWGEE. COFTY v BRI L &7,

WPAD (Web Proxy Autodiscovery)7'a Lt il L T7 o ¥ H &)
RE T AIWER L. 757 OWeb7' ¥ S i E 24T W ET .

a—vrmns7aF o —ER A o R— L E T

Firefox»»s7 oo H—\FR 21 > A— L &7,

URLIA® v2 2T & L1235 Bt 12 & 2PAC (Proxy Automatic
Configuration) 7 7f W67’ 0¥ Lk i€ #u— L 7,

N—v232/379



Y=V H AN
5 18% : Web Fuzzer

X E B
PAC file)

7ox ERHR BERINTBEIRENTT T840, 7oFvERELET. "o
MCRE T2 FoORE" FIEZR LTSN,

(Explicitly

configure

proxy)

HTTPSH O  HTTPS#E: 4t 2% UA N 37 0% 24— D8 & . COA7'y 2 %i
B7oxs s NUEBERSNLBHEAN S LT7 oo a0 ELIT. ["Toso0
& ¥ 3(Specify %" F1%Z M LTI,

Alternative
Proxy for
HTTPS)
7'n¥ 2 DR E

TuF S ERE T I
1. B—/X(Server) 1 v/ A7 BF 24—/ SDURL&/2IEIP7 FL AZAN JJ L. Hi v T
( BR— NPort) 17 v2 212)fi— 1 = (8080 % £) A /1 L £

2. [BA7(Type) 1 VA Mo, 7o — 4% i OTCP 574y 2403 + 370 hau
(SOCKS4. SOCKS5. &7zl 48 # ) %I 7 L £,

3. AL B 23 & 1k BRALE (Authentication) ] VA b6 X1 7 %#I& R L 7,
. H 3 (Automatic)

AT HEIMH 218 € 728 AF v O FE 2 < 0Ed . IR LTH B[] 0D
FEE AV yREIRE T 28 AF v DA Tr—v AL KRIE R B LEFT,

#: 7 (Basic)
£4 ¥ =X NDigest)

« Kerberos

« xJ3¥x— NNegotiate)
« NT LAN Manager (NTLM)
4, 7OF A/ NTREE A B 2 Gk WA 2R LAV REN I LET.
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195 v vy 2 X—2DWeb Macro
Recorder

Fortify Weblnspect® & U'Fortify Weblnspect Enterprise (2 (& € v 2> X—ADWeb Macro
Recordery—WH»& N TwEd. 12k e/ (A >~7af . 91248 v—7r7o0—~ 7o ©
To CORF2AV T, N HD2DDY )V K g Dl AV 8L v—r7o—F] i
DavrFryEE & — Kl £y 3o X—2DWeb Macro Recorder] &M (£ 1.

v v 22 R—Z2MDWeb Macro Recorderid . W <{OnD 7 vk CRe ) T& FF . SE41cONT
X, "t vy 2 X—20DWeb Macro Recorder~®D 7 7t A" IR DX— | 5 B8 L T 2 &y,

<7l DONnT

nZAvvraéid. Weby A MZT7 7 AL TRl A>T 2E&ICFHELE T 24Xy ML EE T,
ZO% . CORLER 2 H L CAF v 2B U5 92 4& S, Fortify AF v+ IC3R /R T& & T, 7—
yza—~rald. afl A VA7 y7 (W B UT) e A b OFf 8 OURLDFL &% T .

A T 2% v/ | &0 O &8 & LIE LIET Fortify Weblnspect® & U Fortify Weblnspect
Enterprise ] DX b DAl Fl &h & 9°(1F ¥k 251 77 QR il 1224 TE £ 285 ).

IE7 7 /oY

7 74 bTUE . £ v 3 X—2A0DWeb Macro Recorderid . Internet Explorer” 27+ 7 7 /1
V(BT /oy AP IEN IT) MM LTvoogii iR 8 SUH A L LT

o/ A>~v/ruo

n/A>vvsald. WebH 4 FE/ldWeb 77 Vr—y 2127 72 AL Cal A >d 220000 B
BT IOTACTADEEE T BH &, 22— & AT7—FEAN 1L, 7420 @74
VIHEDRZ Yy LET AFvvERE TG A I & LT st g Licas 4>
<~ /aERE T 20, AT T A A I LECSELET,

T7Vr—y ao06nl 77 MG & AT v+ T T T 23285 <fed, vl (>~
oalE. gl 7T MARAE LI CERRE SR 307 70 Mot 20 2 {1 DT8 E ¢ 20
BELHNET AF oI, AF v FE SESE M A Tl 7Y N RS S 8H0ET. IR
Wl & LET .

o BTy A MNIEoTIT O 2 F O/ 77 b

o« BALT T Mg &L &= v MA MDD T 5% 1

o YIOHARDITfER &N T AR E)

Micro Focus Fortify Weblnspect (22.1.0) N—234/379



V=W HA N
F19% & vy 3 X—20DWeb Macro Recorder

B/ 4y~ raD—# el Tay 7y M 28 E 358 AF v T LAvwBas 7Y b
PFEE LI 10, 2 A B T8 & (0 & Tl iR L)y 4 > LE S B A3k <k 0
FT o AF v FE HA MEAF LT BRI X—7 v M A DK S B £ 81 LTIR B8 20
WrL&d. AFvFid. o/ 77 bLIEHWT LG A idwDTh, o/ (v~ ro%3E{T LTo
FAVLH Ly 07 77 M35 LIz 2 554 4 NOWebiR R &1 B 7 7B L £ 4.

/A v~raEitix ¥ 2% ODAT v EL T & v 3 X—ADLogin Macro Recorderid
mELSEERA LCTTESIN ol 77 M2 L. 2 g/ v=oafgE L
FOER A ET. FEAEDE G, FEICas/ 7o M 2N T 2L BEEHVEEA. 1212
L. ol 7o MM 2B N &3 8mE § 2283 T&£7,

J—r770—~</0

T—s70—<r0ld, /A VAT 7B IS L) & HA METCFH R E T 4FE D

URL®DC $% T . Fortify Weblnspect & 7214 Fortify Weblnspect Enterpriseld . 7—27 70—
v /OIZFLER SN FCURLDA 28 & L. BE & H W S fe A A= V> 25 UE L &€ A
COFE D~ 7ahifk S E i Sh 30, 77 07—y s> OF 8 D471 73 /18 4

FY TG E T /7008 7 0L AD M, T 0/ A >~ 7o ED IR DX A ] 23E WA
HNEF .

o T—U 70—~ rllE. L P B E L2EF € OURLEUS S s x4, v—7
7o—v7ald. AR 220 sOURLICDA 772 AL £7°.

o« T T7u—~ouTldal 7T MM A E T WD T, £ vy 3 R—A0OWorkflow
Macro Recorder® =—# A > X7 z—ATld. V—/70—~/usitix ¢ 3 ca/ 77 b
% B BE AR AN S T

AE WebH A NCEIEE AV E 2B S 3. ol A VAT v/ e 7— 70—~ 7allit s L
WS, A0, Webt A MZal A>T 300l r~ruxic st LTS
Y,

v a2 X—ZXADWeb Macro Recorder~® 7 7+
A

PL R O VK Tld. v 3o X—ADWeb Macro Recordersi & ¢ 23 F S ¥4 7 1 12D0
Tt Bl L &3,

o/ A>~rn

Fortify Weblnspect & 7z (4 Fortify Weblnspect Enterprise Tid . £ v> a2 X—2DH Ly s/

A= /a%itit T 528, i NF AL vy o R—ADAE Dur/ A v~ /u &R (B

FUATY S CHRBE)T BIELTEET IRDENAT VW ET S

o Internet ExplorerzL > X V> 7 2200 v L THA P EAF v 45k € T 255 & 18 &—
Ty NeaZ A r~ranb B ThHr xR E L. WEM(Create) 127 Vy7L THr L
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VW AAR
197 £ v 3> X—A0DWeb Macro Recorder

WaZ Ay /aEiLiR T A0 B Oul A v~ /nEFER(BLVAT7Y a0 THE)L &
ER

« Internet Explorer# L > & )> 7 2> v v &L Tffi A L . Fortify Weblnspect®A: A& 2+ v

> & 11X Fortify Weblnspect Enterprise DWeb+ 1 AF v 3% %€ T 235 & AT v72T
B4 MR ALE (Site Authentication) ] #1# IR L Tif Lo/ A >~ 2 a%it 8% 4 25 BEF
Dal A r>ragiE i (BL0A7Y o CHE)L £,

« Fortify Weblnspect—v/Y\—T. [Y—j(Tools)]> Login Macro Recorder]> [t vy a
> ~—2X(Session-based) 1% 7y~ T. Login Macro Recorders 2 &> N7 a>E— KT
FIT L HLwnZ A r~rngiliit ¢ 20 BMEO/ (o~ /o &&9(8L047
varTHELET).

« Fortify WeblInspect Enterprise D& # 2>V —1LDY—)L/3\—T. [—(Tools)]> Login
Macro Recorder]> [t v3 a>X—X(Session-based)]% 7 v~ T. Login Macro
Recorderz 2&> K7 E—RTH & Lo/ A r~ro%it it § 20 BEAE Dol A
S~ gl XET(BLUATY THE L ET).

o vF2VTav—F i LT, [BH%R(Start)]> Fortify]> Login Macro Recorder
(£ v¥ 2)(Login Macro Recorder (Session)) 1% 2V~ L C. Login Macro Recorder %
ARy R7AYE=RTEAT L. Lol (v~ rnsitit § 20, A On/ (v ~rn%
Bl EEF(BLOATY > THE L EL9).

o Windows T/ 27'0—57T. t v 3 X—2DLogin Macro Recorder%fii Fi L Tit &% st
JBEAF Ous A v~railfe @) L. K702y LTH & &9 . £ vy avX—Z0DLogin
Macro Recorder 2 &> N7 o> E—NTh &7 .

J—770—~v/70

Fortify Weblnspect & 7z1& Fortify Weblnspect Enterprise Cld .« #1 L\ 7—2 70—~ /7o %id
5E T BEE. ELEE R ARERAE OU—r7n—~/nsE IR (B LA 7Y s TR E)T 2L
VCEETRDENAT VW ET

o InternetExplorersL > & U> 7 220 v ELTHA M} &EAF w0 558 E 258513, R
¥ x> %4 7(Scan Type) 1 &= [7—27o—(Workflows) Jicfg %€ L. 20 . [—/7o—
(Workflows) 1> 0. 7—27a—27 v7OE B | F LLwy—270—</o0it 8% 7204
BEfF Ov—r7o—~radD( v A— M5 LU ATY av THi 5 21T W E T

« Internet Explorer# L > &> 7 x>y > &L Tfff H L TFortify Weblnspect®t A& 2 x>
ERE TG A AT 91T [— 2 70— 8 & R % +>(Workflow-Driven Scan) ] %
BN L. EC#F(Record)] /-1 ¥ (Manage)l%#7Vy/L T Lwy—/7o—~/n0%
RLER T 2 BB OV—r7o—~/asER(BLUOATY o THRE)LET.

« Fortify Weblnspect—v/\—T. [—j(Tools)]> Workflow Macro Recorder]> [t v
3 avR—A(Session-based) 1% 7Y v~ L T. Workflow Macro Recorders A &> F7 >
E-RNCEAT LB Lbey—r7a—~vr/o%ilsk 3 20 BBfF OV—r7o0—~v/o%h & &
T(BLOATY 2 CHhE L ET).

« Fortify Weblnspect Enterprise D& # 2>V —1LDY—)L/\—T. [—(Tools) ]>

Workflow Macro Recorder]> [t v s> R—X(Session-based)]% 7 v L T,
Workflow Macro Recorder# A &> K7 >E— KT &, ¥t LLwy—27o—<70%5C 8
¥ 20 B O7—s7a—~v sl £ (BLUATY 2 CHE L ET).
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VW AAR
#5195 : & v 3> X—ADWeb Macro Recorder

o LF2UT4V—LF v iefli A LT, B (Start)]> Fortify]> Workflow Macro
Recorder(t v 3>/)(Workflow Macro Recorder (Session)) 1% 7Y v~ L T. Workflow
Macro Recorder# 2 &> K7 2> E—RTHEAT L. T LLWy—r7a—~v /0%t ik 3 57
BEfF DOv—r7o—~/rnehl EET(BLPA7Y a2 THE L ET).

vy a2 X—Z2DWeb Macro Recorder 1 > &
T —AIZDW T

D MEYITIE . vy 3 X—ADWeb Macro Recorder® 2—+ 4 > X7 z— A2 D Tl B
LEd,

K DF TlE. £y aoX—ZADWeb Macro Recorder® 2—# A > X7 z—AD a>H—% > k
WOWTa I L &7,

JEH ®i#
1 VA=, BRI OWTIEL Ty — " R 1 AB LT &0,

2 AT 7 #B ofe AR AEFEAE § 23t DI 7R N —.
3 B2y M A A s
4 B RA v BRI DB T TG I S A" D=2 1 2 ] LT 280,
EVY NG RA YO Slid Z—7 vy A MAVERECGHE TR ET,
V)b /N

VU IR DR Tl Bl ¢ 347 o3 sn T Ed,

A7y av % B
Hr # (New) HlovrosfERLET,
B {Open) RS SN v ruEl (& A v AR— L) B 7 S

LLET RDTAIVEATHR] SKCEMBTEET S

« Web~7o(*.webmacro)
o Burp Proxy (*.*)
e« HTTP 7—#47(HAR)Z 71 )L(* . har)

RAES REHOVTWAY/osRELET,
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Y=V HA RN

H19E : v v 3 RX—2DWeb Macro Recorder

F7Y 3~

HH BT
TR A7
(Save/Save
As)

as 7 NMEAE
(Logout
Conditions)

T IR E
(Browser
Settings)

it <A

it B

(274 >~omDH)al 77 MEM 17 4250 &3, FEATICOLT
T 77 ME A 27 420 X—02421 %5 R L TEZ &,

54 5% 5 (Browser Settings) 184 7 a7 % & &4 . it 41 12D T
&7 7 RGE" N—v2431 #F B LT 280,

L RA W R NR—=03H 0, ZAZIR DFE T T 2R X EF 29 7R w7 ANE R~ S

X9

RRAF 27
RyI A

i N )
£ (Play
Highlighted)

TRCHE
(Play All)

1% 1k (Stop)

0”777 b
(Logout)

o8 7 K 7~ ZH
4 (Delete

Micro Focus Fortify Weblnspect (22.1.0)

i B

IV LRI E R Lics B — OB R (IT) 2B L LEd. BAT
(Run) 15| OB ] i i 1o F 2v /R v 7 ZAHE IR Sh T 235 & L 58
PR SN FER E#FHELET. BEAT(Run) 1B O OF v o8 2
ASEFR L&A

BEAT (Run) 151 TR S THB(A T4 5T B)E R DA 2 4 L
EQU N

AEARIE T 2L TRTODRAT /BRI SN £9 M, v
A T 27200 BEAT (Run) 1% TR LIc AT w7 IR MNFEAT &
nEd,

BRTEAE(PlayAl) IR & %2270y o L4 ¢ BA R fEH c& &
T HEDERNE T v 20 1ELET.

(7—270—</uTCIEERSNELEA)FA Mosns 77 7. 1
J7 7N IAGE . B SN A% G DE R I LTHA MIED LD
WS T A0 EHIM TE £,

70y LTI RN Liey 3 — OBR (17) &M B L & 5.
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VW AAR
#5195 : & v 3> X—ADWeb Macro Recorder

HRAF 27

Ry A i B

Highlighted)

T THI B B2 47 (Run) 131 CIEIR SN TH 30 EIMIBE R % L R TOE R %

(Delete All) HIBR L &9,
/407y (7—770—</aTldE R SN FH A, )CAPTCHAIE . 0/ A G % %

7'k NN LEOBAM CHoT 3V Ea—RTCEMR LIZEDTIE AL Esr
(CAPTCHA) PREE T 270 FEF S fes FrL YO 7Y FLARYATANCY . &—
(Prompt for 7y A NCCAPTCHAZE ] LTW B & d. COF 2y /R v/ A%
login AL ET. v/mid 5] &% &n/ 77 MR EE £F L £9 43, Fortify

(CAPTCHA)) Weblnspect & 7z (4 Fortify Weblnspect Enterprise O 2—#71& . A% v
ORI 8 L0l 77 MIFEAE T 27200 FE) T/ A>3 20 %
WHNET. COATY v FRIR T 5L, —ERIR S T E K Dl
WA S HTTP o749 2%K R ¢ 245 1] OXA V58 L &
ERE

R R N—DF DI flf XA NZIEIG P hh— B R I8 S, IR DK Tl B 3 25 K 7 S &
Jo

5 i B

% 47 (Run) FRTEA(Play Al) 1% 2 V04 2E 38R S T 3(A 124 5T
BYAT T NFEAT SN ET . RGF T 2L TRTCDAT w7 B~ 7o ff
17 SN &3 H, v /oL 4 27000 IR L AT v/ PURELT &

nNEd,
& 4b URL]. F4v 2 ~YDirectory)]. /-1 [R—(Page)]#iE 4R L
(Excluded) T ZDORATORRAN V=V EZB N L E9 . BRAbV—vid . CORF v

BRE EHH T 2AF L oTUT O 2T NTOE R ICH H s &

T ER ORI EAE T 335 & . COF 121k ZDJFE [H bt & B W

i cFR s £9. [#AKA(Custom)]. [k 7] & 2 NDisallowed

Host)]. Z7zi& [v— Mt (Outside Root) J( A ¥ v> D&k & DB U FF (2
7+ XZFR % (Restrict to folder) 173 iR &t 7235 &) T 7.

Ay R FR D XY v R(GET £721&POST % &),

(Method)

AT —RA BLRIKT T 20 B DAT—RA(302 7215200 7% &),
(Status)

FEE (Actual) B TR SNIEEBEDRAT—KR, AT—ZANT M LAl £ % 235
G HAERCER SN ET
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Y=V HA RN

H19E : v v 3 RX—2DWeb Macro Recorder

31
URL

H T OXA 1z

47
=F 4l (Details)

IR FE (State)

INTA—R
(Parameters)

it B
%3k OURL.

IROFR T T 28705 FhTCwuid.

i B

T A DA > THEEAR S T B(58 38 K 7x ST 2)E R ICH LT,
R T =800 EOXA e Rm s, HE T 2058 7 =884 F O
RANIRK IR SN ET .

REER LTV, PR EBEZR TN HZ2TXTOIHH O
Loy gy, INBIE. ~2an7 e ALz 50 215 i TH an /20T
T, N 85EATCHHICHAS bERLDE, HRREEL TLDL
LT B DU, 880 8(70IEH #F & B LT 3L
NCEET. Web7 7 Vr—y 3 Cld i E O/R85 4= 27— 7)1 ]
EWIIv— 25 U RN e 6 WIS RNHVET,

(7—27u—v/uTCldE R SN FEA )BT A >~/aTT7+—LNT]
TA4—I REa—H 4 I3 N AT— RN T EL TR E T&2EL &
T, ILTCVIET 7/ av i § 27/ Ca—H4 L3 AT7— DR S
A—REAF R LT, AF v B icfg @ C&240L 27,

~ 7 0DEL $%

¥ vy 3 XN—ADWeb Macro Recorderld . IE7 7 /a5 L C~/n%3Ls LET. 2O
MW Tl £ vy 3 X—ADWeb Macro Recordersffi |l L e/ A >~rné&v—r 70—
<75 EE R CELER T ARA DWW TER B L £d,

AT LT OFNECTE ., w700 sf i 92— R AF IR OOTHM LET. &R
D&t T 213 2121 3 DR N—DFR W I o T~ 7o il 8% L TS0,

¥ vy 3 X—ADOWeb Macro Recorderil 7 72 A4 315 {220 Tk "2 vy s R—20D
Web Macro Recorder~® 7 7+ A" X—v2351 %2 18 L T &0,

07/ A >~ 7uDil#x
¥ v avX—ZDLogin Macro RecorderT. X D E #47 LW &7,

1. EC#&(Record)]z7VysL &9,
2. 7RLAZA4—IL NI Z—7 vy lURLEAN I LT, 22V oL £7.
3. 77V r—y i/ ALET,
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=L H A N
H19E : v v 3 RX—2DWeb Macro Recorder

AEET27./0Y Clds 07 A>T 212010 2—F N0 25 € v Y B 128 2 § 2405
NP BWebt A MEHA—rSN THEE Ao
T7Vr— T 78 AL Tal A > 5 BERT—RDT—7 W BT XA 2B
SN 9,
4. osA{>Lis, [EI1E(Stop)lE2 sl £,

BEI o/ 77 N 0T S0,

v I/uMR{E S &9
5. B&(Play)lz27VysL &7,
vrung ] el A s, 77V =y AT /e AL TrZ AL ET,
6. ~7aMnIE LSHE SNThEINEIRE LET. D0, /A r~rani&—7 vy A b
WIEF el A v LichEINTT,
o T7Vr—y aZIEW LT AL TCul A v LG E . IEw(Yes)]E#2VyoL &
ERD

~ /oL a—REHBR Il 77 MEH R LEDELET. ol 77 M A
Manzé w7aidse 7 LEST. ol 77 M BB s 2o &k, T 8 ¢l
T 2UERADNET, A ICOOTIE. "0l 77 M f 27 42 I DR— | 5
IR LT,

o« 77Ny IEHW W T 7R ALTCal A v gkl A id. MnZ(No)l1E 270y
7L &%. WERL(Create)]%z27Uy/L T Lvesnzie®) ¢ 20, "~ 7007 /8 7
"AN—U2451 2 R LT E S0,

PRA-1B (C~ 7o ad8 L1354 1. Login Macro Recorder (i U2 & &2, 41T ¥ 207 (2
T ERAF T 2ENR DB A=V BEK IR SN £

7— 2 7a—~< 7000 iE
¥ vy a2 RX—2DOWorkflow Macro Recorder . X O E 247 W £ 9,

1. 7RLAZ4— VN7 —270—0OB EURLEN 1 LT 22Uv2L £9
2. EC#R(Record)]%/VvrL &7,
3. vI/OELER LEDELTHBAR—Y I LET.
T77Vr—y N B § e BOR T —RD TG T RA B I S &,
4. 7= 70—DFTXTDAT v %5 8% L7124 T &1k (Stop) 227 VvrL &9,
< 7ubMEAFE SN 9.
5. E&(Play)]lssVysL &7,
~oanE M HSHAE S, V=770 —IRLER S TW BT TN —y 2 DK 4 LT
72 AL £9
6. v7uinik LA sl e e LET.

o 77—l EN TV BTV — DI CIEF IC T 2 AL A i
xuy(Yes) 1220w/l 4. v 7uhm T LET.
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V=W HA N
F19% & vy 3 X—20DWeb Macro Recorder

o T 70—l SN TWAT TV —y DK B WCIEH (T 78 AL & ho121
Hlx. Luz(No)lz2YysL 3. WERL(Create)]%# 2y /L Tl Lyv /o4t
F g 20, (" /0D 7 N 7" X—U245 155 1B LT 2 &0,

RAFEB C~7asZS T Lz & (& Workflow Macro Recorder%Bf U 3 & &2, %t 4T 4 2H]
WCAS T ZARAE T RLE KR OB Av—UNRFR IR SN F7,

0y 77 MRS T 4K

ol 7N T AR LT el A ry~ra0al 70 MEH #E L i 4R 4E T& &
T WE LI DR 4207 7Y M 218 E T BT Ty T 5D% M DL 2
i 72 & 1235 A« Fortify Weblnspect & 7214 Fortify Weblnspect Enterpriseld 07 1 >~/
EFEOH LTHaZ AL, H LG e AF v 2HB LET. $XTORY 77 M
T OFB A Ly ML Z—=7 v M A FDRF x> cnl 77 b 27 —A TN T DO T AN
TE2LENRDHNET

t vy 3 X—2ADLogin Macro Recorder# H & [ 12 2/ 77 MEAF 210 4 2 2 &8 Th

T3 0l 77 M EIRDOT N HOFEFH I/ FH S 9,

e BEIUAALZ b Z—7 w94 MR302VUKAL 7 NCIG B B8N L v 3 R—AD
Login Macro RecorderiZ & >TH H S 1285 & 1o COME O al 77 bMe M oME Bl &
nF9. IFH L (regex) D R e w V&,

o« HEj. &—7 v A 3302 UK A L 7 RELAM (B 200) Tl & 3 2 3 € v 3w N—RD
Login Macro RecorderiZ & >THi H St 7235 & 1o, COMRE Drs 77 1M AE HME i &
j’L é\t‘g"o

oy 7w NMEM DB N
HLwolZ 7y M 2B N 20

1. v—u"—0D [m7 7 bk A (Logout Conditions) ] K 2> % 27Uy /L &4

2. [@7 77 p& A (Logout Conditions) ] XA > T, £2UvsL &9
Lol 7o MBI S E9,

3. D’u/S{7 4(Properties) 1 X\A > T, ZOus/ 77 Mk Oul 77 M il 4 31E 6 % B
(regex) #1E L L &9 .

ERERH L. LFHNOLy M ER T AL—2TT, EHREH G, SFSF0EH T %

FRLTNSEREH A DERIUE>T. A DE IR s 9. EH KB

B 3 2R AR DU, COBERE AT 954 I L TLEES0,

Regexid . a)ff i SN e X—V (LT VL AT /Dl > a—F DE R O & &\ b)

A CPR 7 SN eR—Y LT 7L R T 272010, al A > L Tk oa— 60 CE R 12

P B DIE WER M T AL E D DET . Regex £ 5K 4 32— K1) 2 F EIE X

DEBENTT,

a. Web7 o y— L& E) LT. Web b7 74922508k LET. COYV—ILDNILVT &z
& [ Micro Focus Fortify Weblnspect>—i %'+ Rl #% #8 L T2 &80,
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VW AAR
197 £ v 3> X—A0DWeb Macro Recorder

b. IEHJ WA= v A Meal AL, i s eX—YDURL%EaE—L £7.

c. a7 7V LT, IE—LRURLEMH LT, ol 4 »E 3 IfRi# S feX—2i 77
AL &9,

d JBZEELB L. o/ A TR E SN oR—D T 72 AL OIG & OF A 7%
HERrELES.

e. EMEBHR 74—V EH &&T. 2OV—LDNVF £1213 [ Micro Focus Fortify
Weblnspect Tools Guidell #% & L T /2 Suy,

f. o/ A TR SN X=X T 7 ALKR O 2 Dbl G 45 2 i L7z
Regex#M 2 L 7,
g. o/ 77 Mk 7 14D Regex] 71—V NIZIEH KRB #ae—L £,
4. OKI1%&2YyrLTars 7y Mkt &R GE L. 0l 77 Mk 27 4 2%PH L &9

a7 77 MM OHI R
as 77 M EHI R 3 512

1. [@7 77 14k £ (Logout Conditions) ] XA > T, Bl & 3207 77 M 2RI L &4
2. 27Uyl &9,

> — S22 ey
7 7Y EX E
Fortify Weblnspect & 7-(& Fortify Weblnspect Enterprise® # 2>V —)L T, £ v 32 X—2X
DWeb Macro Recorderz A &> F7a>E— N H ¢ 235 6 &, V—iu3—0D T'SUHER
%€ (Browser Settings) ] X 2> % 27Uy/L T, % Iak 2 (Proxy Settings) 1 x7°¢ [ v b
77— 73 i (Network Authentication) ] 7' %% /x L £9 .

AE IOV B v/l RAE SN FE A

"o+ 2 5% € (Proxy Settings) ] &7
MO THI SN TORBATY OOTNNERR LET,
A7y av % B

IEE 23 T PA=EZ 5] ToxsH—Aw2f ] La A k. CO47Y 3 EE R
(Direct Connection (proxy L£d,
disabled))

7ok L OH B H WPAD (Web Proxy Autodiscovery)7'a b L %4d i LT
(Auto detect proxy settings) 7'o¥>HEIEK E 77V ER DUF, 7 IV OWeb7 o ¥
SRE BT OWE . COAT Y v ERIN L ET .
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VW AAR
#5195 : & v 3> X—ADWeb Macro Recorder

F7y 3> o5 B

AT LDTOF E B oA omeTuF b — A ER 24 0 R— MBI
H 9 %(Use System proxy E. COF7y v FEIR LT,
settings)

Firefox7' 0¥+ € #ffi | Firefoxm» 67 0F o4 —\FR 24 >R — o 212l COD
3 %(Use Firefox proxy A7y BRI L ET.
settings)

PACT7 &M i LT7a% URLIE v2 AT & L5 7 12 & 2PAC (Proxy
V% 7€ #1T H(Configure Automatic Configuration) 7 7 )L/ 67’ 0% L3k € Z0—
proxy settings usinga PAC N9 212id. COAT7Y av IR L &7,

file)

Tox R #HRIICAT O ROEINS, BER SN IAEREAN S LT oF o230
(Explicitly configure proxy T B COATY v FRIN L ET.

settings) . #—3(Server): 7 0% s —/DURL £ IP 7 L 2
NI LT
o F—MNPort): F—MEF 5 EZAN 1 L&d(12&£21L 8080
% &).

o« ZA47(Type): 7'ux 24— i OTCP + 77497 %
MEE 270 h V(B . SOCKS4. #7213 SOCKSS5)
FERL£7

o #8%E (Authentication): F2 A /7% 218 L £ 3. 8 AF
Tk OFFA C OV B ONVT &l 2 — A
NS IR LT a0,

o 2—%4 (User Name): =—H 4% #f8E L £

o NRA7—N(Password): A 27— FEIEE L 7,

o 70FTENA/\RY 341 NBypass proxy for): 5 &
DIP7 FLA(N B 7 A MA M EWCT 72 AT B2
TaxsY—AHEH T AL ER LGS E CO4T
v EBEIR LT A v2 AT L AE2IEURLEAN /)
L&d. > MIEXY) 25565 &, Av~2H LET,
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VW AAR
197 £ v 3> X—A0DWeb Macro Recorder

[+ v k77— 788 & (Network Authentication) ] 27
S N7 AT AL I
1. [Fvb7—2738 5k (Network Authentication) 1% 27Uy 2L £,

2. ik (Method) ] YA by mndi ik 2N L&, HiEEIROEBNTT,
« ADFS CBT

H 8 (Automatic)
# & (Basic)
o X4 xR NDigest)

« Kerberos

« xd3¥x— NNegotiate)
o NT LAN Manager (NTLM)
3. AV ITV—U AL D2—F ENAT—FEEE LET.

4. [254 7> ek ¥ & (Client Certificate) | 7 =v /K v/ 24> &fcld A7 L & T . A2
L& i E AN 74—V RCA ST LT i E AR L &

~oaD7 /N7
ZD hEYITIE, E 12 BT (locations) ] XA > T~ 2oext 5 BT /N v/ 4 23 A K % A
TYZWXOVTE B L&T.
B I (Locations) ]\ o > T DI it DL 4l LIR BE DK 7R~
RLER SN2 P ORf Al IR B 23R 7R 37 22U
B% FIT (locations) ] XA > D 7—7 W, /0TI o5—nF 4 LG T 18I L £,

—_—

2. 774 NCIE BE Al (Details) | K7W EE R 7 —RUG & T—RA0K IR S &7 . [R
F—A(Scheme)]. KR MHost)]. 8+ [R— NPort) I3 E LWL eaiER L LT

3. ?ﬂﬁﬁ&(State)] K7 % 7V LT w70l A IR B AR bR ehEomed il L &
4. BEGECTOIRB AR 720 LOTEZE N C&Ed. FIHERDEBNTT:
a. [BA47(Type)] o7 KT YR M6 XA 7HEIR L ET . KA TDATY 3Gk D E
BOTY,
o Regex
o 7xY(Query)
o KA MPost)

Micro Focus Fortify Weblnspect (22.1.0) N—245/379



VI HA N
H19E : v v 3 RX—2DWeb Macro Recorder

o 7 v¥—(Cookie)

o AAXL(Custom)
b. BRI (Name)] 71—V NiZH LU EOLFT 2N J1 L &7
c. BBi(Add)]z27Vv7L &7,

A7 7' (5 ) O A&
1DDRT V7 & fzld 35 By #1543 21204

1. B5 F (locations) ] XA > DF—7 )L C. v /uTI5—mF4A LG T 418417 L 7.
2. B&FR R £H 4 (Play Highlighted) 1227V 2L £4 .

HAEH QAT v7 (35 fr) D #E A 3

RSN AT 7 £ T E~7aN R 0. B CH U CTEETA. BAE S £
T A

HAF /o AT 7 51235 B #8300 2120

o [5G i (locations) ] \A > D 7—7 LT, 2D A ® BEAT (Run) 1% OF v /R v/ A% 7Y
TLET,

HAFR /AT 7 2B OB T 312
o B% T (locations) ] X4 > D 7—7 LT, ZDI5 it © BEAF(RuUn) 15| OF =y /R v A% 4>

WL Ed,
AT w7 (35 BT ) DHI
~7an sl Bt 2K AZHIBR 35120

1. B5 T (locations) ] XA > DF—7 )L C. v /uTI5—mFAE LG T 418410 L £,
2. BRFAE &~ %8 B (Delete Highlighted) 1% 2V v 2L £,
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iy ODWeb~ 7oL

Il

F20E: v o>y s
1—X7.0

Fortify Weblnspect. Fortify Weblnspect Enterprise. & & U'Fortify ScanCentral DAST (2
& vo7a>o 7.0V—vEEE LI2DO0Web~v /7oL 2—XhE N THWET. 1o e/
A~/ T, 912 7—/r70—</70H T3, CORNF 24 FTIE. I 6D2DDY—)v
E R EOu/ A B L0 7—r7o—iEOar 7Y &R & — K ITWeb~v /oL
I—KEF LN £7

HEET > H—12DO0n T

Fortify Weblnspectt > +—(& . Fortify Weblnspect——4# { > &7 x—2 %4 LIz H % D2—
BEAE L LCYE—FCRAT Y 2 &g BR Sh e Ax v KT $3HK T
FortifyWeblnspect Enterprise & 7z (& Fortify ScanCentral DAST (2 #; 4¢ Sh 1235 & OF ortify
Weblnspect 77" V7 — 3>, ZO FF 2 x> bD 3> 7 >V hFortify Weblnspect. Fortify
Weblnspect Enterprise. & & U*Fortify ScanCentral DAST i ]l s 235 & . T~
P—1 WO FE T sh 27,

<7l DOWNWT

n/A4r~raéld. Webt A MCT7 20 AL TRl A>T 2EXCFHE T 24X ML EE CT .
Z0M% ., O E A LT y—C AX vy 2 MG ¢ 25 WCiE R C& &4, v—2 70—
v 7o, 1 b E OFFE OURLODEL$E T3 . sf &l icD0W Tk "e/ (v~ oo" X—2250
Y — s 7n—<sa" X—U251 1 %5 LT 2 &,

TruClient7 7 /o>y —

Ty 7.0V—EE OWeb~ 2oL a—X& . TruClient7 7 /oy —Ci#k s S £L
Jzo AR MR—Z2DME AE ETruClient7’ Sy HE T 2 FH L T~ /oailix BLUH A L &
9,

Web~ 7oL a—X D4l R

Web~ 7oL a—X& . Flash 721 Silverlight 77 V7 —3 s> Dt #f 29 A — LT E ¥ Ao

Web~/noL a—&X¢ff H & 3TruClient7 7/o>—&. Jt 7 .« Micro
FocusLoadRunnerMicro Focus 8 $ U A 73— > At v Z—CfF ] ¢ 270125 5 an 1z
Ajax TruClient7 7 /oy —#5 H LIc b DTY . 28 608 2 7k g N\—Y 2D F X T
DHERE A AN B . F1IEHR— PN TLBENITETE HVEH A
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V=W AA R
§20%: v /o0y V5 #H OWeb~v /L 2—X7.0

~ 27N OCookie ™ v&X

v/ OEFE T8 bk, B SN v oI d] AN 4T BE] BE 1 D 2Cookie
Ny EIEG LEE A

~ 7N OURL

URLD~ 270N iZH B 6« AF vk € DR A IV—VC R % & ~ 70D L R B K
W ICIEE SN F4.

v /T Y 7.0 OWeb~ 7oL a—&A\D 7T 2
b A

X DB ¥ T4« FortifyWeblnspect. FortifyWeblnspect Enterprise. & & O
FortifyScanCentral DAST C~ /o x> 7.0 8 L1:Web~ /oL a—X %L H) 3 28 &
S ERTTIFEWCOOTEHI LT,

FortifyWeblnspect & 74 FortifyWeblnspect Enterprise D &
JA4v~7rn

FrlLwns A r~roEil 8% 3 2. FortifyWeblnspect & 7-(4 FortifyWeblnspect Enterprise
OTruClient”' S 7 47 218 ] L TRt 8% SN BEF O ol A >~ rnak O i TR B
FUATY 2 CHE TEET

o Firefox#L > XV 7 2oV ELTHA MF EAF v ik € T35 6 & Z—7 v Ak
cnZAreranh B g L WEBZ Z7Vy o LTl LwaZ A >~ %l % 4 20
B Do/ A v~=rnsE IR 8L A7y 2o T LT,

o Firefox#L >&V>7 x> v > &L T, Fortify Weblnspect & 7214 Fortify Weblnspect
Enterprise DWeb# 1 hAF v &3 R 2% v iR 8 ¢ 25 &« AT v72TH A NBAE #i%
WU Fr vl fr~rositik 720 BF O/ (o~ ruzER L0 47 2T
BELET,

« FortifyWeblnspecty—)L/3—T, [Y—]> [@7 f >~/vlL 2—X] > [v/nx>P 2 ].0] %
2V LT vl A r~vralL 3—K&AX 70y E— R CHEAT L. Luwal/ Ao~
RER T A Do/ Ay~ rnE  BLUAT Y 2 THRELET.

. FortifyWeblnspect Enterprise D% # 2>V —)L V=)L =T, [V—I> [@I7 A ¥ ~rL
I—X]>[v/ux>v 70122V LT, vl f>r~vrulL 3—X % AKX 7>y E— NTH
E Lol Ar~ro%itid 720, BfF 0ol A r~rozh]  8LUATY 2> Thi
LLET,

o tF2VTav—F v A LT, [E)] > [Fortify] > [/ >~/nL a—X (AR N]%
2V LT vl A r~vralL 3—K&AX 70y E— R CHEAT L. i lvuwal/fr~ro%
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Y=V AN

LB T A A Dl A v~ ruE BEOA T o THRE L 7,

e Windows T /A7’ 0—5C, v /uxr > 70880/ A v~/roL a—K &4 ] L Cad &%
SNFHEGFAORs/ A ~ralBE L. X7V 2y T &4, n/ (> ~vsoL a—X
. AZ R7aryE—RNCH &1,

FortifyWeblnspect £ 7z (& FortifyWeblnspect Enterprise D
7—/770—~v/n

B Luwy—2r7o—< 0%t i 3 %5 FortifyWeblnspect & 7z(& FortifyWeblnspect
Enterprise OTruClient”' S+ i 7 21 ] L TRl & S 2Bt 7 07—/ 7o—< /o &Ik O
HiETRIRBLUATY 2o ChE TE LT

o Firefox%L > XV T 22D v L THA M &RAF v 2 584 € T 2% 6 &\ [V—278—>
NCRAF Y RATNT—70—iETHEEERELET. 7—270—R7 v/ O
T Lwy—r7o—< /00t 8k EEBEAE OU— 2 70—~ a0 Y R— LU AT
A THR R BT VW ET .

o Firefox#L > X7 > > &L TForify Weblnspect THt & 2% v #5% € 235 & A
TY71TC[7—0 70— R A% v ]2# R L. R &G [EE]& )7L TH Lu
T—r70—~v/0EiLik § a0 B OV—r7n—~v/n s IR BLUATY o ThREE L
9.

« FortifyWeblnspect—)v/X—T. [Y—NV]> [7—/70—~v/nL 2—X] > [v/nI> YV
7.01%227Vy/L T 7V—2r70—<70L 3—KE AR R7aYEF—RTCEAT L. i Lbuy—72
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angular
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Security Questions

To protect your account security, please answer the following

questions.

What is your quest? ‘ ‘

What is the name of your favorite pet? ‘ ‘

What is the capital of Mongolia? ‘ ‘

~ J
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3. MBEAT Y7V L. [2F 2T DB R B A B AT v7 %7 Vv /L TRl §f S 1z A
Ty RV L ET,

OSTEp Ov v = o [ A 1

Functions Flow Control  Miscellaneous Composite Steps 17

s

Answer Security Question

Close

B LWAT 7 ERL S &7

3| # Answer Security Question get the question from
[¥ Choose an object and set the corresponding answer in
[¥ Choose an object
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@ Security Questions Editor — [m| *
+ @ * Question: "What is your quest?”
. * Answer: "happiness”
"What is your quest?”

1. [EIZ&]R vZAC IE LOREIZ 25 HAF T ATAN T L&Y

12. A7 79711 %4 ViR LT, Web_X—Y - O UG AT IR /R S 3280 H 228 H 0Y
B OERZEMLET. COH TlE. T BN DDXy MO R IE? 1 &0 ] 28
ALET.

13. 27979711 %4% ViR L C. Web_X—Y | O UG T 1K /8 Sh 3280 H 3% H 08
RIOEHRAEMLET. OB TIE TELTLOEEIL? 1B 2 H LT,

14. [OK]%#2Yys L £7 .
B LRk, v/aRT o7 D[ F 207 1 DE W2 72 avOFR IIB I S £

Security Questions +
Question Answer
“What i= your gquest?” “happiness”

“What is the name of your favorite pet?” "Rusty”

“What is the capital of Mongolia?” “Ulaanbaatar”
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o Step | Record before selected step (N I |
Record after selected s&p

v 1 i © Mavigate to "hitp://zero.w
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l Record after selected step |

w2 i+ Signin
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r—y =N EDIGE NE WSS 8. BARE 238 E 72123 A7y
RALT NXEOME 2Rk &<L FT,
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@ Wait for 2FA TwoFactorResponse

Step

Arguments

* Variable: TwoFactorResponse B
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Typing Interval: | Runtime Settings (0) & ﬁk‘
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@ Wait for 2FA TwoFactorResponse

Step
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* Variable: TwoFactorResponse B
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Step
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o TruClient7' 274 T, A7 v7'LN)LD RayZ X7 I EH (0v) &2 Vy 7L, IRDWLE I %
IR £,
e - LXNWIDAT Y7 DA ERIRNBIVOFE LIS, 770r—y av Extaf 220, L
NNW1D AT 7 Db B T4,
e - LN BENLNNW2DAT w7 53R RN BLIUHEE LET, LNIW2DAT V71 BF
B2l ESTH B TCE L OWHETT7Ur—y 2 ZELET,

e l- LN, 2, BEUBDAT v AR R BLIOHEAELET. LNXUWZDAT V&, 77V
=2 N LT oo BiEH0ER A

Tu LNWEIRIR LGS —HOAT Yy IRAER R A VET. B LRNVEEIRT 3
BINDAT 7R R SN E7,

07 77 NkAT O

Web~ 2oL a—&i. Z—47 v N\Web+¥ A Dol 77 MEE2EF K i cx 2548 23 H
Oi@“ LD ELABOR 20l 70 MM 2R E T&ET. I 50 4 12 80
A, e —ldas A ~rosF O LCH aZ 4> L, H il LizF A2 % v 555 B
Li'g“ Oy 7 NI AREM R LG, nZ 7o MR BN, SREE . BLUYIBR TR
T,

BEI TXXTORZ 7Y M ORE ML Z—7 v M A MDARF v iz 7 b &
NBT—RAFTRTUEONWTHN—T IV ELIHNET,

DLET D A— 5DOWeb~ 2oL a—Xh a0y 77 M

H & o/ 77 M&H £ ] L. Macro Engine 5.<version>CWeb~ 7oL 2—XZ50 i &
fex0Zff ] LTAF v 2FEAT LG A I LU 0E R 25 St STl gE 28 &
T, Fortifyld . ART AR st fzal 707 M 2R DEOCHI B 22 &aHER L &7,

1. v 7oy 704 H LT . Web~20L a—XCHEF D~ /o5 27,

2. [a2 7o MR OBRET A (Y200l

0y 77 ME T ALH & TR EREMERIT ADTRTORY 77 MEA A
KRN 7,

3. B OEEI 0l 77 M AR L ET.
4. ~/oEHAELET,
HLlnwaZ 7o M AE B R S E.
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0777 MMM T ARNDT Ik A
a”Z 7 MR 7 4% Qi IROFE #3247 L FET .
o« OZAVHRI Lizo, [ 7Y Mk DERE] 7 (Y52 2)0 L &7

ny 7y Nk T ALHE & T FIEE R A DT NTORS T MR
ZINE-Y (UF 3 BN

a7 7w MR DB N
aZ 77 Mk T e al 7o NMEE BN T 323 IROFNE #FE4T LET

JERAYOREIN]7A 2+ %2V £,
[BET] 71—V BICH L& 0L R 2N T LET.
ol OB D44 H & AE T LIE] Ry I T S &

20777 D47 5#E IR L. 2ORAL 7D BELERENTTLET KD
R AT O 2R LET.

1.
2.

F7’y 3

Regex

Bt B

COATY M LT IE# % B (regex) 1 58 L & 3. IE L%

Fed. LFINDLy &R TA&—>Td., EREBH &, 338%

EETEERA LN 2 A G DEZIECEST HAO

FONHESE S £9 . IEH R FLCE 2508 28 D2—9 1208,

COMERE M ¢ 2L L TS0,

Regexid . a)fr i SN IcX—DW T /L AT 2/pDal/ A > 2—H D

SR ADIGZ &L D)E IR SN 2R—SI 7 22 AT 212012, 1

TAYLTOL 02— a0 CE R § 205 & DI V&3

T2LELDHVET . Regex 2L 72— M A FIHEIKDEL D

Y.

a. Web7 oo v—L 4@ LT, Web b574v 24550 8% L £7,
FEANICDWTIE . Web7 a ¥ 2~ L7 27214 T Micro Focus Fortify
Weblinspect>—iL 7%+ F] #Z J LT 2 S0,

b. =7 vhrA MzaZ AL, fhi S IzX—YDURLEZIE—L
EQ

c. nZ 77 LT, ab—L7URLEM I LT, us A &3 i#
SNJAR—=DWLT 72 AL &,

d. &% L. o/ /> 8T I #E S i-_R—2 7 72 ALY
B DI DIl A s 2R E LET.

e. EHREH 7 12%0 &4 . sF41I >0 TE EREH =7+«

Micro Focus Fortify Weblnspect (22.1.0) N—276/379



Y=V HA RN
205 v oI ry A E OWeb~v 2oL 2—X7.0

A7y av i B
K&~IV7 & 121 T Micro Focus Fortify Weblnspect>”—iL 7'+ ]| %
Z LTS,

f. o/ A TR E SN X—D 127 78 ALK O 2 Ol
s A L-Regex 21 SE L £4,

g. 27 77 Mk =7 1 2D[Regex] 74— KiZregex# 2t —L &
ER

URL COATY v BN T 28 ALK IR SN THBIWebX—Y 37 7+
VMEELTHBIR WCEH S &d. &5 v A Myiz—F %50/
TS 2LEVEAL 7T B INURLETG € C& &9 XZ—7 v b
A rO— Tl A oX—C P E LEIEA.

4. [BALBE2 Uy Turs 7o MM 2R A7 L. 0l 70 MEM 27 4250 L&

ns 7 bk AF OFR L
07 7Y MR T A XTI DY 7Y MR BRI T B R OF I £947 L £

1. ERAYTHRE T 20l 77 M 2B IR L &7
[7aAT AR T e T4 — BRI ST
2. LELG UTT o T A5 E LET,
3. L322V ysLTal 7y Mkt #RAFE L. 0l 77 Mk 27 425 L &5,

07 7 v bk OHIER
0l 77 Mk E 27 AR TR Ou s 7 MR BB 1 20 OFE 5547 L £,

1. ERAVCHIB 207 77 Mt 48R L 4.
2. BIB 714 3 (@) %2 )L £,
[ B Ol B 7 > 7" MR R S &9,
3. [iEWw)z2Yy sl Ed .
4. [BAC2lE2YvoLTars 7y A 2R A L. a2l 70 MEM 27 4250 L &9
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77y 2>DIf H

TruClient f =74 VDR E AT 7L ATEB[T 73 aNZTTT 7y s DIE K B &
VHEITNTEET.

Run Logic Actions Function Libraries

aton

CDXT T v /7000 8% SEE . BLOHAE 2T VW ET,

~r7a®D7 7y 3DiE N

o7 oy BB M T A IR OEEAE 21T W ET .

1. TruClienty{ KNN— 4> NvDf LR ICHB[7 7y OB B 7 3(B) %7 Vy /L &
ER
[7 7y D HKA 70l Ry s ANE R SN 7,
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(@) Manage Actions — O X

Actions List

+ W T Jd

Init_Seq g W
Action_Seq
End_Seq

2. [7¥ aDBIMTA ATV 2092 &F. 722 bR T WG HT &4 1 2 &

Uy,

77y DEF O OE £
7oy DT W RN 2 B IR OERAE 21T LW T,

1. TruClient¥{ FA—2 4> kK7D F I H 3[7 2y DB 71 23(E) %52 VoL &
7T,
[7 27y DKL 7al Ry s ANE R SN 7,

2. 7oy ERIR LET.

3. 7oy aEYAMA TLE TR WBE + 21, [(EANEE[FANT7A 24T bzl
9

7 73 2 DE| &
7oy wE T I IR OEEAE 2T 0w ET,

1. TruClienty 1 bX— 4> bvDA L cH B[ 770 s DB B 7 2> E) 27V oL &
KR
[7 72 2 O BIXA 707 £ v s ARNE T Sh 57,

2. HIBk 9277y av# IR L &7,

3. BB 71 (B 2L 57,
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/8 Z A= RO H

~/uELEE T A A E. RN IA—XEHEH L CIR OB AE 24T VW ET .

24 LN AT— RO G A—REVE L LT 7 AKZ— AF v OB 46 B 0 5 D02 EE
GIRBER AL L0, vV F2—HF ol A AF B OB KGR 2 L-oT
EBENLET AFAMICOWTE "2 LN ZAT— R IA=2Df " 1258 L
T2y,

URLD NI 4—2%E K LTy v 27aDFEATH T AZ—0MR B URLEFE € T& 3Ll
¥4, COFEE. 7705y DB R ORE CHERE L KRG A>T/ L—y a8 E
Uk %t 1) 7 VN U—CICD) " A 754 > D— i EL TAF v &R AT § 285 & (fFF| T
T BEAN DL TIE S T"URL S Z 4— RO JII" R—2283]1 %% I8 L T 2 &0,
BERE BT A BLIUVEF A WA RAT— RO T A—=REE R LTy 7 AX—052
BEERBAN AV E LT 2V TF 12— Ol A VAT vV EEIT CEBENIL & . 5F 411D
Wk T8 2 325 T O3 7 4—RDNE 5" X—22861 4% H8 L T 2 &0,

RIF ONLF 2R T 5385 A= 24

IS ARG TIE R T UN T X[ S, N7 DA &S CILERDHNET .

22— LR AT — R/ 5 A—RDF FH

D7 A ~rasfE LCTFAN TR L8 SN 235 A—RG 2B & 2 22— 4 &
NRAT—=RDNRFGA—REE R TEET. TDE . BAEF L2 Z EXNRT—FDN T 4—R%
BEM2EOVAMER T&E T,

AT w7 T D /85 A—ZDNE %

2= ENRAT—RDNFGA—RE, AV TFA M=% H L TCAT v/ CHEE K C&
ES 2P

AT VT TCNFGA—RENE N § 2120 IROTFNEICHE W ET .

1.

2 EHF CRAT VI T AT YT ITARTA 2 Ve Vv L&
AT v7 T A0 & & T

2. BI# &2y (B L &9
3. MEIR v/ AT Z1# IR L. £5 7V oL &7,
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Arguments
* Value: M.
Clear: Default @ CUt Text Ctrl+X
) inlime Copy Text Ctri+C
Typing Interval: | Runtime Paste Text culey

Object ]
Create New Param@tjer From Selection...

Transactions
Replace Selection With Parameter 4

4. [Create New Parameter From Selection...(iZ 3 5> 537 L13/8 54— K %&E R)] 212 R
L,
[N IA=RG DN IJNEA T 0l Ry AN &7
5. [/854—&4 K v AlZusername EN F1 L. [OK]%2 27Uy L &9,
4
Enter Parameter Name

Parameter Name username]|

Origina Value

If the parameter name you use does not already
exist, it will be added as a type 'File' and the
Original Value will be set to 'username’.

0] 4 Cancel

BE| NSA—RL CERKLFYNTFERX SN N L FEDEES U END
NEJ,

6. NAT—VREE CRAT V7T AT YT TTAXTA 2 V&2 Vv L ET .

AT 7 TT 4D &E T .
7. BI#IEVv(B)L &S
ME]R v/ AT 2R L. A 2Vvr L &9
9. [Create New Parameter From Selection...(( X 5 8%7 L33 54— %4E pR )] 1% iR

LEd.

[RIA=RZG DN JJEA Tl Ry AN &7,

10. [/85A—RZ ]+ v7 AiZpassword EN 71 L. [OK]& 27Uy oL £9.

2 ENAT—RONATA—RE AR CHH SN 227w THEER S Tuw i
o AT A=REA T u T T D VA NAR T 2" IR D=V DAFA—=R&AL Tul e L
T4 ENAT—RAGA—LZDME D VA MAER T 20 B A DHVET .

o
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V=L HA RN
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INFGA—REA 7l TEHDIVA ME K 42
NGA=ZEA Tl i LT, 2—H 4 &N AT— RO RS A—X5EH X 2 2H D VA M

fER LET.
HDOYVANAERR T 2E IROFE 5F4T L £,

1. TruClient 1 F/A—T. [$FA—ROH L] 71 2A(B) 27V &5,
NFGA=ZEZAL Tl HB & N IA=ZB— B RKIR SN T,
@ Parameter Dialog — [m| X

~+ Add Parameter

Y

usermarme

password

®

2. 22— NS A—RE 7Yy L ET,
2L D DVA MR R SN £T. v Z70ICECEE S 70 Ol & ~ 27 of 4 Fy off
4 2mP]0OE LT B RSN T,

@ Parameter Dialog

Parameters username

-+ Add Row

- a X

-+ Add Parameter

Masked

usemame p E
New Col 1 &

password
1 Username

Policy
Select next row: Sequential

®

EV N Y2 E4RE T B2k T NvRDHE 7 a> &7y LT B LWA & 2N
J1 L &4, fl:User Names.

-
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V=)L H AN

3. (A7 Y 2NN S LIl 5~ A 0T 212iE . [RA2)ERIR L ET.

AE: Web~v/oL a—XTvAI73N 1-{H 4« FortifyWeblnspect® & Uf
FortifyWeblnspect Enterprise T4 A N} EAF v> &5k € T 2LECEV RSN &
ERD

4. (A7 2)F OE BN T 2 (2 e21E s vV Fa2—nl A Y AF x> Da2—F 4 DY
ANEE R T 235 A % £).
a. [Fo&MmMZ27VvIL £9,
b. #—YIWEHR LT ICEH L&T.
c. vuf BRI 72K DEEANTILET,
d. BN 2l &, A7 v7amnbcE T DR LET.
5. NAT—=RNRI4A=R%& 7 )7L 7,
INAT—FROME D VA MR IR SN ET . v 70CELEF SN 20 OE & ~7afl A K
4 2 O LT B RR SN £F.
6. (A7Y 2NNN LIl 2= A 0T 2121E . [FA2)ERR L ET.
AE: Web~v/olL a—XT~xA73N 128 &+ FortifyWeblnspect$ & U

FortifyWeblnspect Enterprise T4 A N} EAF v> &% € T 2LEE VAN &
ER

7. (A7 2N Ol 2B N 2k (72 218 vV F2—H 1l v AF x> D/ AT— D
YR NEAE R 3 25 f % &)
a. fTOBM]Z7Vv 7L &7,
b. #—VIWEH LT CREEI L&,
Cc. v/uRAR T §2RDEENTILET.
d. BN T3l &, AT v7anbcETEG R LET.

8. [OK|%2 27 Vv /L TRIA—REe~ 7 DIRAT Ly RIA—REA 70l & L &1,

9. v/usHAE LT, ol A NIE LOpEE LEd,

10. v/o%R1F L&,

RY—

INTA=ZEA T uF KN S B8 V2 —i% E & FortifyWeblnspectiZ (i ] C& £¥ Ao

URL /24— &0 H

D/ Ay~ ERR LTT AN TAE . ELEF SN 285 4—&% 128 &3 2 2URL/S S
A—REER TE&ET,

AT w7 TD /8T A—RDNE K
URLNAIA—RIE, 2> TF A M= 2= H LTAT W ICHEIER TELT.
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AT T TCNFGA—=REER T 22 IROFE5#ET L FT.

1. URLAE A7 w7 (T BB 21) T AT Y7 TF4RT7A ()82 )w oL &7
AT T I ARDH X &7 .

2. Bl F%2 Vv r(BBH)L &7

3. BBFTIR v/ AT #Z 4R L. A 7Yy L &9,

Arguments
* Location: http:/izero.webapps e T ] B...
Cut Text Ctrl+X
Transactions Copy Text Ctrl+C
Paste Text Ctrl+V

4 Signin
B 9 Create New Parameter From Selection...

© @ Wait until Settings exists
Replace Selection With Parameter k

4. [Create New Parameter From Selection...(3R R 7> 551 Li3/3 52— %4E R )] 21 R
LE¥d.
[NFIA—=RZ DN EA Tl Ry A0 &7,

®
Enter Parameter Name

Parameter Name starturl
Original Value http:/izero.webappsecurity.cg

If the parameter name you use does not already
exist, it will be added as a type 'File' and the
Original Value will be set to
'http:/izero webappsecurity. com/login_html'.

OK Cancel

BE| AS5ARL TCERKLFENLFERIX G SN NLFEDAREE CULE LD
nEs,

5. [/8FA=RZ|HR v RiZstarturlZe EOZ AT #N 1 L. [OK|# 2 VoL &7 .

starturl 8 4—&ix . AT I H SN 2AT7 v ICHBER SN THWET, Ty /N5 A4—
A4 7uZ #f H LT, starturl /8 5 4A—XDIE O YA MEAE R T 20 B RNH VLT,

RIA=REXAL T/ T D VA MEAE R S 2
A A—=REA 70 %ffi i LT, stanturl /8 74— X% &k 2 306 O YA MEAER L &
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BEOVAMAERR T2 IROTFTE £#5E 4T L&,

1. TruClient# 1 FA—T, [NSA—RDE L7 (D)2 20070 &5
RIA=REAL Tl B & N FA—ZHA— B R R SN ET.

@ Parameter Dialog - m} X
~+ Add Parameter Add Ro
starturl
®

2. URLAS4—R% 27Uy 2L £3 . COf| Tldstarturl & >CTh 9,

URLfE D VA MR IR S &9 . v /mIZFL ik S izos O ~ 7ol A Rl
PIRHIOME ELT—HR /RSN £

(@ Parameter Dialog — O *
~+ Add Parameter —+ Add Row
Masked
starturl 7|
New Col 1 &
1 | http/zero.webappsecurity.com/login.html
Policy
®

Y N G2 EHREE T 2k P NyRDFREE 74 2> &7 Vv LT LW & 2N
J1 L &3, ffl:URLs List.

3. (A7 v ) OE #EM ¥ 21 KOFIHEFEAT L&T .

a. fToBMZ7VvrL &7,

b. 7=V & LT E L X7,

c. /ol AR T2ROMEEN I LET.

d. BN 2E &, AT v7anbcETeid iR L&,

[OK|%2 27 Vys L TN T A—=RE~ITARAF Ly N IA=2KX A7/ 2 L 7.

~/aEHA LT o/ A BIE Lo iRal LEd.

6. v/oErfr LET.

o
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A Yr—
INTGA=BREA T a7 IR~ S B8V —a% € &« FortifyWeblnspectiZid i ] C& &€ A

2L E R EE FH D 34— ZDAE [k

D/ A ~/0ERLTTAMNE . Bl 5 8 F A, BLUE T A—IVDNARAT—
NRIA—REVERR C& &9, 2018 . FFAE T 1IN 6D A—REE X 2 2ED VA %
EM C&ET. 2HERABAL DN IA—REMM § 28 vV F2—HF /(Y AX vV &HKT T
EES IR

Ev bk /oy i LTWeb~v /oL a—&K TS5 4—2%&E K L1218 7.0, vV F
2RI AVAF oV ERE L. IBMOEFEHE S BET AIWVTFLA 8LUET
A=) R ZA7— R %&FortifyWeblnspect D[ A F v ik 5E : R AL XA 70/ K v I AN 11T
&£9d,

T EG T NI A—RDE
QERBIE /I NV—T AT 7Tl AV TFA M= 2— %5 LTEFE RS A~ R5H
fERR C& &7,
BB S N IA—REE R T 2E IR Davy FEEAT L ET,
1. 2BRBIE I WV—T AT 97T AT YT ITARTA 2 Ve Vvl EF .
AT 7 ITF A0 & ¥ 5.
2. Bl &=L &5
3. [BREB SR v ATE T 28R L. A 7VvrL &,

v P By @
— SMS5S Two-factor authentication 1212
Step
Arguments
* Phone Number: 121 ™
o Cut Text Ctrl+X
* lan- +
Regular Expression: | /\d+)Ng Copy Text Ctri+C
Paste Text Ctrl+v

Transactions

Create Mew Parameter From Selection...

1|i  Two-Factor Authentication stej Replace Selection With Parameter 3
4. [Create New Parameter From Selection...(3Z 3 b2 538 L13/8 54— K %EE i) 258 R

Lxd.
[R5 A4—=RZ DN TNEA 70l R v A0 &£,
5. [/85A—R% |+ v/ AiZtwofa_phone EN 71 L. [OK]& 27Uy oL £9.
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x
Enter Parameter Name
Parameter Name twofa_phone |
Original Value

If the parameter name you use does not already
exist, it will be added as a type 'File' and the
Original Value will be setto ' 1212

OK Cancel

BE| A5 RE TERLF UNLFEHX R S N F DA EE
NEd.

T AV BEUE T A A RAT— R85 4= RDIE )

CERD

2ERBEE V=T AT v/ Tl AV TFA A= 2% I LTE T AV ESE T A—

WDNRAT— RS A—REH HEER T& 7.

BT A IWBLOVE T A—IVDRAT— R SGA—REER T 22E IR DI FEEIT L F

T

1. 2BRBIL I/ V—T AT v7 Ty AT YT ITARTA 2 )&/ Vv L&
AT v7 TT A0 & £,

2. [BI¥£20y (8B L &,

3. [ET A WA vIATE T A= VT FLAZEIR L. A 7VvrL &7,

iy P

= Email Two-factor authentication {@email.com
Step
Arguments

* Email: T L

. Cut Text Ctrl+x
Senver:

. 2000 Copy Text Ctrl+C
Sener Port Paste Text Ctrl+V
TLS: Default {true

* Pagssword: ssssssss | Lreate Mew Para@er From Selection._

* jon: /0
Regular Expression: | f0d+)/g Replace Selection With Parameter 4

4. [Create New Parameter From Selection...(8 3R 225351 L1338 5 x—R&4E R )] %% R

L&d.
[/SZA=2G DN JEA TRl K v s AHE &EF .
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5. [/85A—RLZ K v/ Alltwofa_email N 17 L. [OK]2 27 Uv oL &

6. [RAT—RR v/ ATAAT—FEER L. 45 2VvoL &7

Enter Parameter Name

Parameter Name twofa_email| |
Original Value

If the parameter name you use does not already
exist, it will be added as a type 'File' and the
Original Value will be setto ' {@email.com'.

OK Cancel

BE| \SA— KL ClE R L F YN L EBX A SN N LFEDORAES OLELND

N&d,

7. [Create New Parameter From Selection...(3Z R 5587 L1338 54— %4 R )] #1E R

L&d.

[/SFA=24 DN JEA TR0l R v s AHE &7 .

8. [/8FA—&4Z |+ v/ AiZtwofa_emailpassword &N 71 L. [OK]& 27Uy 7L 9.

F7v 27 MBI 43R T o7 5]

TruClient Tl . & E| I/ M8 S 247> =2 M E + 37k D A7 v78| % 246 ©cx %
T,

"A—T A ORE" K DA—Y

"T I O F " IR DR—Y
"Fry R v AD E|" X—293
"H AT R O FI" N—293

"EL IR O E" X—v293

"TZ Ak v ADK E" X—3298
"Flash# 7'y =2 D% E|" X—298
" 74— H AA] g L E" X—298
"YR MR v 2O E" X—299
"Multi_listbox D1% #|" X—299
"SU AT IN—7 D E" X—300
"ZA 4 XD " ~—2300
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o "FEAME v ADM " A—301
. LT AOREI" N~ 301

F—7F 4 A D E|

WMORE AT AKX EN AT 27 NDY—0T7 73 3 DAT 75| DWW TEn B LT £
9,

B b WIHGI HE . 2 A VX7 2= D5 # 4 Dl 1258 WE TR S &, 3N
TD5| # & JavaScripta— M8 L U TruClientfé it 218 EL T2 e T 22N TEET .

5| ¥ B B
b F—F 444 OBAE O B (B 7% & £/21308 L4 .
75 D E|

ORI 77D ENATY 27 MBI ¢ 227 975 OB LTwW &4,

Ev b BESI B L. 22— A RT7—RAD5| & OF A IR WE TR S &9 . X
TO5| # & JavaScripta— M8 LU TruClienti it 218 &L T 54 § 220 TEET .

7T A7
ORI TI2747MM 707> 2DATF 7G5 i DOWTEL B LTw 1,
5] #t B
¥ BHELTERE SN LY.
24 by LFH ELTER SN ET.
AE XA MVEECERE R ICH B CHE T s B X7y EL
THRETEET.
[7 77 47157
WORIE [T 2T 47WNETT 22 avDAT 75 OB TER B LT &
5] ¥ B
i ToT A7 T 227 (R A E LT
&4 by LN ELTE R SN £7.
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5l ¥t B
A XA MVIEREEE R CH B R CE B s AR B AT v el
THRETEET,

[FA L 2] %7

K DFRIE[FALB|XTT 7> aDAT v7 5 I OOTEH B LTHEd.
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TWET. 20 =T %MD F 2ol SN W—T LK 588 T 4 200 B 035 2008 b bl
SN ET. f2eZL s Forv—>7"T5[E 0% ViR L D27 H (zContinue A7 — b X> "M% A
LG & 2B HORBEEbIcak 7 s, 3% H OB B i s &9,

Continue A7— b A> bEfE N T 2121E . IR DEAE 24T W& T,

1. [TruClient]# 4 FA—T. [RF y7DBEIM] 74 (@ Ster) 5 20021 £,
[AT7 v R v A0 & &
2. [Zuo—H@EIYVv oL ET .
3. Continue 27 v7' %27 V)y /LT, il sk SN2 AT 7N OH K O e K597 L £,

f7 22, If-else7 o7, BLUEK T A7 v 7D A\

v /aD— T BT SR E T 2. T ay s i-idif-else Ty e N LET . BT
AT T EFEAT T 28, v /0ldEE R LEE v /o kR 28T LEd. Ch ok, fA7— b4
Ve EEMH LT oo T L0, 8 E LI AR A LG & Ok ik Licfi
Hc&xd.

N BDE Ty o BEUB B OBEAN cOWTIE " A7y =27 Mo L w27 w75 #0"
N—v301] 22 | LT 230,

If7" w70 N
If7 oy 254 N T 2120k IROFNE #KAT L &7,

1. [TruClienf { KA—T. [AF y7 D IN] 74 /(@ Step) 2 299/ 5.
[AT v71R v AD G & &7
2. [7e—hl@IEsV oL ET.
3. Wyl 277 %)y LT, il SN AT 7N OH K DG T i K597 L,
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Else?% £f Di&
Elses - #E M T 212 IROTFE #F 4T L&
1. JBB L= 27 v C[ElseDB N V> 2% 2 V9oL &7,
] ERTE -
& If (trug)
Step

Arguments
Condition: Default (true)
Transactions

else |

:Acc%_
2. [Else]71—v Rz, elseZ - # N 1 L&+

Exit 2 7 v7 D3 A
Exit27 w7 %3 N 9 212 IROFE %47 LT,

1. [TruClientl#{ FA—T. [AF y7 DB I 7 A 2:( @ Stepy 5 22 £,
[AF 7R w2 ANB &7,

2. [Zo—#I#EEI YL ET .
3. EXitA7 v % 27V LC. Bt SN AT v ORI OB T iC KIv7 LT,

X FOFH N

Y7 ALY MBI T A2ET. v 70l OFF € D AT v7hMA] 1% f 3 2D 4l DN 53
HME TCExBLENHNET,

27 AR MEFEN T A IR OEAE #iTWET.

1. [TruClienf| A KA—T. [AF y7 D IN] 74 A @ Step) 2 290/ 5.
[R7 97 |R v AHEE & &7,

2. [ZOMh]E 2oL £9
3. AAVIAT 7 HE IV LTCL B SN AT 7N O DG T F5y7 L 5.

4. FEE SN IEAR—RIZAAY MENS L ET,
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Catch=5— X7 v 7’ DO A\
[CatchT 55— A7 v 7 d. Fl DA T v/ I L5 N CW RIS SN R 8ET 567 1—
TAT Y7 TT, 3612, T FryFldn. iR SN ¥ A. CatchZ5—A7v75E FH L
T ITRTCODIT—%F vuF, FREBGFE DB DIT—%F v F T 2IENTEET . H 4
T 22O0DcatchT5—A7 w703 b 285 6 & W )7 E4FE CA7 712l s £4.
EY b A7 977 V—71 § B [Crl] F—%3 La s 70y /L T ELD AT v7'%
BIR L. VT NDDRT w7 %4 7V LT [INV—T ATy 7097 L &7 .

CatchT5—A7 v7" %3 N 9 2121 IR DEAE 4T W &7,

1. [TruClient] 4 F/A—T [RF y7DBEM] 74 2:( @ Step) 5 2092 7.
[Z7 w7 R v 205 &£,
2. [7o—#IfE sV oL &,
CatchT5—A7 v7' %7V /LT, 508 SN ATy 7N OH K OIG T i K597 L &
4. Catch=7—R7 w7 %M L. 51 B #3 E L&d. sf e DL T MMA47 2 =7 bclH
H L WAT 75 H " X—23011 25 18 L T2 a0,

w

A7 27 MFAE B2 EDMERE

ML AT 7 %N LT, 77 V75— s/ FH &1 ATY 27 MAMELE § 32 &4 MGE
T&7.

MiiE AT w7 BN T 2121 IROFNE #FEAT L ET.

1. [TruClient]# 4 F/A—T. [AF y7 DI I] 74 2( @ Step) 5 22 £,

[AT v71R v A & &7

AR

REE A7 97 %2y LT it SN AT 7N OH K OB T K597 L7,
MEE AT v7 T [ZUvZLTATY 227 MR IR) V> 25 2V L &9
TruClient7' 574 T, fRal 247> =7 b2 IR L £7

L A7 97 OFF AN
THERGIH AT E#RFEA LT, FEHTRE TEET.
WH AT 7 HN T 2023 IROFE5#FEAT L ET,

a s~ owbd

1. [TruClienf] { KA—T. [AF y7 DB IN] 71 7A@ Step) 2 299/ £,
[AT w7 R v AN & &7
2. [BHx2VvrL £5.
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3. A ATY 22 v 7oy SNAT w7 & 12 E L 750 7oy A7 v %7 Yv/ LT\ =
sa A7 v TOH W DG ko977 LET,
EYNIH AT 22 8 77y i A7 27 MIxF LTI E S Thwa Wy oy 3
FEATLET N TS0 700 3t JR 3, Yo— R, X751 08 2 2% EOAN
KB DTy 5757 CEAT L ET .
4. 2797 % L. A7 v7 D7 aR 7 4% E LET. sfAl I OLTE " A7y =7 b
B IE L W 27 w70 B R—23011 25 1B LT 2 &0,

4t — °
Rtk 27 7 O N

il 27 o7 B FEAIT 728, v 7/oid e LR — s 1k LThek O AT v/ 12 & F
T ATV 27 MOFFE AT w7 TlE, w70 IBE LIEATY 27 M7 70—y 3R IR &
N 2D 1B W IR DAT v IHE A £ B DAT v7DEE T AR MNIIE T 5 &, £57 1
2T o7 DU SN T . D0, [ 27 v 13E LB bET O AT v/ 13 AT LEE 20 B
MR HET,

it 257 o7 BN T 2123 IROFE #FEAT LT,

1. [TruClientl#{ FA—T. [AF y7 DB I 7 A 2:( @ Stepy 5 22 £,
[Z7 w7 R v 2050 & £5.

2. EFErVvrL &5,

3. BB AT VAT 2o VOB AT v E Yy LT R S AT v OH
[ DI T2 8597 L &ET,

4. A7V 27 NOFHE AT o7 &GN LIAG & & [2Uy2LTATY =2 MBIV &k
IWLC, 77Vr—y s N DE—7 oy b A7y 27 bR L F7 .

~7uadD7 /I\NyT

N SDRAZ %A LT v /a & sl T N v/ § 280N TELT .
o "HAEIFTORR"IKON—Y

o "V/ODFEATFE" IR DX—Y

o "TL—URA Y bOfE " IR DR—Y

« "AT U7 LALOAE FE " A=Y 311

o "Ik AT V7O AN" L

o "AT v OENIA B A" K—2312

o "AT VT HATL N2 T B" XR—Y 312

« "ATv7 O A" A—312

o "AT VTSR O NETHAE T B X—313
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B4 z5—0FKR
HAF KB LEAT RO E & T5—T14 2 (a)lld>Cx—r3N &7
TS5 R R T B IR DT EEEFEAT LES.
o IF—T7A2DEXTTARA VRERB L ET.
T5—0 W AR IR SN T,
sl;; ® Wait [X Choose an object

Step 8: Wait Choose an object failed - Target object was not found. Reason:
Object not sat

~7nDFEAITFIE

AT I NART v Tld & AT v7 DB CH A BN — e 1k 3270, v —7 > 254D
WoLKD, av re—L LA sl 22 ENTEET,

Y IODART I NART w7 %#FAT T BEIRDFNE #FEAT LET.

o TruClientt 4 FA—T. [BAE]7 A 22> v)D Ky 7 K7V K 22Uy oL, [RAT v7734 R
TV CHEIFER L LT
B D(E TG IR OYAT w7 3 sy A F 1R L &7

& AT 7 DIE TIOFNE 54 VIR LTy AT w7 NART w7 Tl A 54047 L 7,

7=k A hOfEH

TL—R A NEs AR I/oDFEAT EHEIL T 2L R LET. v7nDT7 N7
AL OTVL—0RA Y MR N (&2 MIVANTEET AT V7 W TL—0R AV bFF N L
i ~onlE 7L — 08/ A bETHAE LT—REIE LEd. COFF & T, TruClientr"' 57
PDORENA VAR IZNZNVDH &ET . ZOE . TL—08 A Y Mo~ /oD 4 446847
T&E&9d,

*EWeb~v2zolL a—XKit. AP vz W Lig & 7L —2E( > MEF
WIB ML Z9,

VARl A NDEC N

TL—0RA > Mt N T B2E IR DBAE #1T W& T,

1. TruClient7’ 7% T, 7L—20HK AV b N T R3AT 7 BN L £,
2. FL—lEAY D MLTA AR E L YL £
TL—20FRA Y MIAT B I &N £,

Micro Focus Fortify Weblnspect (22.1.0) ~N—>310/379



Y=V HA RN
205 v oI ry A E OWeb~v 2oL 2—X7.0

A 8 N A NS
TVL—0RA > bEHI G T 2120 IROEAE 247 WS,

1. TruClient7’ 7% T, 7L—20HRA > b3 N SN AT o7 B L T,
2. TV—=0FKAY D NI NVTA (@ E VL ET
TVL—0RA Y MRAAT T oH| B S 9.

AT w7 L)L DS T

~/a%it st 4 2 &, TruClientid & A7 v 71210630 L )L 5E] 024 TF4, il 218, v/
WCIELRXWIDAT 7T AT R T 5 B DLW T 7V —y DI TR AE T 237V9 A
FyZlE LRW2ICE DY Toan . v TVAF—AN—AT o7 . v /RIE A E LR
S, LWBIE DYy Tan 9,

<70 A7 v7l . TruClient7’ 575 D L #E 1CH 2V — I/ A—D AT v 7 LNV AFGA X TLN)L
1.2, 33 E SNIR E CERBIVHFLE SN 1. B b5 VR B IELXL3T
T ATAXEL NIRRT T2 LNV, 2, BEUSTITRTDAT w7 DR RN 8 LOH
EEnEd. BAECHK TR LOE R E 2 T 20 E NG5 BHNETH. Z
NI E V2 70DEAT R H A0 fEERHVEST. 7 740 bTIE AZV7 FLLIE
WCERE SN TWET,

B EoTE. v/ KTl B EODAT w7 DL\ WAFF OO HE L0 & 28358
NET, REZIE T E DI AA—N—AT v 2R RN BLIOHE LW S 2 ETT.

AT T DL NV ELE T T 22 IROFE#FEIT L ET.
1. TruClient¥ 4 RNA—T, A7 v7 42 B T B3RAT vTTFARTA 22 V&2 UL 7.

AT V7 TT AZDH &E T
2. [RT Y7L Ry RV RKEN 227Uy B DLV EEIR LT

o T}D e & e S E I
Change the level of this step exists 2 t until Settings exists
Step | P
Arguments ments
Object Object
Transactions Transactions
r y

BEI A7 9B IN—T AT 97D Th 255 IV—TAT v 7 il 4 DAT 7D
WAL HE T2 ERHNET,

EY b A7 v7 7 V=71 § B [Crl] F—%3 Lan s 20y /L T LD AT v7'%
BIR L. WITNDORT w7 %45 72Uy LT [IINV—T AT v71% 7oL &7,
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CHELHTS R P,
"ol A L OVDEE Y X—U 274

AT w7 DN 4L

RLER LIcAT o7 2N 1T 28, ~ 70Nk 0. BRI cHE A b T& &30, HAE

SN EFL A

BAERCYI/aRT 7 e GBI T B IROFNE 2T LET .

1. TruClient#{ FA—T, RA7 742 H § 3RT v/’ TF4X7 A 22/ )27 Vvs L 47
AT 7 ITT AZMH & T,

2. AT v7DY—NA—OFEF CENIF R TA ()27l ET

EY N 723 12U L DORTF o7 5% £ FE OB 2023 2121 CtrlF—%4 L
57V L TCRAT 7 #EIR L. A7 97 D12%4 7Uy/L Ty AV TFRAMAZ2—0D[RT v
TEBN T B E B[ RT Y TER T B 27U/l &9,

AT YT A7 02T B
WOPDFNBEEAT7Y N TEET A7V 2DAT V7 ZDOATY 27 MH D) e 4 b
BE . FHAEFCRAF TSN £7,
AT T HEATY AT BIE . IR OFE #FEAT L £,
1. TruClient#{ RA—T, A7 v7 425 T § 2RF v TFAXTA 2 V8 7YoL &,

AT V7 TT AL & & T,
2. A7 V7 V—IWA—DIRT yTEATY s ELTRETA 3@ 87 V97 L EF .

EVM AT ERH AT LW A T4V ERE 2y L ET .

AT w7 DA

YEE DAT w7 %A LT AT v7ICRLER SN T 7T AET A5 T& &7,

1 DDAT 7 5FEAT T 212E IR OEAE 24T VW i1,

1. TruClient¥{ NX—=T, A7 w7 %K W § 2ARAT YT ITAXTA 2 V&2 Uy L &7

AT 7 IT AZDH &E T,
2. AT y7Y—IWN—D[ZDAT v DHEBE]TA a7V T
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AT 7 e 7D b NEFCHAE T2

R € DAT w7 CRAE ZB IR L. v /o0 1% $THAE 2800 210 IROERAE #5217 L &
R

1. HAEEMGB T 2AT 7 EI# IR L &7,
2. ATY7 %A 2UvI L, AV TFA MM 2a—D[CDAT v7 B A ZE RN L 7.

A7 =7 Nl i) R RE O R

1 2WebHA NClE. L SN AT Y 27 NI 2 OB & av 7o Vs a) £1213%8
WA RENTEET. A7Y 227 NOFE R IE. Web 2077 V7r— o DL 83 EF 4 12 3 2
KD EDIDOTY, I 6DHA bOFI LB IS LD, ~7anA7Y =7 MO R [k
W 2 RetE b ET .

Web~ 2oL a—Xi2ld. A7V 27 M C AT v/ OMFARR . 7Y 27 BRIl O

2 EBER. . BIVCEHEATS 277> 20 &, COME AR T 212005 F & AH=X
AT ENTOET o N SOAT Y s & 5 210U 77 )7 —2 a2 TA7'Y =7 b IR
TR2LENDNET, vTAF—NR—R TR I Ny ¥ ATV 27 NER IR T 21201277
r— R TCIFSER T 7Y a0 B 21546 & <Ctrl>+<Alt>+<F4>+7"> 3o #ffi FH L T,
ATY 2 MR IR SN BETATY 27 NEIR £— Fe— = 1k L, BB
<Ctrl>+<Alt>+<F4> %53 L TA7Y =7 MR IR T& 7,

T4V RELER SN 2T 7V —y 2 DATY =7 M T B85 A & [ 47 RO &7 %A
HLTIE LAY RUpIRIR SN TR R LET.

BHEOWVTNLEELT LB, 3T EEM LA EORT v 125 E L. IR~ /o4
RERAELEFT, S s 0, A LM EAE T ICL TR SN 1o E D ERREE T& £
Jo

KD NEYITE A7 =7 Nl | OF - &R & 27ROV TH B L&
o "ATY 27 POFRFIR R IR D=

o "A7V 27 N OBE" IR OX—Y

o "IUE AT 7O/ IR Oy

« "ATY 27 NHIN TR D" X—316

o "NIRRA T O HE" X—U317

o " DATY 24 MDATY =7 FOR I ] 1F" R— 318

« "A7TV 20 OE & 2" X319
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A EYANOL: B i

A7 7 CLART IR LI A7'Y =22 bR AL D1 ) 23R8 3 212 IR OF IH &3¢
ITLET,
1. TruClient4{ KNN—T, AT w7 2B H FEAT YT ITTARXTA 3 V&7V LET,
AT VT IT AR0H & &9
2. A7V I NE 2 2(RBL &,
3. BEREABRRIE VLT, 77Vr—y 2N DA7Y =27 b il L £ 4.
A7 27 M OHBE — R CE I A v AT AL R S £
AT 20 M OB WBIGE E. T Ay — VU NR IR SN FT. sE A I DO T,
M"472 =7 Nl O 5" F 122 18 L TS0,

EYh Ot Wi OB 0K IV /7O E., #1347 27 MR DU H
FTIELOWAR=UBNIRAER R EIN TOLEWIEER LTWAA et BNdH0Ed,

F7Y 27 Nl DX

A7V 27 OSRFR N SR LI &k ATV 27 Nl OGS B e 2 LT x—
TYMTY 27 MR IERTELS .

A7 2 M ERIEIR T2 IROFEEAT L ET,

1. R LIAT v 7 DAT v7 7 41X [ID AV R 74—V NORE (2 H B[4 7Y =7 N R O
WEI7A2/(%) 227V &7,
Web~v/oL a—Xig, A7 27 D7 7428 %8 L alst 8 L7 a7+
Cbis L &4, M H SN A E S I DWT, U E AT AT AN TEET, 77
r—y QI ST A7 =7 NI ONCE B RE 218 BB 3 200 B
HE¥.

2. A7 7 RHA LT ME BRI SN ehEMETER L ET .

K& 277 Dfi H

RE X797 Tl A7 7N CHRE 2B & . A U7 2y 2 5F AT T2 B OF 1% %
INCEET, il Fodm b B Db 2~ /uT7r—<  AD0, F12E 7Ny H T
AT V7 HIEE TEET

J2EZIE HAEICE>TTFAMEA TRVANDATY av 5 7)o BIEMTEET . 7
FAMIIEDOWTIOVIT 28 AT 7R TG H51"HVET. VAN D47 2> DfF
BWHDOOTYVA N OIAH 28R 208 A7 972 H 28 7FANMBEIR % <7V
I L ET .

RE A7y av &85 DA7 w71 EMNCRE A7 97 74 3 /(aw) DR R ST
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KRB A7 v 7 DFR R BEIR

G A7 97 #Rm LRI T 202 IROFNECHE W ET.

1. RE AT T T7A 2Na) &7 V00T e ZOAT 7 ORE A7 o3 FK R S 7.
EY N AT Y7 ITTARDE WTWBG A . AT v7 DY —uAN—IZ[F U7 A arhik
NSt [F CBERE #RAT L &7

2ol b By @ e
#£? Click on Signin button
Step
Arguments
Object

Transactions

RE AT 7R R SN ET,

3 & Back

Alternative Steps - Select active step:

#7? Click on Signin button > E
## Select Signin from listbox (1) listbox [ =
£? Select #2 from listbox (1) listbox > E

2. MOHLTNIEEITLES,
o T7Vr—y T E AT v7ER IR T A B OH [ 12HZAUTTATY =7 b
FRBERRITAE)EI YL ET

EYMAUTEE . TAM D77 V5 —y v 2k LET .

SR "ATY 2 MO R BT ONA— LB LeD R U T4 MERE 2
T U, 227y N T E 1D O il Kon TEREWL N F| oM e 25 2 T

9.
o 77Vr—y N TRE AT v ERA TR REB OL A cHBEE]TA (P
Y7 Uy L &9

3. RE2IVILTT 74702 LET .

4. AT 7 ITARIR DG Gk [R B %7 Vy oL &7
BN LB ORT 7R R SN ET .

5. v/oFBEAE LTTAN &7,
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A7 27 N R 7 15 DAE FE

Web~ /oL a—X0347Y =7 bl il 27515 #2883 212E . AT w7 T7 AXD[A 7Y =
I Ne sy s TATY 27 NN T IE (DT IE) &2 LT

i ] B8 & 5 14
WOREEHEE A7 22 N T iE OB LTHwET.

Y VAN
H &

Xpath

JavaScript

it B

HE] X/ yRNE. 7740 bCH O HER s 247 =7 Nkl 7715 T
T, COXV R T3¢ WebvzoL a—XIE N 3 O B 4 7D
DXLEEH LAY 27 MR C& 9,

EYh HAEFCCOFIETATY 27 MIEF /] Omei 0G4
E.[A7Y 27 MR O E 7 A ()% 2Yyr L C~vrasli o
HaELET.

F7Y 27 N R ATY 27 FO ERERE 2 Lot T H
B A 2 B L7235 & 1k . XPathi 51 5 7% 208 LT A T2 &0,
COFT L DOMY Y= DAY =7 M58 3% 3 2XPathzl 1o D
TATY 27 MM LET. 128218 MR T 2 8B 1% 2 <A
D R 45 R ZIB N 4 20 B 21 H 215 & 1& . XPathad il 28 +35&
EF Td,

B> b XPath IDJ % 0% & . &7 2> B R OF AR b
NET COTA2 %77 e AV Z—T A ATATY 27 b
AR L, BIE 5 2XPath#E i C& £ 7.

D XY yRIE A7Y =27 b2k $JavaScripta— REEH L &d. 7z&2
IX'\ document.getElementById("SearchButton") (&l SearchButton] &
L ODOM IDJ& 1 247 DB &R #IR L &9,

DAy REMF ] 28, iR Sz ¥ 2 4> S 1B 4 2JavaScript
I—R%FLIR T&F3.CSStL /B LM O HEBEBE 2 ] T& &
T

Fr 21X =3 h eIk & feR—viz, [6 Ultitle ] J&@ 1 (B & 45 1) %
OB OV 2088 sn TV A2V MR Al fE 2 V201D %
FYRLZIVILTUE LW EL FT,

COIG 4 DA7Y =7 NI . JavaScripti 3] 5 v A LT R
DENZBNET S
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VAN 2 B

var my_results = document.querySelectorAll('a
[title="SearchResult"]");
random(my_results);

I%lj

R¥ ITARN D7 AT A ESTATY =7 Ml il CEET . fEAHIC DL T
&« https://admhelp.microfocus.com/tc/ja/2021-2021_
R1/Content/TruClient/descriptors.htm®TruClientit ik T 25 i L T
230,

A7 =7 Nl 7 ik O IR
B OA7Y =7 N T % SRR T BIE IROTT Ik &9 AT LET .

1. TruClient# A KNN—T, A7 v/ 2 T 2AT YT ITAXT7A 2 V&2 Uvr L &7,
AT v7 LT A X & £ .
2. [A7Y 2NV ()L ET .
(D EE] a7 K7 YR M ofl OJ5 % 217 L &7,
4. WOFNEHE N ET .
« [BENEER LI A FIHEE T T,
o XPath#i# R L7455 & . [IDJ7VE]YA DK OXPath7F A bR w7 A 3— F A=y b
MFEIR SN E9 . BB G T [XPath]7F R bR v 20K CH B e v 7 Kk
Bl & 20yl A7 =7 hOHE 32 XPatha— F&IR IR L £ 4.

w

B> b XPath7 ¥ R bR w7 204l (& B[ EE] 71 2/ )& 7 Vv od B &
XPath =7 4 &H3BH &, #fE 3% &h 2XPath a— F44 45 T& ¥ 7.

. JavaScript #1E R L7235 & | [IDJ7 4] VA DR DJavaScript7 F X bR v 7 AL a— K
A=y MAR IR S &9 . W E (2 U T [JavaSceript] 7 & bR w7 204 ] i2H %
171 2:4Z) % 2y L. JavaScriptT7 « &% &. #i 3% &h zJavaScripta—
E LT,

o FBERFIZEIR LG A [IDFTIEE]VA MO T I Ot ik T 7F A MR v ADE IR
SNET. ATV 27 MNOFLIR F &M 2E R ¢ 212 L] 71 3/ )7 VvoL &
T . 5F 4l .2 DWW TIE | https://admhelp.microfocus.com/tc/ja/2021-2021_
R1/Content/TruClient/descriptors.htmDTruClientit ik T 25 B L T 2 &uy,

SA=P SN0k -l
24 7 B LV O E TAZY =7 MR Dhsi BIg & Hd V&Y. Bl ZIX. v 7ah

T7Vr—y NI HRATY 27 bEE L THWBDI., v 704 N & T, §TIH D
R=VWZHEATHRGE L ETT, XA 3IV7 2GR ORI E TATY 27 MHE D) e
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S 198,90.21.104:80 10335, GET flogin.btml HTTPIL.1
1) bwrs.microsoft,com:,,,  1M3HE,,,  POST furstelemetry, asmx?MSTel-Client-Key=wFoO44 kK x0EHg, |,
Vv 195.90.21.104:50 10:34:0...  POST fsignin.html HTTRS1.1
V| 1958.90.21.104:80 10:34:0...  GET fauthfaccept-certs html?user_token=2b&zd0d3-d0Sc-4ch. .. =
S5 198.90.21.104:443 10:34:0...  GET fauthfaccept-certs html?user_token=2b52d0d9-d05c-4ch, ..
W 195,90.21.104:80 10:34:0,.. | GET jauthfsecurity-check.html?user_token=2b52d0d3-d0Sc-4c. ..
¥ 198,90.21.104;80 10:34:0...  GET fbankjaccount-surmmaty, hkml HTTRS1. 1
v 195.90.21.104:50 1:34:2...  GET fhelp.html HTTR/1.1
V| 1958.90.21.104:80 10:34:2...  GET fhelp. html?topic=/helpftopicl .hkml HTTPf1.1
< 198,90.21.104:80 10:34:3,..  GET fhelp.html HTTP1.1
W 195,90.21.104:80 10:34:3...  GET fbankfaccount-summarsy, bkl HTTPf1.1 -

Wiew | gplit | Info | Browser
Session - URL Decode Chunked Compressed

GET JHTTPML1.1 -
Accept: textihiml, application)=html+xml, *i*

Accept-Language: en-Us

|User-Agent: Mazillafs.0 {compatible; MSIE 9.0; Windows NT 6.1; WO Trident/S.00

Accept-Encoding: gzip, deflate

Hosk: 195,90.21.104

HTTPf1.1 200 O

Date: Mo, 22 Dec 2014 15:533:04 GMT

Server: Apache2. 2,22 (Ubunku)

Cache-Control: no-cache, max-age=0, must-revalidate, no-skore
Conkent-Language: en-US

Wary: Accept-Encoding

Cantent-Type: bextihtml;charset=UTF-5

via: 1.1 SPI

Prozy-Connection: Keep-alive

Search | View - | For - Regex Found: O Find

Proey Server Stopped Showing 14 of 14

7. Ave—YORRIENEZETE 52204, 27 B (View)]. Br#(Split)]. fE#R
(Info) 1. 7214 ’Zv4 (Browser) ) O g 2%E R L £7
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B2~ (View) 1 27 & 1213 By #1(Split) 1 &7 %18 ] + 285 & 1. URL7 2— RF(URL
Decode) ] £ &> %1% R LT, ER U5 B OURLT a— N5 H %) Fd |t £,
I¥ &A EOFortify Weblnspect’{ % 771y 2IJURLT Ty 3— F&N T 3720, ZOR%
BE MM 3 28 HTTP Ave—Y O i 8 5 14 V&S . BB OFzoi. [A] CGETH
RO DURLTY a— A= gv &7 a— NN —Y a2l L £ 7.

e GET
/notes.asp?noteid=1%20union%20%20select%200%2c1%2c2%20from%20informatio
n_schema.tables%20order%20by%204%20desc%201imit%201 HTTP/1.1

e GET /notes.asp?noteid=1 union select ©0,1,2 from information_
schema.tables order by 4 desc limit 1 HTTP/1.1

JGENF v /Ty a—RERIGTELE ShTw a4 1E. [Fr>2(Chunked) ] £ %> &
[ #8 (Compressed) 1 R X236 3% D& T . iz & 0. Web Proxy 2352 15 L72JC
OIS B DI > F o> I B SNIIG B TR ST h % #3878 T& &9,

8. ZIREHE DI/ EHE X LTO)HIEE 750 BR SINTHdEyy D VR My
SELR #1B I L. HTTP Editor7 4 2> % 7 Vv L &9 (&/ald BR #4 2VyoL. av 7
F A hA=a2—h5 HTTP Editor ] 32 U L £ 7).

9. YA MBSy av& 2707 F 52id. 1DLL EDx vy a1 R L T<Delete>+—%4f L
F9(zid. B4R (Edit)]> IR #2979 3(Clear Selected) 12 7 Vv /L £9). 31X
TO vy %2073 211k BREE(Edit)]> BRTZY7(Clear Al)] &2V sL &,

X% Web ProxyD YR 6t vy av #7074 28, ZDE vy avild F¥7 F vz
F—ZMhSLHI R SN 9. f2EZIE. YA MI1000D € v 2o A &N THW T, 2D H5
98% 7 U7 LIAR T v av & 7 7A WIERAF LI & Tk DD2DD & v 31210 H
TENET. Ly EINVTTBIGE L FovR v A L TS0,

[ 74 (File)] *=2—%fF Fl L T IR LEER 27 0% vy a7 7 W psHCR 17
L. & ot Hiwco—rL &4 ( ZrA(File)]> B8 (Open)]z~> F&ft ). —if OF

3K #Web~ 7o &L TR 7E L. Fortify Weblnspect 2% v> #3417 ¢ L&l C& 44, &
NTD ZrAUFile) ] x=a—av> Fig. T Fxyr~—2ff EIERICEH sh &7,

Y vy 2 DR A
1% CHM T 270201212 O vy 531 1F 4 2121

1. EROFCF =vl~—20%F T RIE T 2y 2 FER L ET.

2. 7M(File)] x=2—%2Vy/LC. WRFE(Save)]F/-ix B BT %4+ U TfR7F (Save
As) | ZIER L &7,

3. 714 (File name) ] v/ A4 1 2N 11 L. WRFF (Save) ]2 70w oL &7

A EVAOVAINE

Web ProxyD YR bbbt vy a2 707 28 20X vy aid ¥ ¥7F v fo7 — 806 LH|
B st &9, 7128218 YA MZT100D L v a3 E ENTW T, ZDHB98% 77 L1Ag Ty
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L ETAAWARAE LIZIR AV HR 0D2OoD v v a2 #hn 9.
12Ol DOy a2 207F 21204

1. tor %EIR L ET. EE DL vy 208 4 1x . <Ctrl>F— 7211 <Shift>+ —%1#
LEd,

AE AT Ly v E VT TG E G FrvlR v AEEM LT a0,

2. MOVTNEETLET,
o <Delete>+—%4f L £7.

. B (Edit)]> [ER #2V7(Clear Selected) 127V v/ L 7.

FTRCDE v 2 E 27T B2k m e 2yl £3(&k. B (Edit)]> BRTsY7
(Clear All) 1% 270w oL £7).

D s
Ay — DG 2
Web Proxy 74> F7O R #icd 23> bo— a2 H LT, B (View)]1 &7, B #
(Split)1 %7 1214 [ W (Info) ] K7 K IR SN 2 Avb—Y N DIE R 2R T& 7,
Ayle—Y ERRR T 212U

1. BEZ&E (Search)]VA M6, MR T 287 %R L 7.

2. BEF—KFor) £ v/ BE T 275 ANE LG T A METERER)EA
VAROE &

3. A7 72 CIEME I NN LG & it [EMRE B (Regex) 17 =v /8 v/ A& 12
L&

4. BEFind)]zrVvrL &,

B FAAOFEEZFH LTEFEH TRE LZVTFE O LN, & vyy av TH IR 2%
RIBVIWEERTRELTEET "R E MR EEHR" X—Y3441 B LUK
B 797" R—Y3451 55 B LT Eu,

~ ~ ™ /\
TXRTD RAyL—Y DM R
TRCDL vy s> TR E DI R 2R T& 7.
TRTD AL — %R T 21204:

1. V= AA—0D BRZER e2—0DY] hE Z(Toggle Search View) ] £ &4 %% 70y /L £9( &
1zl BR7R (View) ] x=a2—%5 i & (Search) | i R L £7).

2. & Y7(Search Area) VA b I LT, $XTDt vy DN B &K 2R ¥
20 FFE DT A MR E L TR 720488 LET
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3. BE7—AXSearchFor) R v/ A MR TE27TFAMRTIEHR KR EZN I L&
ERE

4. W& (Search)]z2VysL &7,

X FAlOFEEFH L TEFEH TRE LAV C LIS, & Ly 2o TE IR 2%
BRIV IWEERTBELTEET "RE MR EBEHR" X—344 1 B LUK
B 77" R—U3451 55 B LT S0,

Iy 3 DA
Web Proxy A4 7'y s> #2488 4 31214

1. Web ProxyZBA YA LT a5 A ik IROWT N heEFEAT LET.
o D'u*(Proxy)] x=2—%7VvsL. fFEI1L(Stop)1ZER L L7
o V—AA—0OR%EIVyILET

2. B (Edit) 1> B % (Settings)1%27Vv2L. P'm¥4— \(Proxy Servers) ] #7'%
IR ET.

FEAT I OLTIE T e 7 aF o4 —n\" XN—U3411 25 18 L TS,

Web Proxy ®D X7

FHTTP £ vy (1 DDE R &, 2B 1E 4 2)5 2 )45 Web Proxy D | & XA >ic— &
KR SN £7. vvr v #I& I § 3&, Web ProxyD | # A 122D+ vy a1 B § 21
WHAER SN ET. Ron SN BERIEBIRT 22700 E-oTHR 2 0ET
ATF—ZAN=DFT L ICH B3y ho—L a2 H LT, SR 6DXT TR E DIVT Uy Y ER R
TELT.

% 7 (View)

R (View) 127 4E Hl LT A ¢ BHTTP Avb—Y iR L 9. 27 H F D Fa v
KT VYA AT T&2A7Y s EIRDEBENTT .
o t vl a/(Session): FE 4 Lt vy A(E R LG E O] ) AR LET
o 7574 HEWeb Proxy NDE 3K (Request from browser to Web Proxy): 7'Z 7+ #3\Web
Proxy (2} L TAT o7 LR DA 2K /m L&
« Web Proxy»54— 30D 3K (Request to server from Web Proxy): +—/3\DWeb
ProxyZE K D& £ /8 L &7

o H—/ 1 8Web Proxy \Dji; % (Response from server to Web Proxy): Web Proxy (2}
T2/ G DA ERRN LET

o Web Proxy 567" 774 ~\ODJ; Z (Response to browser from Web Proxy): 7" Z 7+ 12t
3 2Web Proxyit & O& #K /8 L &9

Micro Focus Fortify Weblnspect (22.1.0) N—>337/379



Y=V H AN
% 21% : Web Proxy

43 E1 (Split)

B (Split) 127 % 2 Vy /LT 12D v 22 0DE R TI7EE R L& T, E21E. 7
STHI & S>TE L S IZHTTPE R Avb—y (12D Y7) &, r— N EoTHE R S 7z
HTTPIGZ(2FE H DT V) 2K /R C&ET,

1% % (Info)

fER(Info) ] &7 &M F LC. ER (B § 25f Al M 2R s LET. Bk CE. R omo
e 74— LD AV IR . BLUR—U D7 0N TANE N &7,

7 274 (Browser)

'S4 (Browser) | 27 % 2V LT, 797 T7r—vv b I XN TG E 2R R L &
ER

Web Proxy*f iifi 8 £—

Ay— H\Web Proxy (2 Ji Wizl £ TF% 757 B R &5 —\n & R R T B Rt
i E—FEHEH LET. BBESend) 127V rd 2LT Avb—U 358 46 (A T TH I
A FEA. NICED, Ave—V A ERTCEE C& 7.

HE & (Deny) 1% 27Uy oL T Ave—Y 04—/ NZIE G S A WL T 2L TEET,

Web Proxy=% € (Web Proxy Settings)] 7 1> K70 & & (General) ] 27" %1% Fj L C.
Web Proxy %58 fil] [f] (2IK D & Hc— Wi {5 1k T& &7,

o FEKRDE

o KL E DR

o TR ENISBE I EDOTFANR OULE (MR VvV EM )
Web Proxyxt 55 B £— FD A 4—Y

W DA A=, 56 B £— FOWeb Proxy #7~x L T 9,
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[ a

E_H Interactive hode EI@

Response To Client:  Saved Data |Original

HTTP/1.1 200 QK -
Date: Mon, 22 Dec 2014 193955 GMT

Server: dpachefz.2.22 (Ubuntu)

Cache-Control: no-cache, max-age=0, must-revalidate, no-store
Content-Language: en-LS

Wary: Accept-Encoding

Content-Type: text/hkml;charset=UTF-3

Viar 1.1 5PI

Prosv-Connection; Keep-alive

Conkent-Length: 14677

m

ZIDOCTYPE bkl =
<html lang="en"=
<head=
<meta charset="utf-3"=
<title =Zero - Account Summary < title =
=meka name="viewpart" conkent="width=device-width, initial-scale=1.0,1
<meka http-equiv="%-Ua-Compatible" content="IE=Edge" =

<link type="text/css" rel="stylesheet" href="{resources css/bookstrap . mir
<link type="text/css" rel="stylesheat" href="{resources css/font-awesonm
<link type="text/css" rel="stylesheet" href="fresourcescss/main.css"f =

<scriph sre="{resources)jsfiquery-1.8.2.min.js" = <fscripk >
<sctipt src="resources s boakskrap, min, j5" = =) scripk =

<script sre="{resources)js/placeholders. min. j5" = </ scripk = -
Fl it [

Save Data Cancel Interactive [ Send ] | Deny

xF 5 £ — FOH W1

Xt EE R B REA R T B

1. P'o*(Proxy) ] A=2—%27Vy7L. [&1E(Stop) %R L L7,

2. WOLTNHhERITLET.
o Pox(Proxy)] A=2—%7UvysL. Bt55 % (Interactive) ] #1E I L 7.
o VU A—DLE Es)y s 5,

3. P'mx(Proxy)] x=2—%2VUy/L. Bt (Start)]ZER L £,

A% Web Proxyz3x} i B £—FOE & . P'r¥¥(Proxy) ] x=2—0 Kf55H
(Interactive) | a~> FORE I F =y o ~—20bfF & x5 714 3> D/ v 54 Mg 4T

LIoRBB w2 0& 9 0L 743> %009 0d 2, =2 NERIR 28, x5 B £— RO
FrEATHY VB D VET .
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2L 2 :

AxX JE (Settings)

CO7'a/R 7 43— befli ] LT, Web ProxyD A > 27 =—ZADK 5 « 7'0F 24—/ Dif il «
BFOER &35 B N DR € O IR MR 3 5720 DIE #LR B OFE il %17 w &9,

AE: Web ProxyDFE AT I35 € 2K W C& &t A. DoF(Proxy)] A=—2—»5 &
1k (Stop) 1 #1& #R L. 5% € 228 ¥ L C. Web Proxy ZH 2 &) L £ 7.

Web Proxy® E% € (Settings) 17’ 2/3 7 43— MZIE  IRDEXT R H N ET S

o 2% (General) (M4 =" T 1522 1)

o 7'm¥ 4 —s3(Proxy Servers) (M2 : 7 oF o4 —\" R DX— | 25 1R)

o & LHE & (Search and Replace) ("% i : i 2 CE " X—o344 1 25 1R)
. 757(Flag) (" 5t 757" X— 345 %% 1)

o [l (Evasions) ("% ¢ @ Al " X—2 3451 %2 1])

o * v 77— 2788 Ak (Network Authentication) (M"7% i&: 4 v b7 — 758 AE" N—2349 #5
)

2L ==, N
X AE éé
& 8 (General) ] 272 ld . IRDAT'S > 03E Fh &4

7'o¥ v YA+ —ODik & (Proxy Listener Configuration)

IP7 FLRER— MRS ZN ST LET. 7740 bCIE. Web Proxyld 7 KL 2127.0.0.1 &4 —
N8OBOZfF FH L &3 45, B s LTETE T& &7,

2%: Web Proxy &Web 75+ Ofii 17 T [7] CIP 7 FL A &di— M&Ad fl 4 206 E 435 0
7.

H 73 D A b E DWeb Proxy #3l DAZ MM 2 & ik € 3212 o—2UP 7 FL
AOME 25 TH T 2L ERHVEST. 7 74 DT L ATH 3127.0.0.11& . P A b Tl
[ C&FEHA. COEET7—IAT—Y 2O EDIP7 FL A H +1IE, VE— FAT—
LAV TCEFDT— ATy avE7ux LTl T& 7.

8% L7 v3(Do Not Record)

COATY 5 LT E DR 7D 7 714 )L HAWeb ProxylZ & >~TULH Sh 20 %W <
EHRBE 7OV 2EER LET. I b— B 22471 $TET 740V heL THRAN S T
WEF. 2720, Z0Mh D XA 7(MPEG. PDF % &) tfR4h T& £ 4. COH M & Ave—Y
KL oW 27— 2EHIBR L HTTPELR /I 2 OfT &R IE S #4 T228Td.
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%} &6 2 (Interactive)

xS B E— FEH L Tw 285 5 . Web Proxy 3K OB 1E #17 S5 & 12— IR 4% 11 %58 il
TEEd.

o« IIATVIMPSEREZE T2

o Y ADBLE ERAET B

o TERL LI BV —IV & 129 7% A MR R § 2( [777(Flag) 1 27 %4 1)

N BDATY DOF N mEHER L 4. BEAT (Allow)] £ X% 20y 5L 4 L EWeb
Proxyld %t 17 L ¥ A

o7 30 §% (Logging)

07 77 AL ER T RIEH OXA T HIEBR L. 0l 774V ERGAE T BT 4L 7 ) E L &
T o

HOR 03052 Ot i 2RI L2 & & Base 64> a—7 > 7 & L T7— %48
ML To/RiR 322 LIBIR TEET. I IS B B S R ONAAF V7 —K(A A=Y
Flash 7 71 )V 7% )38 & TH 356 (EF] T7.

o B ODER LE. 754 T MrHWeb Proxy ik {5 &1 2HTTP xvt—Y 448 L £

o AF 1% TR Lk . Web Proxy s 64— N2k 5 S BHTTP Ayt —Y 248 L & ¥ .

o FDIGE L. H—/35Web ProxyiZi% {5 & BHTTP xvt—Y %48 L £

o ZEF B I Lld . Web Proxyn 62754 7> MZik (g S BHTTP Ayt —Y 288 L &4,

= % 2 HTTPfi# #1 (Advanced HTTP Parsing)

I LA EDWebR—IIIE [ 3L F Ly b7 579 68 BE R NS g T &
+. COIE R I HTML K% 2 £> hOHEAD & 73 3> ®Content-Typeiis & ~ v&( & 1214
HTTP-EQUIVJE 1 23 DMETARZ) M ] LTIT bh &4 LF £y b7+ 7o AL TL
7 WAR—Y H 1ZWeb Proxy Tfff F] 3 R&L F v MR E T&ET,

RE T nF o H—N

COT)7 &M H LT, Web ProxylZ & >sTiv—7 1> 7 S 3¢ X TOE K 08 1 3 31 DOLU
LFo7axep—EEMLET. LB EFEHOS— 5B T 280 B & 5K 28 L <&
Bz Ny AR AT A %&b EE L& HEL T AT EME Db 277 7k R L Tw
¥9.

B O7oxs— 54 4 254 . Web Proxyld B3R 4T 57> Fobey  CALE L &4
(D & Y. Web Proxyld 5 ] OF 3R £ 4] O9—/ 2% (5 L. 2% H OFE R 32% H 09—
PNCES TR0 BA B 7R — D YR B IRALF L 1),

TaF I —NEFHETICT /AT BIPT FLAZIRE § 226 T&ET,
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7'a¥ > —/\DiE N
Web Proxy 3R O)L—7 1> 7 O i Hh &4 27 0 29— EB I ¥ 312

1. P'm¥ ¥ 7 FL A(Proxy Address) ] X v7 A2, Web Proxy % sk #)L—7 4> 7 ¥ 2% 2
BT 29— \DIPTFLAEN I LETS
2. P'e®yA—NProxy Port) J& v/ ACTH— MRS 2fRE L LT,
e ¥+ O 3 (Proxy Type) ] VA b4 67" 0% > OfF H (1 % | SOCKS4. £/-14
SOCKS5) £ 41t L &7

4. RAL OFE B £LC. & L(None)]. [HE)(Auto)]. Kerberos]. NTLM]. &/zik
Bt 7 (Basic) | #i# R L £7,

ff 4 2f 8 AR 2354 . [HEj(Auto) ] 21E R L £ 3. Web Proxyld NTLMEZ
AIE EHE AR BRAE OMy 7 AFAT L &9,

5. COY—/\NTRRALE P B 235 5 & [2—¥ 4% (Username) | v/ A& PSRAT—F
(Password) | v/ ACRFEE R IEHR 2N LET.

6. EEI(AA)]1%2Vvrd 2L, ZDH— B I S, fF B W RE 27 aF o 4—n
(Available Proxy Servers) ] UA MZIP 7 FL AFE /8 S &4

w

7'aF oY —30A R —h
7' aF A —/ DYR A VR— MBI

1. > Hi—Mlmport) 1% 2Vy oL &7,

MBEEEDT A NWIBRIRKA Tl Ry R LT, 7afo— O VR & ©
Dellmlted Text7 7{IVEER LET.

3. B {Open)lzrvysL &7,

TaFIERESZ O T7ANGE. ROER TN ERHNET .

o« BATIWIDDL I—REE B, ZOBRIZF v VoY VA=V B LOMAT L F %46t T F7
e LI—FH DK 74—V g Ian> XY VEd,

o 74—V Ni&. address;port;proxytype;username;password;authenticationtype DJI (2 % ©
EQr

o 2L ENRAT—RNIATY 2T, 127U HERSM S 2 H Lawig 4 k. 7L—AK
WEELT2DOD L Iaury525 02 ENHNET,
1] -

128.121.4.5,8080;Standard;magician;abracadabra;NTLM
127.153.0.3;80;socks4; ;None
128.121.6.9;443;socks5;myname;mypassword;None
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7B F Y — D £

7'aF P — D YR hedmEE I Bl

1. [ W] B8 % 7o ¥ 49—/ (Available Proxy Servers) ] YA b a4 —/ S ZE R L &
ERD

2. D'om* 7 KL A(Proxy Address) ]. [’m¥ > H— NProxy Port)]. D'o¥s 47
(Proxy Type)]. [z—# 4 (Username)]. ¥/zi& S 27— K(Password)]®D 1> to—)v
RN SN BIERELE L LT,

3. FE#H(Update) 122VvrL &9,

7'0% 24—/ OHI B

YR M 67 O v H—NEHI R T B

1. H# B 0T B8 % 7 o ¥ > 4—/3(Available Proxy Servers) ] YA bpsH— 328 R L &
£

2. [EIB(Remove)l%2Vyr/L 7.
3. xuw(Yes)]&#2Vy/L T, Bl 2l LEd.

VAT E B, VAN VAW AV 4

K5 52 OURL(N BB 7 A b A M O)ND T 22 A7 m ¥ oH— %0l ] 4 200 B 32 03 &
d. P'oxrd/R4/8R YR NBypass Proxy List) | V7 T1DOLL | OF R 1&g & T& &
T E DY A MIT 22 AT BRI 7 mE v — 3 (R AT BT

1. B&EMN(Add)1%#2YUyrL 4.
D'o% 2 D/ A /S A(Bypass Proxy) 1X4 707 R v/ A0E x St &7,
2. NN ZFTBHTTP URLD AR M4 2N 11 L E9
7'a hauhttp// % E) & & &% WT 2 S0,
JoeZIE COURLDZ 0¥ 24— %/ A 2T B35 &
http://zero.webappsecurity.com/Page.html
COXFHE#NTTLET
zero.webappsecurity.com
ErE COXFI NI LET .
zero.*
AEIP7RLAZEN I T 2288 T&ET . Web Proxyld A M4 #IP 7 KL Ak IR
LAWCEER LTS, DENIPT7 FLAZ4RE L »OHTTPE R 1FE B«
ZOHE DIPT FLARE &1L T 3855 % . Web Proxyld ZO% A bO7'n % 24—
BNAANALET . Ll HTTPE R & £ TOL 202508 & d48 & L2IP7 FL A
AR TR SN 2K A ML TH DG A (KA M b8 € L& IR ) Web Proxyld 5] &
Gi &7'oF A —/NCER ZEE LET

3. OKI1%#279ysL &7,
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7 KL ADH] Ex

D'ax>®/ (/3R YR NBypass Proxy List) 17267 ML 2%H k3 221k 7 ML A% iR
LT [HIBk(Remove) 42 Uy/L &7,

A E L RER CE R

COXTHEHH LT HTTP Avt—Y N OFF A M3 2R B LB R 4 20— 51{E

RLET. COMREIE. W DY 32—y 2 5H B 1124T O 0IFE 5 1R 22V —L %

RAELET. R INZHBRIRDEBNTT,

o THHRRNAT— N EORE T RO R

o HBERADZyF—DIE I

o AcceptBE R ANX 74—V FEREE LT BB THR SN DIAT AT A7 %8I0 124 Hl
%4 3

o BERURIN DEE Z#/0AYA MRV T4V 7B ICEIR T2

7 ¥ A NOM R LB R
BER FLEIGBEDTFA MR LTCHE &R 2 2121

BEn(Add)1227VysL &5,
Web ProxyiZ & > C7—7 W27 74 MO T MUDME R S &9,
2. T MO RE 74— N(Search Field) 151 #2Vy 7L £,
PO w7 X7V REI#7)9 LT MR T2 40—V V7 EER L ET.
4. 7‘3%[,%; j—*—ﬂ(Search For) 1% 1. MR ¢ 37 —X(&zld 7 —2%&FK §IE R KR H) 2N
5. B 7—&(Replace With) 141 (2. i, Db ofc7—K%5E & 2 27 —22 N 1 L&,
6. MZEIL—IVEBINCIER T 2101, A7 v71-5%4% DR L &7

BRNEZFNV—IVIER IR SN TORJEFF CIHRIE ] sh &9, f2&21d, HL—uh
HTTPS #SSLICZE 8 L. 2D (2t SL—VHSSLESECUREWZE B 3 285 & 14\ 4 1
[FIZHTTPS#SECUREWAS B S £,

—_—

w

AT R EB B DL—ivid . Web Proxy» 64— Nk A(E S 2E R Avb—Y B LU
Web Proxy 767 574 1CE (5 S B & Avbe—VWxf LTEIT Sh &d. BR
(Info) 1 27 %1% 4R § 2. R~ (View) 1 &7 47-1& B8 (Split) ] 27 #1E R L. 27D
HNEHDZRay 7T VA MYSIR DOWT N EER LT B Sh iz Ave— 2
MTEET,

o %K :WebProxy ->4—/\(Request: WebProxy -> Server)

o Jb%& 7 774 <- WebProxy (Response: Browser <- WebProxy)

e v 3>(Session)
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V=V AH AN
% 21% : Web Proxy

=L DY &
IV EHI R 4 B4

1. ik T 20— 48R LET.
2. [HIFE(Remove) % 2Uy/L &9,

JL— )L D% £E
IV SR T B

1. BRE 74— K(Search Field) 171 . Bk & 7 —X(Search for) 17| . £/l B#]R7—%
(Replace with) 15| x> ~JE 27Uy 2L £

2. TRERTLETS.

L— L DI 5 4k,
A I U ) R e - Y =

1. BFAON)]FzvoR v RE7VT7L &7,
2. OKl%#279VysL &7,

BRE 777
TR BLURE A=Y DIVT R LT IR E LT — KRR 6 LU T LR T
79,

1. BEBIN(Add)]%z 27Uyl &7,
Web ProxyiZ & > C7—7 W27 74 bD T MDME L S &7

T MO fEE 74—V N(Search Field) 151 #2707 L 7.

FRYZ RV REN &7V L TR T 5 A0 0—Y T V72BN L &7

R & (Search) 141 ic. R 3 27 —R(&fld 7—x&HR TIEMEBEFT)EAN T LET
> MO 757 (Flag) 17 % 709 7L &4 .

ROy R & 7Yy LTy F—REH TR T T A0 (R ohorel A ) SR IR L &
_g—

7. MREL—VEEI TIER T 212E. A7 v 716442 DR L £,

o0 s N

iR E © Bl 3k
[ 38 Lk RN S AT by B=R A=T 70 T7A 7740y B 3—H, EIgHTTPE

REZOVKLIL LT AT LBV SR L& e 27 /3 A% i 3 27291cWeb
Proxy M Ji] 4 25401 T4 . i@ W . SN AD 7V KRG E R O— £ 8 L. BE 0b 2%
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Y=V HA RN
% 21% : Web Proxy

B EIE AT AL F 2VT DB AER 2fe 55 2n3TE L 12 R LET. Ih 60FE 4
DR S de BREIEA S 2T,

e HY % [0] 8 5 272812, Web ProxyldHTTPE SR 228 L T 7AOVEBNR R § 38 % 478
WEE L &34, 20— TAvE—Y BH— N & >TUH S 200+ 93 8 & 1 215 45
LEd. 4524 Web Proxy il Hl 4 28T L T LE I T 284 R V& A B FE 34
B OF M AR 4 007 T R T BIHE T KT E A4 0N A £ T

ER COMRE G RATANY—IVEL T +22¢%H KL Tw &9 . Fortify
Weblnspect CHfi 55 PE 5¥fili 2% v> 2K AT 325 & & COY—VEf A Lz 0E #) e
L7zOL % WT IS0,

B B 26 3T BE IROTFNEHE W ET,

1. [E3#¥ %% % (=¥ 3(Enable Evasions) ] %R L £ 7.
2. MOL 2y 3T § 2422 1DLL E OB 5k 218 L L5

AV RD—F

Web Proxyld . GET #V v FEZHEADICE &th 2 9. Chid. GET T £ 2B 4 2 &
TB7OVREH L L HET Bk & TY .

FzeZ 18 T STHIEIR D Avk— #Web Proxy ik 5 L £ .

GET http://www.microsoft.com/secretfile.txt HTTP/1.1

Web Proxyd . X D Ayt— 54— NIk LT,

HEAD http://www.microsoft.com/secretfile.txt HTTP/1.1

URLZ>a—7 1>/

Web Proxyid URLI O F #. 1ISO-8859-13 F v M DI FE W2xt bty T2 [%) &
ZHCHE QODIGHE L F ] L &7,

FzEZIE L T ITHIEIR D Ayt — #Web Proxy ik 5 L £

GET http://zero.webappsecurity.com/cgi-bin/filename.cgi HTTP/1.1

Web Proxyid . Ik D Ayt — 49—/ NZEE L £7,

GET %21%63%67%69%2d%62%69%6€%2T%66%69%6C%65%6€%61%6d%65%2e%63%67%69

HTTP/1.1
Host: zero.webappsecurity.com

73 Z03E 44 £L Tl egi-bin] 23K 3 & T %63%67%69%2d%62%69%6€e1 &9
LFH E—BLA0DT, BERIEIE R Sh &€ A,

::_E@»O);Kf3‘yi/:1

Web Proxyld. &% A5y a() & BH DA Fvy 2()NEEHR L F7.

feeZE 7T ITHIEIR D Av— #Web ProxyiZik {5 L £,

GET http://www.microsoft.com/en/us/secrets.aspx HTTP/1.1
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%5 21% : Web Proxy

Web Proxyid« Ik D #xyt— &4 — N2k fE L ET.

GET //en//us//secrets.aspx HTTP/1.1
Host: www.microsoft.com

734 AhE 44 £L Tl secrets.aspx] #4K 315 & . [/secrets.aspx] & 3 F 41| &—
BLawoT, ZERIGES SN & A

U A 1%

COJ5 1k Tld JC DE R LA ZE O X 7 4L 2 FUNDS I 25 N § 22T R E DY
VA TR R AR LFDELET .

F2 208 T ITHIEIR D Avt— #Web Proxy 215 L £9

GET http://www.TargetSite.com/cgi-bin/some.cgi HTTP/1.1

Web Proxyid . IR D Ayt— &4 —/ 21k E LET .

GET /d/../cgi-bin/d/../some.cgi HTTP/1.1 [which equates to GET/cgi-

bin/some.cgi]
Host: www.TargetSite.com

HoZH 7470

Web Proxyld« #i 7 4L 7 MU EAL > b 4L 7 YN DFK G #8 A L TE R &% 5
thLEd,

F2EZIE L T ITHIEIR D Avk— £ Web Proxy ik 5 L &4

GET http://www.TargetSite.com/cgi-bin/phf HTTP/1.1

Web Proxyid . Ik D Ayt — 49—/ NZEE L £7,

GET /./cgi-bin/./phf HTTP/1.1 [which equates to GET /cgi-bin/phf]
Host: www.TargetSite.com

T A—RZDAE R IR

BRI XA F 39X —2 av T Y OE I SN 235 4A—R&H HBEMTE
T, N BDNRT A=K, BH R ER LER T bz e sn.
WO B V&4,

/anypage.php?attack=paramhiding&evasion=blackhat&success...

COT5 5 & BE R FF (2)icft <SR OFE7r 23 N LT A A LTH X T, 1272
Ls NIA=RAL P r—REHH LT, S6ICHIE 257 —REVAITEET .

F2EZUE S T ITHFIEIR D Avt— %#Web Proxy(Zik {5 L £9.

GET /index.htm%3fparam=/../cgi -bin/test.cgi

Web Proxyld . IR D Xyt—Y 24—/ N2k LE T,

GET /index.htm?param=/../cgi -bin/test.cgi

HTTP/E 2 DR Y
HTTPE R O i (B T 105@ 2 ST &9
Method<space>URI<space>HTTP/Version<CR><LF>
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/*‘M/ﬁ‘fl$
% 21% : Web Proxy

1272 Ly WebH— M2 & 5TiE IR D & AN AR—ZADR b D &7 7 55 E R 552
AN G ER"HNET,
Method<tab>URI<tab>HTTP/Version<CR><LF>

MET2EBL DO LLTARN—2%&(BOD avF—3 > O )8 &AIA AT 2701
Kig EROIF B IR LET.

= WURL

COJ ¥ BRI FH A s R, 7l S4B LR SOH 7€y N ¥ D50
T E) OB T BT/ AER B EL T £F. Web Proxy! ;ﬁﬁ@%ﬁé N2
O L L FHFN L BEROBRE 7 258 0 2. 7 0L X2 & Tl 1 A s
Z2TY7OHMCH LH L &7,

FzEZIE L T ITHIEIR D Ayt — #Web Proxy ik 5 L &4

GET http://zero.webappsecurity.com/ HTTP/1.1

Web Proxyid. {X D Avt— 49— NZEE L E£T,

GET /YPVIFAHD[hundreds of characters]NIWCIBXZPXMP/../ HTTP/1.1

Host: zero.webappsecurity.com

DOS/Win7 1L 7 I Uk 3

£F € DF 4 (/cgi-bin/some.cgiZ &) &4 H L & &7 2Windows R—ZD 7 1)L Kk . A
Svy 2% 505 CH &R Z 12355 & (cgi-bin\some.cgiZs &), 12 &SN B[ RetE b 0 &
9. Windows X—ADWeb—Tld, 7 4L 7 b IE 2 IR 72L& AT vy 2%
RS WERLET., Lo T, CORMIKGA R TT. 272 HTTPIL—L Cld
URIDIR W] DL F BATye 2 Th L ENDNET .

NULL %Y RODAL

CODJT ¥k Tl )<‘//l\@ﬁﬁCLURLl/j—*I\O)NULLi?ﬁSFﬁ)\éni@“(GET%OO
% E)e THEER K LT HANEAEZEH LLOET 27 0V 2 R G S TH 0,
TN SO FH) A7 ZNENULL F 2 H LT FH D b VR LET. COK
W5 A T) § B & NULLSC 5 O HEic & 0. 7731 Al Avie—3 OF% DO 4 #4025 ¢
& NET,

KL &N DX 5

COFFE KL F UNLFE DX R S B FH) 2R T 2700 8% #3545
pX]:fl‘ éﬂf“ijﬂ

J2EZAE T ITHIEIR D Ayt — #Web ProxyiZiZ {5 L £9

GET http://zero.webappsecurity.com/cgi-bin/some.cgi HTTP/1.1

Web Proxyid« X D #xyt— &4 — N2k fE LET.

GET /CGI-BIN/SOME.CGI HTTP/1.1

Host: zero.webappsecurity.com
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#5217 : Web Proxy

jXL/—\‘_E': 2y hT7— El:u nE

7aF Y —NTxy b7— 7 EF 75» V3L 34 13 Web Proxyi% € @ 3y h7— 258 B
(Network Authentication) | %7 Ci% & T & i?“

Z V4 I\‘7"7nu nE %‘:’n&% T%Cu

1. Ry bo—2788 5 4 %123 3(Enable Network Authentication) ] %% 0 L £ 9,

2. BREE 21 7(Authentication Type) ] VA bh S8 5E XA 7218 R L &4 . 1# H 7 Gt & X
A7EIRDEBNTT,

« ADFS CBT

« H ) (Automatic)
# & (Basic)

o X4 xR NDigest)

« Kerberos

« xd3¥x— NNegotiate)
o NT LAN Manager (NTLM)

3. [z—¥4 (Username) ]+ vy R 2—HIDEAN /1 L. PSRA7—RF(Password) ]+ v7 A
2= DNRAT—FEAN ST LET,

Web~ 7 oDfE ik

Web Macro Recorder £7zidWeb Proxy #{{ | L T, 7—2/7n—~v/n&fzldn/ (A v~/rn%
ET&ET.

T—s7u—vruld, 77Vr—y av O E OH 7w 7y s E A TARDICE & T
FH & £4. 2 id. Micro Focus A% v+ B ZD )7~ &) (2ff FH ¢ 2URLAFE E L £

T O AVNEREE HDBIELTEETH. AF v F BTNV —y avmsnl 77 M 22 ¢%
B oy v 2id & ¥ A. Web Proxy TF v 7' F v fot v av & 9§22 &4, Burp
Proxy 7 74 LD+ v k& 12 dHTTP 7—# A 7(HAR) 7 7 W &46i Fl + 22T & 24

o/ A>vrald. Web 74— LB iE /i &, AF v F BN 77 Vr—y 212 a/7 (> C& 54
NLET AXNFT DR SCTIVT— avmenl 77 e 230%F <y vt AN 2
vCc&Ed.

Burp Proxy £ 7z(ZHAR 7 7 )L D H

Burp Proxy 7 71 LD+ v s & f2ldHTTP 7— 44 7(HAR) 7 71 )W 67— 7u—~ 7 a #4E |,
ERCI

Micro Focus Fortify Weblnspect (22.1.0) N—349/379



Y=V H AN
#5217 : Web Proxy

1. 71 (File)]> Bd {Open)]z2VvrL 7.
HE ¥E DWindows D [BH {]&XA 7al/ R v 7 A6 &3,

2. Foy7 X7 YA NC. Burp proxy (*.*)]1Z7:i& Har 7 71 )v(*.har)(Har File (*.har)) ]
FERLET,

3. Burp Proxy &7zid Har 7 7 Wi ) L TH & 7.
Web Proxy T+t v av 33K 7~ St 9
4. TER szt vy 22mh60OWeb~27oDfE " T JWCHE & £7,

BN SNzt v b 6OWeb~ 7 o DA i
Web Proxy T /R #7213 F v7F xS fz vy a5l L TWeb~ 2o %4E i ¢ 21214

1. O ICF zyvr~—0%f 0T, v 70il& H2tvyy 258N L FT.

2. [Z71File)] A=2—%21Yy/LT. Web~Z2u0fE i (Create Web Macro) ] % 41
L£9d.

Web ~ 7 oDk i% (Create Web Macro) X1 70/ K v/ AHE &£ 7,

3. (A7v =2) Web~27odfE ik (Create Web Macro) ]X 1 7a/ K v/ AT, @7 7V bD
F zy2 %% ¥ 123 3(Enable Check for Logout) | Zi# R L. 2—%H o/ 77 b 5&
& el ol A v LT a— R # SN IZURLND 7 7 A% E K 3 2 £&(Z,
;7;~/‘\‘0)HTTPFS’/§~ THAE TBEA OFFA NG 7L EH A BIEH R 2N
L7,

B8 H DAF P IC. AF v FIE A—AR—Y THA FNOWebIR R 2 15 L 7.
DY) —AND V> 255 B S 7235 & (B % <A HREF> HTML &7 %28 ). 2
DURLICH B L CEF Al 28547 LET. 0l 77 M—UAD YUY 2512 L35 & (£1-
E— E OB LB CY— o547  eH Bl ol 7 8 L
B IIAT MBI AL TR WERI ] CELWVIBIM DV —RAZAF v 77
CATELRLNET COTFTHI el 77 MR E LGS . AF v Fid2—5 0
BELZLCHE /> CERLERHVET., D70t RAE. o7 A VIRE Tk &
g oIz EEIZAF v F DEN 2R TEBDE I o THET

—WDOTT V= 2 TlE . 2= B(R R el O ay bo—ves)ysLT)ry
77 N1 A . — Nk THave a nice day | % EDEH H D Ay —Y 2K m LET.
CDTL—REH =Dl 77 MG ELTIRE 588 AF v FHE I B Avb—U
B 2N ZDT7L—RE R LET. COTL—ABMH S 38, AF vFHid 22—
G ENAT— RS GHTTPE R 2145 LTHE o/ 4 &2l & £7,

Ry 77 NIRRT vF 0 H TEBH DR &L TE L A RT7— R TIR & S 7z
URLICAF xF DT 7t A%k & 2Dx; LTy H—30%F € OIS B Avk—Y ik
BIGERHVET. l2EZIE H— 3\ A7—% 23— T 302 Object moved] T
BT DG ENDHNET . COIGE SR TNENE 2AF v DR AR R L
TWAGE. 2O7 sl 4Eul 7o b izCesR a8 L, uf A VIR BE 2P T 3L TX
ES 2

LW #ER LT 2= 77 05—y avhbens 77 M 2[5 12T Have a nice day |
B ED Aye—Y N —meik S 2854 d . IE R B &L T Have\sa\snice\sday | &
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% 2175 : Web Proxy

AT LETOEHR R Tld AR—R%F8 € 7 2720 cNs) i A s £97). & Onf G 14
A L . F— 53302 A7 —KAT—F#IE L. B LOURLAS B 42854 T3, &
D &« [[STATUSCODE]302 AND [ALL]http://login.myco.com/config/mail? | > —
MW ZIEHR R O7L =R 20 Gtk B d 0Ed . IER K IHOME KB 328>+
ZoWTE TIEHR R B QIR Ik OX—,

4. [7oil&ET 2fF TR FE(Save Macro As) IR v 7 AL R RET A VA # N S1$ 3
. BB (Browse) 1% 27Uy /L TIEEE D7 A WIRIR KA 7al R v A%k & 771w
Y ERELET

5. OK1#27VvysL &7,

254 7> Nif B =

Web Proxy #3\Web+— 37y &5F B & OF 3R %52 (FHL 57235 & « Ak B 35 OFF € 23K 0 2%
4787 Ry VAR IR SN ET . IR 707 SLTIEIRNE 2T —"E A7 | TF vy al
9. LIhoT. 0% K5 5€ O —Nizxt LR OFE B & #14 F 3 28 & &« Web
Proxyz{5 Ik LTHal 8 L. Fvvi 222073 20 B R8H VLY,

IR I

EHRBHOAZ— G R LT A2 LTER S 3. IROF 2.
SO F D—#f 27~ Ly 2O 8 20 B 278 LEd. #HERE 3 20 M &L T
'Regular Expression Library1 23® D & ¥

i AT BE AR IR 2 &7 SEE e D0 THIE LR B OJL R I OXA—2 1S R LT

{2 &y,

XF

Bt B

WO FEHER T L Te—2L T NI FEInJc—F LT,
= A& AT L FIC— L ET .

NI F123AT DB — B L &7

T IAEEBME R 28 BEXL T E2EK LET, 221
contentZ 1L 7 kU] Dlcontent/en £ & Uf/content/ca #[4: <3 XT %

4h 3 2121d . lcontent/[*(en|ca)] X/ &#FFH L 9. \S\D\W S LT
1230y,

AN ERATOREBWC—F L Ed,

AT T AL FD0FH DL FORIE &L ET. 1zo*1dTz) 4T zoo] &
t—#HLEd,

AT 3307 O1E BL E DR &— B L &7 . fzo+/ETzoo) 12—
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Y=V HA RN
% 21% : Web Proxy

XF . B
LEdA. Mzjicid—HMLEE A
? AT B FD0M £ 1Bl O R &— L 4. /a?ve?/i

hever]Dlve]ic—F L £,
BMIT N FZERFEEDILF L ES,

[xyz] LF b 7NN OF &= 013 72— L &7 . abc)/idplain] @
fajiz—s L7,

\b ANX—A% EOHEEST L IC— 3 L £4. /ea*nb/ld . Inever early | D
Ferjiz—= L7,

\B EHEER L c— L &7, lea*n\B/id Tnever early] O Dl ear) &—
HLET,

\d 108 FI1o—3 L&d. [0-9)&F LT,

\D ¥ DL D10 72— B L £9. [F0-9] & LT

\f A=Y F—HL&ET,

\n AT L F L ET .

\r F oy YR—=2LF I LET.

\s AR—A, BT ARV 2 EOF HIC—F L ET. [\WWn\ntw] &R CT
ER

\S S0 DA O T e — B L E T [ ] LT

W TYR—RAA7 &S CAT B O EE L 7 — 5 L &7 . [A-Za-20-9_] &
LT,

\W fEE O BEE L FIe—8 L &7, ["A-Za-z0-9_]&H LT,

IFE 5 3R I O 98

I# OIF 3R 2 TR ST wext 3 235 58 AMicro FocusD > ¥ =712 & OB 7 8 L ONE 3 sh
TOWET EHRRBHEER T 255 . IROXT HEHE F #i ] c&xd,
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% 21% : Web Proxy

IEREE I 27

[HEADERS]
[COOKIES]
[STATUSLINE]
[STATUSCODE]
[STATUSDESCRIPTION]
[ALL]

[BODY]

[SETCOOKIES]
[METHOD]
[REQUESTLINE]
[VERSION]
[POSTDATA]

[URI]

R BE A T

« AND

OR
NOT

[]
()

1

o (QAT—RAMTIZAT—RAI—FI2001 53 £ TE D, 2>D(b) Ay —Y KL DE I
lNogged out] &> f A1) A E M T 252 10 HH 3 2121 IRDIEH R T 20 L %

T

[STATUSCODE]200 AND [BODY]logged\sout

o BR SN2V —AHB— K DURI (URKA L 7 NICAFAE § B2 %R LTE D »OIG
B OEIHIZ/NATLoginaspl NDZ ] 7 g 200 & #4 H 2120 IR OIE #il R B

Micro Focus Fortify Weblnspect (22.1.0)
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55 21% : Web Proxy

o (Q)RAT—XAa— k31200 »Dllogged out] &7z [session expired] &u» 5k f) 234
L DEIHMHE FN T2, £12d (D) AT —KAT—RT3021. 2D DETHIT/AA
[/Login.aspl NDZ B 2 &N THBIEE DLT N LM H + 2123 IRDIER X %
A L&Y,

([STATUSCODE]200 AND [BODY]logged\sout OR [BODY]session\sexpired ) OR (
[STATUSCODE]302
AND [ALL]Login.asp)

FBH &13E 9K £72&TEH U145 9K DR 18 (2 AR—Z(ASCII 32) 25 D 2 BN HVET ., 29
L, FEIR 2 >TIE R R O— 8 LR 2 sh £

o UXA L 7 Nocation\ y&D & Zhizllogin.aspx] BN 2 VLA L 7 M & &8 212
W IROIER KRB ZHEHLELT.

[STATUSCODE]302 AND [HEADERS]Location:\slogin.aspx

o AT—XA{T DReason-Phraseil i24F & O 7 %] (I Please Authenticate | 7 &) 03¢ &
N2 EEH T2 IROIER BB EZEH L&,

[STATUSDESCRIPTION]Please\sAuthenticate

7S5 DT F) X E

Web Proxy Y —iv\—® "5+ O 8 (Launch Browser) | 2 7y 7 L T tWeb7' 574
B Lg 0 & 1d . Web Proxy 2—4 A > &7 x—ADI & T7 o7 B TE &9, /2
L. 790907 ax il 2 217 N ERH VLT, BRI 2FIHCOHTE 7574 D
a7 WES LTI S0,
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%5 227 : Web Service Test Designer

WebH—bRiE ., (2= Tk % Y D77 Vr—y s> 8B 5 L. B OBER G E 4370
7 SLTY . 1 LA EDWeb+—L ik . SOAP (Simple Object Access Protocol) %1 i L
T WebH—bER& ERER 2B U6 LIz 254 7> \Web 77 V7 — 3 D] TXMLT —X
FIEAE LET . WebX—Y DR IR 715 D& 270 ik 7 2HTML &id 2 %4 0. XMLIEAS i 1k &
N7 —2ELR LT, 2R ET D 2HDTL—L7— %R L&T. 7517 Web77
Vr— ald iR ST —RETQCHME L. 2O IR 2> F2a—F IR IR T&LT.

WebH#—EBRIZT 72 AT %7747 Web77"Vr— a4 . WSDL (Web Services
Definition Language) N = 4> b %52 CJ‘HX D, y—EREDBAE Tk 2R T &7,
WSDL FF 2 x> M2k WebH—EBRIZE & 27 07 Z3v 7 S fe7 ay—y v, Th 607
Oy—Y plh B 2RI A=K, BLU 774’ 7> NWeb 77 V47— av 235 (JEL 2/ 0% 3R O
RATHEL IR SN THE T,

Web Service Test Designer il /il L T, Web#—EARF x> DFAT I (I (5 § 20 2 43
» Bl % ©WebH—E X7 A MNE 5 7 74 u(filename.wsd) #1E B L 9,

X OF JIF <4« Fortify Weblnspect® [—(Tools) ] x==—%>5Web Service Test
Designer#it #jj L £ 9 43, Fortify Weblnspect® [ 45 ~—(Start Page) 1»*5 Web¥—FE
A R % > DB 4 (Start a Web Service Scan) ] #iE R L. 7' o> 7 MR R Sz 674 A
+ ik B %1% 4R L T Fortify Weblnspect A¥ v> 7 44— K67 H  + 5B (b T & &
T

*%E: Web Service Test Designer #Fortify Weblnspect 2 v> 7 44— M 5L &) 3 2
56 WSDLAEIEERE SN T WG & 7Y A FHIEH B ICWSDLZEA > AR— kL.
B A5 A— T [ B E ) &%) 04 T OB AE £0F O L &3, Chi . Fortify
Weblnspect® [Y—(Tools)] A=2—& ik ¥ 207 1V—vF v sy —L &t &) L1z
LGEEFHELEEA

1. [—(Tools)]> Web Service Test Designer] #i%& i L £ 7.
2. BENXA 70T RyIAT IR DT 0EIER L 7,
o B LLuWeby—EZ7 Z2 MNew Web Service Test) ]-#1 L. >"\WebH—E A7 R bk

L&Y,
o Web#—bER7 R b2BE {Open Web Service Test) I-LL i (21F il L7zik &1 240 5
L7,

KOFME T iRt 2ER 7256 #ELTHET.
3. WOLTN»EFEATLLT.
. WSDLO- >#— NImport WSDL) 1% »2 2 ¢, WSDL# 4 FOURL(}z EAIL
http://www.webservicex.net/stockquote.asmx?WSDL % £) &N 17 7213 R L.

WSDL®A > #— NImport WSDL)®! 1% 2y 2L £ 9.
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% 22% : Web Service Test Designer

. WSDL®% [ (Browse for WSDL) 1= % 2 Y2 L. LLRi 12 o— Ui 77 L7z

WSDLZ 7 )V &iER L £7 .

AE GRAE D B 3G AL &fcld 7 oF o — 34X H TSOAPE 3K #4T7 b E 23H
B35 A FEA DV T, TR 5E (Settings)" X—Y 3671 %5 1R L T 2 a0,

Flfzs 774V bTIE [ D4—E Z(Other Services) [73F& 7/r S 22 & HiE R LTK
a0, COBERE & —EARWSDLICB AT s T WG & —ERX&2FF) T
BT 200 H SN 7. H4lconTid. T"F )i L 25— 2018 " ~—v

361155 | LT Esn, ZOIE

HOOFzvr~—2%0 L&

4 ¥ R— b FZWSDLDA 44—
X DA A=k . Web Service Test Designerc¢® 1 > H— S 7z=WSDL%/R L T &

o

&8 Web Service Test Designer

File Edit View Help

Web Services = 0| wsd

= ] StockQuoteSocap
%2 [¥] GetQuote
= -4 [4] StockQuoteScap12
%+ [¥] GetQuote
% [7] Other Services

< 4

Test Results

i.}jRun Alll | B Run Selected| | [ Stop| | =5 Clear|

WSDL Overview

] _} d 3 4 || @ | Import WsDL: | http://www.webservicex.net/stockquote.asmx?WSDL J'J @

= http:/ fwww.webservicex.net{stockquote WSDIL URL: http://www.websenvicex.net/stockquote.asmx?WSsDL
= @ StockQuote

<¥wml version="1.8" encoding="utf-8"3»
<wsdl:definitions xmlns:soap="http://schemas.xmlscap.org/wsdl/soap/"
xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/"
wmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
wmlns:mime="http://schemas.xmlzoap.org/wsdl/mime/" xmins:tns="http://
wew . webserviceX NET/" xmlns:s="http:/ www.w3.org/ 2001/ XMLSChema”
¥mlns:soepl2="http://schemas.xmlsoap.org/wsdl/soapl2/" xmlns:http="http://
schemas.xmlsoap.org/wsdl/http/" targetMamespace="htip://
wew . webserviceX .NET/™ xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
<wsdl:types>
<s:schema elementFormDefault="qualified” targetMamespace="http://
wew . webserviceX NET/">
<s:element name="GetQuote">
<s:complexTypes
<siseguencer
<s:element minOccurs="8" maxOccurs="1" name="symbol"
type="s:string” />
£/s:sequence’
</s:complexType>
</s:element>
<5:element name="GetQuoteResponse">
<5:complexType:
<siseguencer
<s:ielement minOccurs="@" maxOccurs="1" name="GetQuoteResult"

S —

]

N

ttdddddd

Result Web Service Port Url

Service Port Operation Error Message

Quiput Test Results|

4. | DXA > TH—ERA NIV AR— b EIR T 28 H A ORA A A— MR HPEL IR S
NEd. A—NE. XAV RFDT RLAZIRE TE2EC Ml 72 D> PRA vV MEE R L
T, WSDLODEL IR ICSOAP A— 3211 81— 1200 J5 8 g 235 4 . 8L
] 77 Ot & OB AE AFE U4 . Ch 6DON—Y avig[fl — ER e &, A—Y 22110
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BRI E SN T, W 7 ON—Y 238 T 285 4k A—Y 120K
BAEDF 292K 92 2% A 212 LT LI2 &0,

2AE: SOAPYN— 22120 [F— F@*E)E%(Port Overview)]/iﬁ"\)l/c: & HTTPA »X
WSOAP 7 /7y av & 21BN A7y av e FNTHET,

Port URL: http://www.webservicex.net/stockguote.asmx

[ 1Include SOAP Action in HTTP Header

SOAPA: 1 TIESOAP NN— 321 2DSOAP 7 7 s M ATY av & S T 95,
T—%70F vl FoTE NP BEDOEH . ZUAN N LWIGHE bHVET. K E
DI LTy SOAP 1213 > 7 4> 7 DSOAP 7 73 3 %5 8 2088 4h 4 2h %%
IR TC&FEd. SOAP 1.2 K— DI & DA F 2yl R v/ ANE IR SN ET . 7 741 MOFK
E Ztrue T9,

EEBIRPCIYa— DU —EATHFEH DR E VU ETT., RF—v74—IVF
(Schema Fields) ] 471 7 74 FfOSOAP AF—< %1 il LT JJ S £ .
HE 7 oxsF o7 F vnoH K OSOAP Avt—Y 215G L. 2D Avb—Y %

XMLI &7 R Ot G B( 721k R AE LIz Ave—Y &7 7{ LB v E— g B) T &
NWTEET. 20% . BEfE(Send) 1527V y/ L THEE 7 ANCE T,
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HP—ER FIVAR—NR—MER OA 4—Y
WDA A=DIE B LI SV AE—PDE—MEHR 48 LT T,

&8 web Service Test Designer,

File Edit View Help
i) ﬁ B b 4| & | Import wsDL: Lhttp:f’fwww.webser\aicex.net.l'stoc:kquote.asmx?WSDL ]v E _‘_

CE R pp—

Port Overview

ﬁ hé‘u::,n’,n’www.wehsewicax.net,n’stockquote.amx':‘\f Port Name: StockQuoteSoap
= @ [¥] StockQuate Port Soap Version: Soapll

=] -& B StockQuoteSoap
%+ |v| GetQuote Port URL: | http://www.webservicex.net/stockquote.asmx |
v

= .4 [¥] stockQuoteSoapiz
2 [#] GetQuote 0 ws security
S [#] other sarvices -

Service Details:l"'t"Eb Service B

Ws-Security | ws Addressing |

ad- W) B X

# | Type | Marne

< i | >

Test Results » i x

aRun All | Run Selected | Stop . Clear

Result Web Service Port Url Sarvice Port Operation Error Message

Output| Test Results

. F VT A E G A

a. WS Security | #1Z R L £

b. Br—ExDs¥4l (Service Details) ] VA t 647> s> 21 R L £7 .

c. MELEHRANTI LET. €F2U7 R E OFMICOOTE ["WS £+ 207 4"
A—v369]1%Z W LTl a0,

CBE ROV ST B BER DRF—~ (Gl OXA DL )n B (R ) hER R &

nNEv,
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BRINIGEEAF—DA A—
DA A=DIE IR LB R DAF— 2R LTHET .

B8 web Service Test Designer, |;||§||z|
File Edit View Help

D il by @ | ® | mport wspL: L http://www.webservicex.net/stockguote. asmx?WSDL ] - B &
Web Services * 1| |Reguest - Operation: GetQuote -

. °Send 4 Import | # Export| @ Auto Value

% [¥] hitp:/fenww.webservicex.net/stockquote.asmx?V| || Soap .ﬂw:tion:| |
= @ [ StockQuate
[S StockQuoteSoap

L |Schema Walue -
* - — ]
Gﬂw 5 Envelope

=l StockQuoteSoapl2 ;

72 [¥] GetQuote EJ H:eader [ 4 |
% Other Services B Ly (array) &
(=) Body
[} GetQuote

P - i %

Schema Fields | XML |

Response - Operation: GetQuote -

Schema Yalue
EJ Header
B a0y (array) o
[}{Body
E}- GetQuoteResponse
i|[T] GetQuoteResult

) |

Schema Fields | ML |

Test Results

L;—jRun All | Run Selected ] Stop , Clear

Result ‘Web Service Port Url Sarvice Port Operation Error Message

Qutput Test Results

7. BEOE NS LET. COF] Tl 2—4 AMFGP (Micro FocusONYSE 2 > L) &
ANJTLELT

*%E: [HEBIE(Auto Value) 1422y 28, 74 1 F12 & oTHRAE B 25%] 0245 T
5N ET . COME IR DT RHTT.

« GlobalValuesDefault.xpr7 7/ )L SEUAF St B(ZD 7 74 WAL /8 T A—KD 4 | (2
—H T B NIBE FNTWBGEE). s£ 411D TiE . "Global Values
Editor" X—362] #Z & L T {280,

o TREAT I DOT, THAF W LoTER SN 3. OB TlE. 7H A FI2 &>
T8 x—A&l symbol | 12fE 'symbol11 23\ 77 Sh &7,

FEATwCOWLTIE. T H 88 Off " X—23631 22 | LT 280,
8. B:f5(Send)]& %2yl v,

Micro Focus Fortify Weblnspect (22.1.0) N—>359/379



Y=V HA R
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GEHF . PO ERANVIR R SN £, #2087

XMLE2—%Y] 0B 2 32ENTEET,
BER DR DA A—Y

#7Vy7 LT, AF¥—vba—¢

IR DA A=V IEE SNTBERDTAMER 28 LT0WET .

B Web Service Test Designer,

8[(=1E9

File Edit View Help
T_1 ,__E; H b 4 || &  Import WSDL: L http://www.webservicex.net/stockquote. asmx?WSDL ] - m s
Web Services * [ Reguest - Operation: GetQuots -
- o Senci: 4+ Import ]. Export i Auto Value
5 hittpe/fwww.webservicex. net/stockguote.asmx?V| | | Soap N:tion:| |
= @ [¥] StockQuate
= .5 ] StockQuateSoap |Schema | Yalue |
+ EE |=}-Envelope
a2 48 StockQuoteSoapl2 X >
s GetQuate .j H:eade.r
& [7] Other Services o Bany (amay) +
(=) Body
[} GetQuote
schema Fields | XML |
Response - Operation: GetQuote =
Schema Yalue
|=HEnvelope
El{Header
LB Any (array) Y
[=}{Body
.j GetQuoteResponse
L[T) GetQuoteResutt <StockQuotes:»<Stock>»<Symbol>MFGP </Symbol=
hd > Schema Fislds | HML |
Test Results > 1 X
,'_j Run All | J# Run Selected | Stop '—iclear
Result ‘Web Service Port Urd Sarvice Port Operation Error Message
ld\u’alid http:/fwoww.websarvicex. net{stockquote.asmx StockQuots StockQuoteSo  GetQuote
Qutput Test Results

9. B HAE Wl 28 024 TTTF A MG & (2B TIE1ODERAME Lave S TLEEAD)

WK DEANL T
a. [Z71\File)]> BR% (Save)152Vy/L £7.

b. EHE D77 IR KA Tl R v A%F H LT, We
GHT UG HER L ET.

by —E A 5t 7 71 ) (wsd) D

A% WSDLIZHE B O 1E 88 g Tw 25 & I e F zvo~—00ff U s T 3
WEIMCHE IR 5 4 B BRAE DT —R0MEAE SN 6. Fovr~v—2 B I BB

B SN B3R TRCBEEEA.
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FH# 2L BH—ERADIE NN

WSDL 2z A 1 51 Tire WWeb—EADBEAE T 25 G BN ET .

}- £Z1% . Fortify WebInspect Recommendations €3 2—)uid A% v 28 5 LT MUE L
TeAF o> DF W 3P F e 2 i R &l2d 7/~ VERH L &9 . WebH A bOD
A% v ICSOAPE R 245 H 37 28, ZDH 1 MOWebH—EARF v #F AT T 54 HfE 32
LT, ZDH X TWeb‘*JL"l:XTX N 5F 7 71 v(filename.wsd) Z1E & L &9 WSDL 7 74
WHMER] C& 25 & Ll C&avig &b &,

OB R T &N S—ECREFE ER T& &7,

1. 774V +D ZOM DH—EA(Other Services) [4+—ER%4 Z7VvrL. B—EBADB I
(Add Service) ] #IE R L 7.

B Luvsyr—Eex1(New Service 1) ]2 il DX A > OWebH—E Ry V=2 K /R Sh &
j—

2. & At nﬁﬁ)' ‘E@i‘ é‘i\ E/VS{!=\=:.‘)7"4(WSSecunty)]%?i%?ﬂ N ﬂ‘g‘@%*‘g’ﬁ%%&
ENSILET,

3. B Luyyr—Eex1(New Service 1)]1%47 Z7Vv2L. [B— bDiE 1 (Add Port) ] 2% 1 L
9. iz, BOAP 1.1]&7:1& BOAP 1.2] 0wz L 7.

Web+H—EAY U—iZ B LyR— M(New Port 1) ]#FE /8 Sh &7,
4. [£— MRL(Port URL)] A& vZ iz, +—EADIE LOURLAZA Jj L£7.
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5 B LuA—M(New Port1)]#4 7V»7L. B 4E DB 1 (Add Operation) ] 2% 1t L
9.

&8 Web Service Test Designer |Z”E|rg|

File Edit Wiew Help

0 |y @) & 1mport wspL: L Other Services I 'J & &
Web Senices v [ || Request - Operation: New Operation 1 -
x E 0 Send 4 Import & Export & Auto Value
= g Other Services Soap .ﬁvction:| http://tempuri.org/Mew Operation 1 |

= & [ New Service 1
= -4 [#] New Port 1
v New Operation 1

| Schema |

: Schema Fislds | KML |

Response - Operation: New Operation 1 -

Schema

schema Fields | XML |

|output|Test Results|

AT H—ERYG A EEEREAL R E TR BT 2RIV YL &
ERD

6. SOAPI>Ro—7 %8 &7 71 )V EA 2 h— N 2598 Z 5 Web Proxy y—v & L ¢
HL15). BH 3 3 »y ol 13 LIzSOAP > ~Np—7"% XML] &7z a6—L Ths Ot ir a2
MCE&ET.

Xy F T F b, viR— b 25 A SOAP 7 7 s dHTTPA YR H D& §
(Soapaction=<action_name>).

7. LE R LT, [RE—v 74— N(Schema Fields) 147 £ 7214 XML #7448 il L <
BAEEHELET,

8. +—ERETA I 2iclk. BEfE(Send)]&7ld I RTEST(RunAll) JOows %
ISVAVE &I

Global Values Editor

BABCFE A 9 B E FH 0% B MiE A 7%—‘510)7477')’81?552’(%&@“ WSDL 7 71 L %A1

A= hLAR . [H B E Ok %E (Set Auto Values) ]! . %27y & Web Service Test
Designer (&« WSDL¥:/E 105 & 235 4A—RDZ R 27 o—/\UE 77/ VTR R LET.
— T RL AN Oh e BE AT AN T DT A V685 A—KE T 4—)L NIZFE N
SN 7,
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Ja—/N)UIE FIB N3 3121

1. B %E (Edit) ]> [Global Values Editor1% 2 V»27L £ .

Global Values Editor#3[ &. GlobalValuesDefault.xpr &y 5% f5if D7 7 4L ~Oxml /3
FTA—RL Y X MYXpr) 7 7/ VDN E HNER IR S &7,

2. EBiAdd) &7yl 27,

& D, 7740 b4 [Name] &7 7 4L ME [Value]D > bYSME il S &9
3. TV NIDIEE DG #7Vyo L. 7 740 MEEE DL I i TH &R 2 7.
AT v72-3%4 DR LT B IOz MEERK LET .
5. MODOFNERAITLET,

o« OKI%#27VysL T, 774 ERAF LT L&,

o BBHT %A I TERFFE(Save As) 127Uy LT, Al D7 74 V4 £12d35 B 24 F L.
ZrAVEER LT &7,

H & il O H

NIA—RT U E OB 2T BN CAN 72260 ik LT A ENERERE 248 L
9. Web Service Test Designerid % /8 5 A—2%&53 M1 L. —ERAEA}: i 1297 0] fE 1%
DB N LET. T &0 KHB 2 Webv—ER 24K IBE (2K lE (2 ] 281 & ©
X9,

WSDL 7 7/ W iE 4R L7145

B

—_—

L AT NTOVER ] T AR HAE OB DO F 2y v AEA L ET .

2. [H#)fE D% 52 (Set Auto Values) 1= #2Vy oL 7.

[ 7710 ME %€ I A D7 o— U B & 2 29 52(Would you like the default
values to be replaced with the defined global values?)] & I Xy —Y NFER IR Sh &
EE

ikv(Yes) 1527y o9 e, F 8 TATI LAl 4 & Sh &9, &/, AT 5 O AE O
INTA=RG T a—/ OB 7 74 IVH D/ T A—28 &~ 215 1& . ZOHAE ¢l
R S BE A7 AV ORI AT U s fofll TH &R 2 s £,

WWZ(No) 1% 27Uy d 28 BEREIEE T LET.
3. v(Yes)lx#2VvrL &9,

4. BRTOFR MEEAT (RunAll Tests)] % 20920 £

Web Service Test Designerid . & B /F (23 N Sl L& —ERE R ik (5 L
7,

5. A MN&E (TestResults) 1 %7 (74> FYDTF#)&7Vvr L £,

6. T7—%R ITERAE VDI H & ZTOHAE #£27 0V 7 )y LT B K (Request) ]\ A >
Th & HE=TEB A LES,
CHHHTS R JZEn

"Global Values Editor" gj D X—
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HAE DA v R— e 7 AF—|

BEAE L2 sOF] 024 TON 2l O 74 75 VEHE & LT, flt OWeb— e 2D A £ 5 <
AT Lz, S sDayF—2> Mefl OB FE & /7 A ME 4 LRI LI 0T BT a4
To % BV 2l 1T OB TfEH LI DESR D& 5L XMLT 7V EL TR A7 S &7,

<Envelope >

<Header />

<Body>

<GetQuote >
<symbol>MFGP</symbol>
</GetQuote>

</Body>

</Envelope>

B ZORAF L7218 A VR — M B2l

1. Ll OXA T AE IR L £ 7.

2. R oA >#— NImport Request) | ooy sLciiE 20— FLET.
3. EXROzsxF— NExport Request) ] ¥ #270u L T fE #1017 L £+,

21 2 —

AX n+ D7 A B

EE D, £l TNTOEANE DR E FVDTETAINTCEET .

WSDL%EA > HK—hLIE . BRTOF A +EST(RunAll Tests) 1527V &4,

Run All Tests

&8 Web Service Test Designer

Import WSDL:

FA U R R LT X TR D5 &35 & 4R R LET

e 4 7 A Mg R (Test Results) [ XA > %5 {2id . A7—KAN—0 [7 A M R (Test
Results) |#2Vv/L &7
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7AMNER DA A=Y
K DA A=k . Web Service Test DesignercD7 A ME R 278 LT E 7,

B web Service Test Designer

File Edit View Help

J = H 3 4 | & ImportWsDL: | hitp:ffzero. webappsecurity com/CustomerAccounts/WebService. asmx?wsdl |_"J E [
\
Web Senvices » B wsdl -
= WSDL Overview
-
5, [] http:/ {zero.webappsecurity.com/Custome || ycoy URLihitps/fzeroiweb L counts/WebService.asmxdwsdl
=) Q E webSarvice
.WMUWWSDW <2xml version="1.8" encoding="utf-8-2» :'
+ ] UinkTaTestingDacumentatian <wsdligefinitions xmlns:sosp="http://schemas.unlscop.org/wsdl/soap/ " xalns:tm="http:// ®
*; [& UstTestAccounts microsoft. com/wsdl/mime/textMatching/" xalns:scapenc="nttp://schemas . xalsoap.org/soap/ =
3 [4] 1svalidCustomer 5§ encoding/™ xmlns:mimes"http://schemds . xals00p . or g/widl/aime/ " xalns:tns="http://www.hp.com/ 7
i [¥] GetCustomerAccounts asc/zerows” xmlns:se"http:/ /wee.w3.org/ 2001/ XMLSchema™ xmlns:soapl2="http:// =)
4 ClaseAccount 3§ schemas . xmlsoap.org/wsdl/soapl2/™ xmlns:http="http://schemas . xnlsoep. org/wdl/ htte/" =
> Addaccount 3 targetiamespaces"http:/ /www.hp. com/asc/zerows” onlns:wsdl="http://schesas.xmlsoap.org/wsdls/ ">
7[5 InbemalFundsTrarsfer 3§ Wsdlitypesy
AddCustomerRecord 3§ <s:5chemd elesentFormDefoulte"qualified” targetNamespaces"http://wew. hp.con/ asc/ 2erows™
H CustomerSearch ¢s:element name="LinkToTestingDocumentation™>
= .= [] wabServicescapt2 <s:complexType />
3 [ unkToTestingDocumentation «fsielement>
3 [ ustTesticcounts ¢5ielement name="LinkToTestingDocumentationResponse™>
+ [ 1svalidCustomer <s:complexType>
1+ [] GexCustomeraccounts CgiseguUencel
*3 [ Closerccount <s:element minOccurs="@" maxOccurse==1* names*LinkToTestingDocumentationResult®
7 [ Addaccount type="sistring™ /3
"2 O ntemalFundsTransfer c/sisequence>
3 [ AddCustomerfiecord <5 complexTypes
. [0 customersearch <f5:elements
W [ Other Services ¢sielement name=“ListTestAccounts=>
<s:complexType />
</s:element
A S > »

¢u:alamant AaRss™l fLrTALtAr s AunT LRATAAATA™ S

“]Run alf | b Run Selected| | 1§ Stop| | TR Clear

Result Web Service Port Ud Sarvice Port Operation Error Message -l
valid http://zero.webappsecurity.com/CustomerAcco. WebService  WebSenviceSa  LinkToTasting
valid hittp: [ zero webappsscurity.comfCustomerazes  WabService  WebSeniceSa  ListTesthcoou
Failad hittp: [/ zero.webappsecurity.com/CustomerAcco  WebService WebServiceSo  IsWalidCustorm  Server was unable to read request. -—=3> There is an ermor in the XML docur
valid hittp://zaro.webappsecurity. com{Customeracco  WebService  WebSenviceSo  GetCustomers
Failed hitp:/fzero webappsecurity. com/Customenicco. WebService  WebSenviceSo  CloseAcoount  Server was unable to read request. > Thene is an error in the XML docur
Failed hittp:/fzero.webappsacurity. com/Customerdocn WebService  WebSericeSo  AddAccount  Server was unable to read request. - There is an ermor in the XML docur
Failed hittp: [ zero. webappsecurity. comfCustomeracco  WebSenvice  WebSeniceSa  InternalFunds  Server was unbble to read request. —> There is an effor in the XML docur
Failad hittp: [/ zero.webappsecurity.com/CustomerAcco  WebService WebServiceSc  AddCustomeri  Server was unable to read request. - Thene is an emor in the XML docur
Valid hittp:{/zero.webappsscurity.com/Customerdcco  WebSenice  WebServiceSo  CustomerSear
b NotRun hitp:/fzero mummacmm WebService  WebServiceSo  LinkToTesting
b Kledlaan bt Planes 1eimbanmsss e en b ctamnaet een Wik am dea Minhfamdeate | kTl sea |
1%L 3
Output Test Rasults

7 A M B (Test Results) 1A 12 id . IR DIF M AE R SN &7,

o EER(Result)l-7AMER. ATREMELADHBE I IXDEBNTT,
o W N(Valid)]: y— 25— %7213 SOAPE % 7% L CEEAE S Th L £ L1,

. %ﬁ(NotRun)] A DR IN SN e oleh(F 2v 2R v ARA VT A 0), HAE
M E S BET 1 [5 1 (Stop) 1R R Al S f-f-o . #RAE 3% 1S Sh F AT L,

o [ H(Pending)]: BZ4T (Run)]h &opi S £ Lo, 4 23 2722415 shTw
A

SOAPJ 5 4V & S 2DV F I AT T .

o Web#—vrz#— NIRL(Web Service Port URL) J-15 H (2 & ff iJ 551 Tu» BURL
o [r—EBX(Service) ]-1H H (2B A I s T 249 —ER
o [®—NPort)]-1E H B H AT U sh T 28— b
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. [BR/E(Operation) -8 H 7% 3 #: 1

o [Z5—*y¥—Y(Error Message) |- 5—Dxj 1

[ 2 M4k B (Test Results) ]V —L A—1ZiE  IRO R XDV ET .
FRTEAT(RUN AN ]-7H 1 Fid FryrSn 25 B AE 23 LTH—ERER 2215 L
9,

b2 4R % 17 (Run Selected) I-7+ 1 +id . [F A M4k H (Test Results) ] <1 > TR L 1
AR R LT —ERAE R 215 E L ET.

i% Ik (Stop) - —ERAE R DIE (5 #F vt L &7

[ZV7(Clear) ]- [7 A 14 R (Test Results) [N\ A > 263 XTOIHH 2HIBR L £,

[7 2 M B (Test Results) ] XA > TIHH 287 W2 Vv o ¢ THAF I EoTC RF¥E—~
74— K(Schema Fields) ]\ > TR # ¥ 28 {F 23558 5 K /8 S, 2 ITHK AT A—KD
EEANJITELET,

BAEPEAR S SNTRIRNFE & T5—DA A=Y

R DA A=k, [AF—v74—)L R(Schema Fields) ]\ 1 VR R SN AR IRF A 25—¢&
TOEAE R LTV ET,

B vieb Service Test Designer

File Edit View Help

|5 ¥ | @ | § | importwsOL: | hup:/izero.webappsecurity.com/CustomerAceounts/ WebService. asmu?wsdl |- B &

Web Senvices ~ B | Request - Operation: IsValidCustomer -
QSend f Import l- Export - Auto Value

= ) [2] htp-fzero.webappsscurity.com/Custorers] || Soap Action:
= W [E] webservice

= .1 [#] webSarvicaSoap [schema value ] -
4 LinkTaTestingDocumentation F Envelepe
¢ [¥] ListTestAccounts s

[¥] 1svalidCustomer 3% =k Header r
¢ [#] GetCustomersccounts b [Bany (aray) +
1 [¥] CloseAccount i [=} Body
5 1] AddAccount 3§ =} Isvalid Custamer
¢ [¥] InternalFundsTransfer 5§ L () nome r -
¢ [ addCustomerRacord 3§ Lm F -
: [] CustomerSearch =-L]
Test Results > ax
[Z]Run all | b Run Selected | [ Stop 5 Clear
Result WSDL Service Port Oparation Error Massage *i
Valid http:) WebSarice  WabSeniceSosp LinkToTeasting
valid hitp:] ‘WebSendice WebSaniceSoap ListTestiooom
. Server was unable to read request. -—> There is an emror in the XML document. -— > Inpul
k) Failed hitp:! WebSendce  WebSendceSoap ClosaAccount  Sarver was unable to read request. -—> There is an error in the XML document. -—-> Input string was
k) Failed http:]  WebSenace WebSenacesoap Addascount  Server was unable to read reguest. —> Thene i an &rror in the XML dooument. —3> Input String was
£§ Fail=d hittp:!  WabSandice WabSandcaSoap InternalFunds Sarver was unable to read request. > Thena is an error in the XML dooument. ---> Input string was
k) Failad htip:/ ‘WebService  WebServiceSoap AddCustome i  Server was unable to read request. —-> There is an eror in the XML dooument. === Input string was
ﬂv&hd hittp:]  'WebService WebSeniceSoap CustomerSaar
b NotRun http:/ WebService  WebSendceSoapl2  LinkToTesting
I NotRun http:/ WebService  WebSendiceSoapll  ListTesthocou
b RiesD, e o T . S e S B, o e |
]
Output| Test Results
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X 5E (Settings)
Web Services DesigneriZid. X D220 #7573 VD% E 2 dH DE 7,

o "ZybhU—r7OFI" R
o "F Vv NT—FRBEE" IR DR—Y

oy NT—o7mF
Ay h7—r7 x5k E T B

1. P'm%y7'n771)(Proxy Profile) ] VA t»a7 07 74 W #1& R L £ 7,
« E®(Direct)]: 7oFs H— &M A LIt A,

. [B 87 H (Auto Detect) ]: WPAD (Web Proxy Autodiscovery)7'm b 2L 18 B L
T HEIRE 77AVER L. S ETH L T7 779 OWeb7 o+ 2% & %17
WESS

o AT L7 u¥ %# H (Use System Proxy) I: m—4L vy vms7mE o — 1%
WEAFE—PLET.

« [PACZ 71 )v%f# F (Use PAC File) ]: PAC (Proxy Automatic Configuration) 7 71
We7 aF R E #u—RLE&T. 12w URLIK v AT7 740D ft 248 € L &
T

o BIFRK &7 o¥ 5% E %ff F (Use Explicit Proxy Settings) I: 'z > O 75 11
7% & (Explicitly Configure Proxy) 1t 7> s> CIe & LI2IE#H 2 L. 7'm¥s
HP—REN LAV R—A2 vy MZT 72 AL &7

« Mozilla Firefox %f# ] (Use Mozilla Firefox) |: Firefox» 67" 0¥ 24—\ ) %A
YER—hML £,

AR TSV DTOF R E A T L TH, 7TaE S — R H DA >
R—2y NT 72 ABMRGE S 20 TlE H V& A, Firefox7 774 Oz %t 7% 7€ 7
[Toxs—%H LI E S THWaIG & . 7oF i st ¢ A

2. PAC 771 %4 F (Use PAC File) 1£i% 4R L7-15 & 4. URLIA v2 AIZPAC 7 74
VOB T BN LET .

3. BARH &7 oxvak & #4# B (Use Explicit Proxy Settings) 1 %1% 47 L7235 & 4. Ik
DfEHRENTILET.
a. [B—3(Server)] R v/ A7 0¥ H—SOURL&/2EIP7 FLAZN J1 L. &t T
( [B—MPort) 17 v/ i) £— & 5 (8080 % £) N S L 7.
b. A7 (Type)]lVA b6, 7oF s 4— A% H OTCP b5 74y 2 &3 + 370 ha
(SOCKS4. SOCKS5. 711 %) &3 4R L 7.

C. FRAEME 1154 &, BREE (Authentication) ] YA Mo & 7 HE RN L &5
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B & (Automatic)

A HEIMH 218 E 28 AF v DU 2538 <5 NFd. B LTH3S
B OFFE AV yREIGE T 26 AF x> DA T7r—v ALK 2H L&
9,

% A (Basic)

&4 A NDigest)

Kerberos

23 v x— NNegotiate)

o NTLM (NT LAN Manager)

4. 70X —N\TRA BB E LG A&l 22— 8 &N RAT—FEAN T LET.

5 kg DIPT F‘lxx(lij B FAMA M WS T 7R AT Bz 7 ax s — A& H 4 3
BE RO E & Paxy /34327 344 NBypass Proxy For) |+ v27 A2 7 K
uximiURL;&)\ﬁ LEd. > MIEX Y] 2561k Av~<&H LET.

6. WRFE(Save)l&/VvrL 47,

o

o

o

o

[e]

Fv b7 — 73Rk
H— R EE L B 0 A 1E . Dk (Method) ] VAt s [ L(None)]{rl%itﬁ' L&,

FNLLAN DB A& FRAE L HEIR L, A v hT— 0B IE R 2N I LET . BREE AV R
IR DEB O’C“g“

« ADFS CBT

H &l (Automatic)

% 4% (Basic)

&4 Y 2 A NDigest)

Kerberos

« #3¥x— NNegotiate)

o NTLM (NT LAN Manager)

254 7 > balk B & Off i

547 NEH ERAE 2 28 2=l 2—4 é:/\xr7~w&)\jm“z>o>fiz:c<
ATV NMEBHE ERIRN T AIENTEET, o—HL~wohbal I E 2E RN 3288,

R D2— B 04 Con Gl HE 21BN $ 2260 TEET. v Ea—RHE G Sh iz
HiE 7 22 XA H—R(CAC) V=K% EDENAIWT /A AH5D:E ] & %1% IR 226 TE &
T 7747 NIEH & 2 32124

1. D'y T/54 7> NEWHF 8 2 27 3(Enable client certificate on proxy) ] 7 = v
IR IREF NI L ET

2. [254 7> Nk B & (Client Certificate) ]2 7 Vv /L 9,
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SOAP 751 7> Nif ] # (Soap Client Certificate) ] 7 1> K745 & &7,
3. WOLTFN»EFEATL&T.
o IVE2—RIZESTO—HIVT, AVE2—REDITRTD2—H I EH5TY B—/ VR EE
Bl & 24 4 3121k, [m—Hr~< > (Local Machine) 1 1% R L £4.

o IXE2—REDa—HTHAYY NZboTo—AV Al E4HH T 210k, BREOD
22— (Current User) ] 1% R L £ 3.

A& Ll 722 AH— R(CAC) V—X T Hl s ek B & & 2—RE B & TdH
0. BRiAE ®D2— (Current User) IR E S &9,
4. MOBTNHEEITLES,
o NI ~ADFE FH A NTAAE I &E 2IEIR 3 2121E. FovZ X7V IR s [w
A(My) ] Z# R L 4.

o FER SN fov— NEWE ZIEIR T 210 Fryr LY YR MC [L— NRoot) ] £
RWLET,
5. Web# A FCIZCAC V—X % H L 9 4
e NIV EE.IKDFIE#FEAT LET,

i. BF B3 (Certificate) ] VX t25. [(SmantCard)] &> 57 L 74 7 A5t W 2Rk
& AFERLET.

IR UAE B 2B 4 215 3R PIN 74— 2 BiE B & 15 3% (Certificate
Information) ] T V712K 7~ ST £77,

i. PIN?»E %356 PIN]Z74—L FIZCACOPINZA /7 L &7,

AE PINZS B 2235 & 120 COBE 5 TPIN&EA /7 LA L E, A% v 12PIN
DN 17 %K & oh 272002 WindowsD [ 2U7 4] 4> RZIZPINE AN /7
TEILERHVET,
i. FANTest)]lz27VyrL &7,
IELOPINEAN S LG & E I Ave—Y RE R SN £7.

o T Z D& 3. ELBH 3 (Certificate) ] VA Mol B & £18 N L 7,

AR U 7ealk ] &5 B 9 218 A B W] & 15 #k (Certificate Information) ] = V7123
NS ET

6. OKI1#27Uvs/L &7,

WSt F )7+

IR TS F 4 —LCRA5 LT, WebH—ERAE— M DT XTOEEAE 2] § 21
F2UTARE BT 2 &7
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o WebH—EA(I"Web—E20% 2" | 1 #Z R)

« Windows Communication Foundation (WCF)+—tA(["WCF +— & A(CustomBinding)
D% " N—v3721 % 1R)

e WCFH—ER(7z7 L— 2v) (I"WCFH—LEA(7x7 L— 22)Dk " X—v 3731 %%
)

o WWCF#—EA(WSHttpBinding) (I "WCF +—t A(WSHttpBinding) D% i " ~—3374 ]
%% )

FBr—E X5 4l (Service Details) 1 VA 24 V) 42— EAZIEIR L. B3R Sh R 2N
JILE.

Web+—E 2D 5E

h—oy IR IEN 2% 2 uﬂ%*%r HASOAPE R (2N 5T 235 4 . WebH— 1\ 1k 20D
GBIETERMPVEE CHBI MR LTH5. WebH—EBRIZ 77 Vr—y avDEAT 437 7] T
éi@“ WebH—EZDt * 2 UT%%S%’%@%? B2y SOAP Avt—SIZIE 7 ¥ VE £ &
IR S 2 4208 — 1 T3 . SOAP Ayt —Y X7 Y RVEBE X § 52 é:cuﬂ) iiz:
Jiﬂlﬂcbxm#/ra@%gii SN T W EEIER TEET, SOAP)Ut*‘/%:H X I YN
H K] D32 15 # LA 28 2o —2 DN 5 et © O H #E (2% 0, WebH—EZXD L F 2 )7 1%
R N S VAR SF & B

WS-Security ] £7°

1. eFayrqab—svaemy sk, B gs)yr0, b—ro 21 7EBIR LT, ER &

Zh,fJ WENTTLET,

. ¥4 (UserName)] D h—0E . 22— % &N AT7—REHR E L £3 . nonce
5 DB EDIRIN AL DDl — N R AT REEAE T2 ( FFA b
(Text)]. [z L(None)l. £72i& D»vi 2(Hash))DIE € « BEU XA LAR T 55 &
BHE DI E #AT ICENTEET .

o X509:E B & (X509 Certificate) ]. 2D ~—2 13 X.5095F B & (23 DL T £9,

Ver|S|gn Inc.Zc EDREE &) 2o oiF B 2 50 N 3 220 JH H OiF B £ —Ee 2 4:3%
L CRE B & 25T T 22EMNTEET . 1F LA EDOWindowsH—/Nid | G B # #1E
WCEBNHEA S TIA RS IF HPKNCH IS LT ET . 207 . Al I0E 4
LTEe BA S TR WAL F 2 H &7 . Ak F 2E R L. | x4
~{BinaryCertificateToken £ 7ziZReference) %15 & L £ ¥ .

. [Kerberos /Kerberos2]. (Windows 2003 £7-i&XP SP1LL [% 0¥ £&). Kerberos 7
ORIV ATV TeF 2 U7 AR SN TOR LAY N7 =S Da— & —ER%E
?FHFL R nﬁﬂ“%f_&)cbﬁiﬁﬁ SNET. L AMEHEZEHLT. 2—VEKER 2z
5 B8LU0BEL LLT. Kerberosﬁf—‘ﬁﬂﬁ‘ﬁ + > Z—KDC) &M i 24— /38—
7‘4'7\,7)%\*% rﬁ ?12;& %uu nE [Jij EH0S nETé 1—"'7‘" i 7 V4 |\'7—‘7J: D1 ’)l//LJ: 0)'*7_—":7\
T 0ERT 21 H—EAF 7y MEER TE&ET. 77y M. 2—FOIE T4k &
=ik nﬁfﬁ&ﬁnd THRPEG N ET. F7roybd. BIED2—F DG ¥ 1 I 2ff
A LTHUS s 9 . Kerberos h—7> Kerberos2 h—7 > D3 Zi& bid .
Kerberos2# ¢ % 2 Y7 44 H— 70/ K—A > &7 =—X(SSPN) &£ H 3 245 T
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LichoTy 247> bOR TG R #1438 T 27007 SR E G L EH
Ao &512. Kerberos2tx 297 4 b—214 . Web 7 7— AL THE 4T &1 T 2Web
H—L I fE SN 3SOAP Ayt — (R 5# ?’Zﬁl&bkﬁiﬁﬁ TEET. RAMENAS
vERELET,

SAML +—7>(SAML Token) . SAML (Security Assertion Markup Language)
E AV Z—A b LTEY AR/ — M —fH] T 7H—y av UFITN 2LF 2 ')7‘4’
B R A5 20 OXMLEEHE T3 79— 22 B A7 — b AY b
AE N HRE AT— R AV B BLUHE BEH H5WRE AT MY MEFT BB é:fpfféi@“

[ 71 wh 60— K(Load from file) ]2 2Yy 2L C. SAMLAE ] F 25 L 3. BE
i # (Certificate) 12 7 Vv /L CL AL &F 24 > A— ML ET. IR . AL F S| &
A 7(X5097 —X &7/21dRSA) #IE R L £

2. Avb—UBLZ EBNT Bi0E. N a2y sL T ER Sl %Eé{v)\jj LT,

B & b—2>/(Signing token) 1. & 4 (i ] 4+ 3 b—2 (8 # 1EX.509 21 7). i&
&Nz XTO =2 D YR SRR LT

[E # 4k 7)v 7" YX 4(Canonicalization algorithm) J. I 7 4k woffi ] ¢ 3713 U=
LADURL. FayZ R 7Y YA MIE — R A7 VT VR LHRER R S &9 [ 95
EPAH LG EE T 70V D& L ET,

BE # 7)1 3 YX 4(Transform algorithm) J. xv—>F 4 (i H 3 2288 713
X LDURL. Fay7 X7y YA M — BRI 2 7V T IR ABER R SN ET AR 7
DEBAH LG E & T 74V D EFICL ET,

& 2—4 AX—Z YR MInclusive namespaces list) ]. {l & S 24D LT b
N3, A>~TX Y 6L 127V 747 AD VA NA 7Y 3v).

B 42 ¥ 31 # (What to sign) 1. & £ + 2SOAPZ % (SOAPA X . &A{ L AR
7', B FU'WS-Addressing).

XPath (ﬂ’7~/ a¥)(XPath (optional)) 1. & % 3 2 xvt—Y N O 4 218 € T 3
XPath, X H D& £ic§ 3¢, BB 4 473 a>(Signature options) ] 71— KT iR
L7 %‘? D3E 44 St &9, il /1*[local-name(.)="Body']

[M—=2/A(A7"v 2)(Token (optional)) ]. & % § 28— v b—2> BN S iz g
RNTD h—=27>D ROy 7 X7 VA MSIER L ET. 1ZEAEDH—ERTIE. CDT74—
WRET DEECTEZLERDNET,

3. Avb—URE B HEM T 2. B 22y sl BR SN EHREN S LET,

[h—2> D" 5 4k (Encrypting token) . i 5 4k (2 F 42 b—2> (@ & (£ X.509
KZA7Yo LLRTWAER LIz RXTD b—2> D YR b5 IR CE 7

B% S 4k 21 7(Encrypting type) 1. i 5t B R 4k &5 54k 3 20, 203> 7>y
DHEWG ST 20%ER LET.

Bt 7)1 UX A(Key algorithm) 1. © v a3 O 54k 1ofdi ] 2713 UR A
RSA15 £72IZRSAOAEP.

K% 3/711/:1 YX A(Session algorithm) 1. SOAP 4yt — D% 5 1k 1l i 42
TIWT VR Lo FLIEE D VA MR TEE T,
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« XPath (#7" 2>)(XPath (optional)) 1. 5 5 L 3 2 Ayt —Y DER 43 &8 &
XPath, 2% 4 D & 12§ 2&. SOAPA XL 12U AME 51k S £9 .

o [N AF7+ 5)(Token (optional)) 1. 5 5 1k S 7z b—2> D& i . B I Sh /-
TRTD MY DYA M Ay 7B 7R I AR R SN EFT. FEAEDH—EART
. CO74— IV RET DEFCT AL ERDHNET,

4. FTFORET P AEMFHLT. X2 VT4 BEEAEBLEOECEE LT,

WS-Addressing

WS-Addressing ] 47 %1# F| L T. +—EATWS-Addressing #f#i ] 4 25 95, 8O
T2 53—V FBS 52 ELET.

WCF #— & Z(CustomBinding) D&% &

WCF #—E Z(CustomBinding) iz & 0. % & L~LD # 2 &~ A Z#5] B T . WCF
customBindingt® #E (23 DL T B8, T EE ] T 3L1E LA EDOWCFH—ER &L (2,
WS - <spec_name>t1: 1% i Fl 4 2JavarX—ADH—ER% £ M D75y v 7+—4 L D
Y—ERETAICEET .

[F5>ZA#— NTransport)]. HTTP]. HTTPS]. #7214 AutoSecuredHTTP]4%i# R L
9. LRI &AL T ETCP by AK— M HA— FEN T EH A

[x>a—74>7(Encoding)]. [7* % NText)]. MTOM]. &7zl WCF/ XA+ YWCF
Binary) ] 1% 4R L £7 .

[e* 297 4(Security) ]. # U] % YA Mp SR EE E— FETZ— bR MZy7 R Yy —#IER L £
ER
[* v b * 297 4(Net Security) 1. 2 bV—4tF 297 4D $E: [ L(None)]. Windows

A b= 2L+ F 297 4(Windows stream security) ]. &7zl& BSLA FNJ—4+tF 217 4(SSL
stream security) .

5 38 4 DR v Av—Y > 7 (Reliable Messaging) 1. 13 85 7 O b Avt—Y > 7 %48
¥ 2.2l B R (Enabled) 128 4R L. X (2 DEJF » Y(Ordered) ] £7-1& B ¥ % L(Not
Ordered) OV DI X #IER L 7,

B3 51 15 3R (Identities) 1. /31 > 7 4> 7 LA B 2 O i 1% R #3244 L 4
e [2—¥4 (Username) ] & /S 27— F(Password) ]

o B—/sL BB/ 254 7> ML ¥ 2 (Server Certificate/Client certificate) ]. +—/ 72
& 7947 bR Ik APt 3 2aF Bl E . B8 (Browse) | A x> & H LT, B
i & D% R (Select Certificate) ] XA 70/ R v/ A%k & &,

. 7 5h 2DNS(Expected DNS)]. BPNJ. 540 UPN]. DNS. SPN. ##:(£UPN
& B, DT W] S B8 5 3R . localhost. IP7 FL A, &2 —1\4 %18 € T&
79,
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[2 54 7> MWindows3# 51 1% # (Client Windows Identity) 1. 75 7> NWindows Dz i1l
HHmENLET.
o BRE ©2—%(Current User)]. w3 icaZ 4> Liz2—F Ok 7 1 #H .
o [HAKLz2—¥(Custom User) . 2— % . NAT—F, BLUFMAS V&R E LET.

B¥ 4l 5% %€ (Advanced) 1 # 7 Vw2 L C. ¥4l 7% 2 (Advanced Settings) 1% 1 707 K v &
#H & & AN ODWTET v )7 A OFEA L 2" N—o 3761 #5 I L TS0,

WCFH#—bLA(7z7 L— 3)Dik B
WCFH—ER(7 =7 L—y 2% Hl 3 285 & . 774 7> Md Security Token Service

(STS)izxt LCRRALE 21T Vo b—2 > 2B LET. 7547V NE =0 & LTT77Y
Ty NI Rk BT LT

H—

« [F5>RHK—NTransport)]. 7> A%— XA 7 HTTP /24 HTTPS.
. [E>a—574>vZ7(Encoding)]. +y— DT> a—F 127 K Y — 7% A b £ IEMTOM.

rF 274
o BRAE £— F(Authentication mode) ]. FZAf OF] E &£ E— FD Ko y7 X7 > YA K
( AnonymousForCertificate ]. [MutualCertificate ] % £).

o = IPRA FFy7F Y —(Bootstrap Policy) 1. Secure Conversation# ik DF] fE 47— b
A RZy7 RV —D Fay7 &7 YA N BspiNegotiated ]. [UserNameOverTransport ]
% E)o

1 1 3
AT 4> 7 SRE B 3 O 1 K

o [B—/ ik BH & (Server certificate) ]. +—/ O il Rk 2R 4t S 2L &£ . B
(Browse) |1+ 2> %Ml H LT, Bif B & D% R (Select Certificate) ] X1 70/ K v/ 2%k
EE

o [P &h 3DNS(Expected DNS)]. DNS(Z & 3. #—/3DF ] & 25 1) 15
localhost. IP7 FL A, &/-lx — 4 5352 T& 7.

STS (Security Token Service) D 4

o [T F&RA> 17 FLA(Endpoint address) . STSO > KR A > 7 KL A, localhost. IP
7RV A Flad — % 2R E T&ET S

« A7 4v7(Binding)l. STSIHi &t T 231> T 1> 7 %S 3 53 F U4

E¥ 4 &% & (Advanced) 1% 7 Vv 2L T, B4l 2 (Advanced Settings) 14 707 K v A
#H & &7 A ODWTET" v 2 )7 tORFAI L 2" N—2 3761 5 IR L TS0,
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WCF +— & A(WSHittpBinding) D% &

WCF4—EA(WSHttpBinding) 1% f 4 2 &. 52 AL OFff 58 % % L(None)]. Windows].

B B & (Certificate) ]\ F7zld [2— % (A v—Y 1R # )(Username (message
protectlon))]O)Elj 75>6L.3’R & 9. 94T l‘nu A OFEJH D— B A7y av #IR IR L
9. RWCEH 325 BERE CTRE 2B N HRAR F0E7,

27’
% L(None)

Windows

INTA—R

Br—%& ¥ 1E $] 2 7> =— M 3(Negotiate server
credentials) ]. Web#—EADGE ] & #4—/ & T>T— ML ET
H—/YODNSTH#H 2R € 626 T&EET

Fr—Ue A3k B 3 %38 € ¥ 3(Specify service certificate) ]. +—t
ADFE W E DB . COA7Y av HIRR LG E . BF—ERE K
&R #2732 =— ¥ 3(Negotiate service credentials) ] 47> =
EBERDHVEE A

FF 31 &h 24—/ \DNS(Expected server DNS) ]. N Af>r—A
AT LW & By =/ 30T B s 258 9 5 # - localhost. IP 7 FL A,
R — Y iR E CEET. 1 AL EORAT M sh 3
— K ETBRIEETEET,

e+ 277% & v 3> %4 ¥ 129 3(Enable secure session) 1. il ]
HEATRIL M LiceF a7ty av & LET.

FF 31 s 29—\ 51 1% ] (Expected server identity) 1. +—t 2
7Yy V4 (SPN) &721d 22— 7' )3 78u4 (UPN). SPN 216 7€
¥ 2&. SPN & SPNIZ B IE A U 641 1245 8 OWindows 7 A7 > h&
(& STH— A S &9 UPNEIE € T 58, —LCRLKS &
OWindows 2—H# 7 A7 > NCHEAT SN BZL 5 NET . 2— T AV
VNIV BT AL TWBa— % 2. K E Da— 7HhHV> b
TEAIT SN TLBH—LRIZE 2HDNT NN TT,

(254 7> MWindowsz 7! 1& # (Client Windows identity) |. 751
7> PWindows Di; F] 175 ¥ .

o BRTFE Dz—¥(CurrentUser)]. v> > ica/ 4> L ChBa—4
DEMEIERELEHLET.

o [HAKL2—H(Custom User)]. 2—+ & ¥ 1% $I§i(1~47“4%
AT—=R, BLE AN BN T) Ly B U T e u«;w&%
RLEFT(H—ABIIA T MDAV TFANCEAT CEBRIENC
NTWRENET) B LNVEIRDEB OTT,
o [ L(None)]-L L2 R sh ¢ A

o [& 4 (Anonymous) J-4— &\ 754 7> ’MefB % L1z 0. i
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RA T INTA—X&
A LIz 228 TEEF A

o [ il (Identification) 1-4-— & 754 7> b3 1 ) R #eE
PG CEETH /AT Mol $ 22 LI TEEE A

o [iA4 %% (Impersonation) J-—/Nd . o—ALy A7 4L T4
7Y DLF 207 12> TR AN TELT

o E&/T (Delegation) ]-4— N VE— b AT AL TOFA4 7> b
DeF2U7 1> 7TFAMBBETELT.

2+ 27% € v av %4 ¥) .7 3(Enable secure session) |.
WindOWSﬂ/(7nL, nE %’fﬁ%)ﬂ Lzt 1773{2 w3y EI/%:’:A:T Lij_

A B & o [254 7> NE ¥ & (Client certificate) 1. 751 7> Nl B & 05
(Certificate) Fir. B8 (Browse) ]+~ x> %M il LC. [ B & Di% iR (Select

Certificate) ][ X 70/ K v/ A %0 & & ¥ .

o H—EHER 22T — by 3(Negotiate server
credentials) ]. Web#—EADGE ] & #4—/ & T>T— ML ET
H—/YODNSTH#H 2R € 626 T&ET

« [r—ERiE B & %38 % ¥ %(Specify service certificate) ]. +—t
ADFEWH E DG T . COA7Y av RN LG E . B— BB IE
W # 23> x— 19 3(Negotiate server credentials) | 47" 214
2T

. [FHA ah 34—/ SDNS(Expected server DNS) |. DNSZ & 3.
47L—‘/\0)$ ] sh 2 715 #R - localhost. IP7 KL A, F72id —A
FERE CEET. &L iLHEBORIT W H sh a2 — K% £33
CELTE&ET,

o [E¥a7%vvy av%H X 2T 3(Enable secure session) ]. Gif B
ERATRA M Lt F a7y a0 &F0 LEd.

24 e [2—¥4%./,827—F(Username, Password) |. 751 7> rDFZ
(Ave—Y R Al A% 1 ) .

##)(User o H—NEKER 22T — ¥ 3(Negotiate server

Name credentials) 1. Web+— L 2DH W i #4—/ 3Ty x— L &7
(Message +—/SODNSTE ] 28 € §52&LT&ET.

Protection))

o [r—ERGE B & %48 & ¥ 3(Specify service certificate) ]. +—t
ADGE M & DG T o COAT'y av RN Lich & B— "B
% #3733 x— M 3(Negotiate server credentials) ] +7"> =214 fii
T

. [FHA &h 34—/ \DNS(Expected server DNS) |. DNSZ & 3.
H— DT H Sh 255 5] 1% ] . localhost. IP7 KL R, &fzid 4—
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RAT NG HF—L
HERE C&ET, & AW FE ORITMEH Sh 2— 4 &9 2
ZEHTEET,

o [¥27%¥yy av%F F T 3(Enable secure session) ]. 27—
W RA TR EEH Lzt a7 tyy &80 LET.

v YT ADEEA R E
CDRATRT RyIATIE IRDETTTAMNDELF 2T 4R E 5 W ARXTA A TEET,

[x> 2—7 4> 7 (Encoding) ] %7
[£>a—7 1> 7 (Encoding) ] X712 & IRDAT'> 2> BN ET
o [xva—7F4>7(Encoding)l. Avt— IMEH $ 2 a—F 427 247( FEA L
(Text)l. MTOM]. &7:i& WCF 34+ YWCF Binary)]).

o WS-Addressing/¥—¥ a>(WS-Addressing version) 1. # R L /- =>a3—7 1> 7 ODWS-
Addressing® /3 —2 2>/ % L(None)]. WSA 1.0]. /-l WSA 04/08]).

= /& 7% 4% ¥ (Advanced Standards) ] %7
[ FE %2 % (Advanced Standards) ] #7121 IR DA7> 2w Wb D& T,

. [E3EME OF v 4xye—Y >/ (Reliable messaging) 1. WS-ReliableMessagingfl: £ %
EH T2 —CROE M OF W A=Y YT EH L ET . Ave—Y i § 5T
ya—F 427 247 FF A NText)]. MTOMI. #7/-i& WCF XA+ YWCF Binary)]).

. (S O »Ave—Y > 7 DJEF 4T iF(Reliable messaging ordered) 1. {5 #6 ¢ & 3
Yoy NRT ET U 20EIh R LET .

. BT O v»AvE—Y > 7 D/3— 52(Reliable messaging version) ]. #vt—Y (2
1 H st 33—y 3> WSReliableMessagingFebruary2005 & 7-i&
WSReliableMessaging11.

o [7FLREEH T8 E ¥ 3(Specify via address) ]. *xvt—y #H1 [il] +—ERIZIE(E L. Z
IMEEBE DY —/NE(E SN &T. INE. T\ 7 oF i Ave—Y 216 (5 T35 4
WAEH sh 255 5 086 0Ed . ik, WCF clientVia® /E ot s LT &3, Jdtid.
Ay—U NEPEIEG SN 7 FL A%, Avbe—Y DIEAF e O 7 FL R EX
T 25 5 R TY.

o [7FL A& H (Viaaddress) . #vt—y DEAE S OFmE 7 FL R, B 88—/ 0¥ #
S EIEE R QLR 216 € T& & T SOAP Av— IR D& ANZK IR S &7,

<wsa:Action>http://myLogicalAddress<wsa:Action>

M T RL AL 2 A Y RT = ZAMBIIE SN &9 . 7 740 bTld. WSDLTHR & &
N7 RLATT . CO74— VR LT, COTNL AR L EH &TEET.
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[t * = Y7 4(Security) ] 27"
[z 27 «(Security) | X72IE IRDAT> 23 HNET .

2% 27% € v a%F %23 3(Enable secure session) |. WS-SecureConversation
M 2 L CeF V743> TR A eI LET,

Br—ex & #1538 £ %732 x— b3 3(Negotiate service credentials) ]. +— 2D+
F2UT4FA TS T— N 27200 WCFHH ATy 2—y av 385 L &7,

F 74V MO 7T YX 4 24— NDefault algorithm suite) 1. xf FR /AR xJ Fx s 5 1k 1o fi
4 27V3 VR Lo 7ILT VR LD YA ML~ WCFDSecurityAlgorithmSuites% & 75N 77
SN Fd.

(R 7 L ~L(Protection level) 1. SOAPA X %1 S5 AL/3E 24 T 20 E &R € L 7.
R 7€ AT e 418 &« [ L(None)]. EB& 4 (Sign)]. &40 I 5 1k && 44 (Encrypt And
Sign)1(Z 74V N T .

*vt— 12 7 DJE i (Message protection order) ]. & % &t S 4L OIEF . B 5 1L
A 123 4 (Sign Before Encrypt) 1. % S 1L i 12 % L. & 4 %0 5 1L (Sign Before
Encrypt and Encrypt Signature) 1. & % 8 (25 5 {£ (Encrypt Before Sign) 174> 51 41
LEd.

[Ave—Y ¥ 2Y7 4/3—Y 3>(Message security version) ]. WS-Security £ ¥ = )7 «
W= 3, Ffoy Ave—YOIRE F—DUHNEIMNEIR E T2 TEET,

e ¥ 297 4N XL A 77 NSecurity header layout) ]. #yt—Y N uZDL A 77 b

Strict]. Lax]. [Lax Timestamp First]. &7/zi& Lax Timestamp Last].

[¥—x> b E—F— F(Key entropy mode) |. ¥ 27 4F—D x> bob—F— N, 7] ¢
il &, [74 7> bz boE—(Client Entropy)]. [+ 2Y7 11> o t—(Security
Entropy)]. 80 BE & > 2 —(Combined Entropy)] T .

(¥ 207 132> 7 £ R MDF v uvhih E (Require security context cancellation) |.
CF2UT ATV THFAMDF > B EIDER LET. COA7Y av /AN ICT 2
&. WS-SecureConversation v > CA7— M7V ¥ 207 4 b= 055G 312 7% 5T
WG AL D MU MER S &7,

(&1 LR K7 %8 B B(Include timestamp) . N\ vXIC XA LAR T H#E HET S

BR 5 B 1o Y7L B & b—2> %3 7T ¥ 3(Allow serialized signing token on
reply) 1. iIR& T V7 EH b=  51E (5 T& £,

BB 4 O3B 3 B (Require signature confirmation) 1. Ji & T 4 i 7 #1515 4 2
FNH— TR R L&

A R DADDATY 23 . X509 ] & 24 ] 3 215 & D& ] sh &9,

X5094, & £— F(X509 Inclusion Mode) 1. X.509:F ] & 2 s D% » 20 %18 & L £

[ 1232 15 % (2 (Always to Recipient) ].  [% L(Never)]. % (Once)l. [ icf =%
T—ARiZ(Always To Initiator) .

X509Z ] & 21 )L(X509 Reference Style) |. it HHEZE O ik #f e L&+ N
# (Internal) ] 7214 b ¥ (External) 1.

X509z i3 IR 4= F—2%15 B (X509 require derived keys) 1. X.5097F B & 2k 4 ¥ —%
BT 2mEImER LET,
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o X509 *—% B T ) OFE 3 (X509 key identifier clause type) 1. X.509 +—0z# 5] 12 fi
s 25) OFE8H: [EZ (Any)]. BB ED(Thumbprint)]. BE4T 3 > U7 ) (Issuer
Serial)]. [B7Y =7 h—3 5] T (Subject Key Identifier) ]. [E 7—&+—# il F (Raw
Data Key Identifier) ] .

HTTP &7 o= 2 (HTTP & Proxy) ] &7
HTTP & 7'+ (HTTP & Proxy) ] X712E IRDATY s> NET .

iz 2% £— N(Transfer mode) 1. 3R /s & Oz 1% J7 % T . 18 5€ Al fE 2efli & Yy
7 ABuffered) ]. [X bY—~4(Streamed)]. [R bY—L4ZE K (Streamed Request) |, & &
[A hU— L4 & (Streamed Response) ] T1 .

B K i 2 41 X(KB) (Max response size (KB)) 1. 4 4% fif D55 25 O K 1 X
[ v%—%wF W] 3 3(Allow cookies) 1. 7 v¥—%H N icd 2 ER 10T 2haR LET,
[F¥—7"7 514 7H5F ¥ (Keep-Alive enabled) 1. £—7'7 51 74 &t 26 312§ 208 %)
T 2mER LET,
o BRBRL A*—A(Authentication scheme) 1. HTTPRZ AL 774 % L(None)]. KA Y =2
NDigest)]. [+=2>=— Negotiate)]. INTLM]. Ei & WindowsiZ i (Integrated
Windows Authentication) ]. P& 74 (Basic)]. &/zi& [E % (Anonymous) ],
o [LvAa(Realm)]. URLE X DFERE AF—LD L)L A,
o [254 7> Nkt B & 4304 E (Require client certificate) ]. SSL ~ 5> 2R — MIFE B & %
WE LT BEIER LET .
o F74)v FOWeb7 ¥ %fF H 4 3(Use default web proxy) 1. v> > D7 7L D71
R E EEH T 20EMmER LET.
o [P—WTTuFT %187 3(Bypass proxy on local) ]. y—Expio—sL vy > b
ChdeT oy el 3 20hEmER LET.
o [Pumxy 7L X(Proxy address) ]. 7'o¥ > +—YDURL.
o [’u*EBRE A ¥—4(Proxy authentication scheme) 1. 7’0o+ > OHTTPER AE 7
(v =2 NDigest)]. [F 23— NNegotiate)]. NTLM]. P& 74 (Basic)]. 721k
[£ % (Anonymous) ].
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